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QUESTION NO: 1

Which of the following needs to be documented to preserve evidences for presentation in court?
A. Account lockout policy

B. Chain of custody

C. Incident response policy

D. Separation of duties

ANSWER: B

QUESTION NO: 2

You work as a Security Administrator for uCertify Inc. You are concerned about the password security. Therefore, you have
decided to apply a policy that will be helpful for others to create strong passwords. Which of the following are the important
things that should be remembered to create a strong password?

Each correct answer represents a complete solution. Choose all that apply.

A. It should contain at least one number or punctuation character.

B. It should contain at least one capital letter.

C. It should be a known word.

D. It should be of eight characters.

ANSWER: ABD

QUESTION NO: 3

You work as a Security Administrator for uCertify Inc. You are working on the disaster recovery plan (DRP) for IT related
infrastructure recovery / continuity. Which of the following should you include in your plan?

Each correct answer represents a complete solution. Choose all that apply.
A. Resumption of hardware
B. Resumption of data

C. Resumption of sales
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D. Resumption of applications

ANSWER: ABC

QUESTION NO: 4

David works as the Chief Information Security Officer for uCertify Inc. Which of the following are the responsibilities that
should be handled by David?

Each correct answer represents a complete solution. Choose all that apply.
A. Information development

B. Information risk management

C. Information privacy

D. Information security

ANSWER: BCD

QUESTION NO: 5

Which of the following provides secure online payment services?
A. ACH

B. ICSA

C.CA

D. IEEE

ANSWER: A

QUESTION NO: 6

Which of the following indicates that the project team has decided not to change the project management plan to deal with a
risk?

A. Risk acceptance

B. Risk mitigation
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C. Risk avoidance

D. Risk transference

ANSWER: A

QUESTION NO: 7

Which of the following statements are true about Information Security Management?
Each correct answer represents a complete solution. Choose all that apply.

A. It is not designed to recognize, control, or protect information or any equipment that is used in connection with its
processing.

B. It is designed to recognize, control, and protect information and any equipment that is used in connection with its storage
and transmission.

C. Information Security is a system of policies and procedures.

D. Information Security Management has the objective to manage information security effectively within all service providers.

ANSWER: BCD

QUESTION NO: 8

You work as a Security Administrator for uCertify Inc. You are working on the disaster recovery plan (DRP) for IT related
infrastructure recovery / continuity. Which of the following should you include in your plan?

Each correct answer represents a complete solution. Choose all that apply.
A. Resumption of applications

B. Resumption of hardware

C. Resumption of data

D. Resumption of sales

ANSWER: AB C

QUESTION NO: 9
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You work as a Network Administrator for Net Perfect Inc. The company has a TCP/IPbased Windows NT network. You are
configuring a computer that will be used as a file server on the network. You have to decide the disk configuration for the
computer to obtain better performance.

A fault tolerant disk configuration is not a requirement. Which of the following RAID levels will you choose to fulfil the
requirement?

A. RAID-1
B. RAID-5
C. RAID-4
D. RAID-3

E. RAID-0

ANSWER: E

QUESTION NO: 10

Which of the following are the malicious activities that can be performed by a bot/botnet?

Each correct answer represents a complete solution. Choose all that apply.

A. It can perform DDoS attacks.

B. It can work as spambots that harvest email addresses from contact forms or guestbook pag es.
C. It can work as virus or as a worm.

D. It can be malicious File-name modifiers on anonymous file-sharing

ANSWER: ABC

QUESTION NO: 11

You are consulting with a small budget conscious accounting firm. Each accountant keeps individual records on their PC and
checks them in and out of a server. They are concerned about losing data should the server hard drive crash. Which of the
following RAID levels would you recommend?

A. RAID 1

B. RAID 6

C.RAID 5
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D.RAIDO

ANSWER: A

QUESTION NO: 12

David works as the Manager for Tech Mart Inc. An incident had occurred ten months ago due to which the company suffered
too much losses. David has been assigned the task to submit a report on the losses incurred by the company in a year.
Which of the following should David calculate in order to submit the report containing annualized loss expectancy?

Each correct answer represents a complete solution. Choose all that apply.

A. Annualized Rate of Occurrence

B. Number of employees in the company

C. Single Loss Expectancy

D. Asset Value

ANSWER: ACD

QUESTION NO: 13

You work as an Information Security Manager for uCertify Inc. You need to create the documentation on information security
management system (ISMS). Which of the following elements are included in ISMS?

Each correct answer represents a complete solution. Choose all that apply.
A. Implement

B. Plan

C. Evaluation

D. Encrypt

ANSWER: ABC

QUESTION NO: 14

Qualitative risk analysis includes judgment, intuition, and experience. Which of the following methods are used to perform
qualitative risk analysis?

Each correct answer represents a complete solution. Choose all that apply.
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A. Egress filtering
B. Checklists
C. Delphi technique

D. Brainstorming

ANSWER: BCD

QUESTION NO: 15

You work as a Security Administrator for uCertify Inc. You have installed ten separate applications for your employees to
work. All the applications require users to log in before working on them; however, this takes a lot of time. Therefore, you
decide to use SSO to resolve this issue. Which of the following are the other benefits of Single Sign-On (SSO)?

Each correct answer represents a complete solution. Choose all that apply.

A. Centralized reporting for compliance adherence

B. Reducing IT costs due to lower number of IT help desk calls about passwords

C. Reduces phishing success, because users are not trained to enter password everywhere without thinking

D. Reduces the user experience

ANSWER: ABC

QUESTION NO: 16

Which of the following formulas is used to represent the annualized loss expectancy
(ALE)?

A. ALE=asset value ($)*exposure factor (EF)

B. ALE=single loss expectancy (SLE)/annualized rate of occurrence (ARO)

C. ALE=asset value ($)/exposure factor (EF)

D. ALE=single loss expectancy (SLE)*annualized rate of occurrence (ARO)

ANSWER: D

QUESTION NO: 17
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Mark works as a Software Developer for TechNet Inc. He has recently been fired, as he was caught doing some illegal work
in the organization. Before leaving the organization, he decided to retaliate against the organization. He deleted some of the
system files and made some changes in the registry files created by him. Which of the following types of attacks has Mark
performed?

A.DDoS

B. Logic bomb
C. Sabotage
D. Smurf

ANSWER: B

QUESTION NO: 18

Which of the following is used for improving the security of Microsoft Windows by limiting application software to standard
user privileges until an administrator authorizes an increase or elevation?

A.CBAC
B. MAC
C.UAC

D. Implicit deny

ANSWER: C

QUESTION NO: 19

Which of the following is used to shift the impact of a threat to a third party, together with the ownership of the response?
A. Risk mitigation

B. Risk avoidance

C. Risk acceptance

D. Risk transference

ANSWER: D
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QUESTION NO: 20

You work as an Information Security Manager for uCertify Inc. You need to create the documentation on information security
management system (ISMS). Which of the following is the governing principle behind ISMS?

A. An organization should implement and maintain IDS to manage risks to the network.

B. An organization should design, implement, and maintain a coherent set of policies, processes, and systems to manage
risks to its information assets.

C. An organization should design, implement, and maintain a coherent set of policies to ensure proper marketing of
products.

D. An organization should apply encryption to its information assets.

ANSWER: B
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