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QUESTION NO: 1

In PRTK, which type of attack uses word lists?
A. dictionary attack

B. key space attack

C. brute-force attack

D. rainbow table attack

ANSWER: A

QUESTION NO: 2

You examine evidence and flag several graphic images found in different folders. You now want to bookmark these items
into a single bookmark. Which tab in FTK do you use to view only the flagged thumbnails?

A. Explore tab
B. Graphics tab
C. Overview tab

D. Bookmark tab

ANSWER: C

QUESTION NO: 3

Which two options are available in the FTK Report Wizard? (Choose two.)
A. List by File Path

B. List File Properties

C. Include HTML File Listing

D. Include PRTK Output List

ANSWER: AB

QUESTION NO: 4
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What is the purpose of the Golden Dictionary?

A. maintains previously created level information
B. maintains previously created profile information
C. maintains a list of the 100 most likely passwords

D. maintains previously recovered passwords

ANSWER: D

QUESTION NO: 5

Which two Registry Viewer operations can be conducted from FTK? (Choose two.)
A. list SAM file account names in FTK

B. view all registry files from within FTK

C. create subitems of individual keys for FTK

D. export a registry report to the FTK case report

ANSWER: B D

QUESTION NO: 6

You successfully export and create a file hash list while using FTK Imager. Which three
pieces of information are included in this file? (Choose three.)

A. MD5

B. SHA1

C. filename

D. record date

E. date modified

ANSWER: ABC

QUESTION NO: 7

In FTK, which two formats can be used to export an E-mail message? (Choose two.)

A. raw format
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B. XML format
C. PDF format
D. HTML format

E. binary format

ANSWER: AD

QUESTION NO: 8

Which three items are contained in an Image Summary File using FTK Imager? (Choose
three.)

A. MD5

B.CRC

C. SHA1

D. Sector Count

E. Cluster Count

ANSWER: ACD

QUESTION NO: 9

When adding data to FTK, which statement about DriveFreeSpace is true?
A. DriveFreeSpace is merged with deleted files.

B. DriveFreeSpace is segmented into 10 megabyte items.

C. DriveFreeSpace is truncated, based on the size of the case.dat file.

D. DriveFreeSpace is classified with file slack items in the Overview tab.

ANSWER: D

QUESTION NO: 10

When previewing a physical drive on a local machine with FTK Imager, which statement is true?
A. FTK Imager can block calls to interrupt 13h and prevent writes to suspect media.

B. FTK Imager can operate from a USB drive, thus preventing writes to suspect media.
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C. FTK Imager can operate via a DOS boot disk, thus preventing writes to suspect media.

D. FTK Imager should always be used in conjunction with a hardware write protect device
to prevent writes to suspect media.

ANSWER: D
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