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QUESTION NO: 1

The Windows Firewall protects computers from unauthorized network connections.

Select the correct answer if the underlined text does not make the statement correct. Select "No change is needed" if the
underlined text makes the statement correct.

A. Email viruses
B. Phishing scams
C. Unencrypted network access

D. No change is needed

ANSWER: D

QUESTION NO: 2

What are three major attack vectors that a social engineering hacker may use? (Choose three.)
A. Telephone

B. Reverse social engineering

C. Waste management

D. Honey pot systems

E. Firewall interface

ANSWER: ABC

QUESTION NO: 3

The Graphic Design Institute hires you to help them set up a server for their 20-person team.

As a general practice of hardening the server, you start by performing which two tasks? (Choose two.)
A. Disable the guest account.

B. Rename the admin account.

C. Remove the account lockout policy.
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D. Format partitions with FAT32.

ANSWER: AB

QUESTION NO: 4 - (HOTSPOT)

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No. Each correct selection is
worth one point.

Hot Area:
Answer Area
Yes No
DNSSEC prevents spoofing of query responses. Q O
Chents can venfy that the DNS server that they are communicating with ®) O
Is legitm ate,
@ O

DNSSEC prevents man-in-the-middle attacks for DNS queries.

ANSWER:
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Answer Area

DNSSEC prevents spoofing of query responses.

Clients can venfy that the DNS server that they are communicating with
Is legitm ate,

DNSSEC prevents man-in-the-middie attacks for DNS queries.

Explanation:

QUESTION NO: 5

What is a common method for password collection?
A. Email attachments

B. Back door intrusions

C. SQL Injection

D. Network sniffers

ANSWER: D

QUESTION NO: 6

Which two security settings can be controlled by using group policy? (Choose two.)
A. Password complexity

B. Access to the Run... command

C. Automatic file locking

D. Encrypted access from a smart phone

ANSWER: AB

Explanation:
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Reference: http://technet.microsoft.com/en-us/library/cc875814.aspx

QUESTION NO: 7

A malicious user who intercepts and modifies communications is known as a:
A. red hat hacker

B. white hat hacker

C. network sniffer

D. man-in-the-middle
ANSWER: D

QUESTION NO: 8 - (HOTSPOT)

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No. Each correct selection is
worth one point.

Hot Area:
Answer Area
Yes No
By using NAP, admimstrators can place non-comphant com puters onto O ®,
restricted networks.
All computers that are not in compliance with NAP policies require O O

manual intervention to be brought into compliance.

NAP can enforce that chient com puters are runming a firewall.

ANSWER:
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Answer Area

Yes No
By using NAP, administrators can place non-comphant com puters onto O 'S
restricted networks.
All computers that are not in compliance with NAP policies require C O
manual intervention to be brought into compliance.

@

NAP can enforce that chent computers are running a hrewall.

Explanation:

QUESTION NO: 9

The Active Directory controls, enforces, and assigns security policies and access rights for all users.

Select the correct answer if the underlined text does not make the statement correct. Select "No change is needed" if the
underlined text makes the statement correct.

A. NTFS permissions
B. User Account Control
C. Registry

D. No change is needed

ANSWER: D

QUESTION NO: 10 - (DRAG DROP)

DRAG DROP
Match the authentication protocol with its description.

Instructions: To answer, drag the appropriate authentication protocol from the column on the left to its description on the
right. Each authentication protocol may be used once, more than once, or not at all. You may need to drag the split bar
between panes or scroll to view content.

NOTE: Each correct selection is worth one point.
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Select and Place:

Authentication Protocols
SMB

NTLM

NetBIOS

ANSWER:

Authentication Protocols

SMB

NTLM

NetBIOS

—

Explanation:

Answer Area

an authentication protocol used by Windows stand-
alone systems

an authentication protocol widely used in 802.11
environments

a strong authentication protocol preferred by Windows
Server 2012 R2

Answer Area

an authentication protocol used by Windows stand-
alone systems

an authentication protocol widely used in 802.11
environments

a strong authentication protocol preferred by Windows
Server 2012 R2
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