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Topic Break Down

Topic No. of Questions
Topic 1, Authorization Concept 37
Topic 2, User Administration 26
Topic 3, Auditing 12
Topic 4, SAP System Security 14

Topic 5, SAP NetWeaver AS for ABAP Security | 7

Topic 6, Mix Questions 4

Total 100
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QUESTION NO: 1
You want to add a Customizing object to a role.
Which options are available in the Profile Generator (see attached screenshot)?

Note: There are 2 correct answers to this question.

Role information

Status  You have not yet assigned any Customizing objects

% [ Add |[H Information |

A. Enterprise IMG
B. IMG project view
C. SAP Reference IMG

D. IMG project

ANSWER: BD

Explanation:

In Profile Generator, Customizing authorizations can be added using an IMG project or an IMG project view. An IMG
project represents the implementation-specific scope of configuration activities that has been defined for a project. Selecting
it allows the role to receive the required authorizations for the Customizing activities assigned to that project. This supports
assigning access according to a controlled implementation scope instead of maintaining individual Customizing activities
manually.

An IMG project view is a further focused representation of an IMG project. It enables administrators to use a selected view of
the relevant project activities when building role authorizations. This is useful where a role should cover only the activities
included in a particular project view, such as a workstream or a defined configuration area. The Profile Generator uses these
project-based definitions to help derive and maintain the associated authorization requirements consistently. SAP’s
documentation for the ABAP platform and NetWeaver authorization administration provides the relevant background on role
maintenance and authorization concepts: SAP Help Portal — ABAP Platform and SAP Help Portal.

QUESTION NO: 2

You are to configure a compliant identity management process flow.

Which of the following components from SAP Access Control and SAP NetWeaver Identity Management (SAP NetWeaver
ID Management) are required?

Note: There are 2 correct answers to this question.

A. SAP NetWeaver ID Management - Identity Center (IC) and Virtual Directory Server (VDS)

B. SAP BusinessObjects - Enterprise Role Management (ERM) and Superuser Privilege Management (SPM)
C. SAP NetWeaver ID Management - Dispatcher Runtime Engine and Event Agent Service

D. SAP BusinessObjects - Risk Analysis and Remediation (RAR) and Compliant User Provisioning (CUP) components

ANSWER: AD
Explanation:
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A compliant identity-management process flow combines identity lifecycle administration with governance, risk, and
compliance controls. SAP NetWeaver ID Management - Identity Center (IC) and Virtual Directory Server (VDS) provides the
identity-management foundation. Identity Center manages identity data and provisioning workflows across connected target
systems, while the Virtual Directory Server can provide a consolidated virtual view of identity-related information. Together,
these services support the controlled creation, update, and distribution of identities and account assignments required by an
end-to-end process.

SAP BusinessObijects - Risk Analysis and Remediation (RAR) and Compliant User Provisioning (CUP) components supplies
the compliance and access-governance part of the process. Compliant User Provisioning supports controlled access-request
and approval workflows, and Risk Analysis and Remediation evaluates requested or assigned access for segregation-of-
duties and related access risks. Integration of these capabilities with identity lifecycle provisioning enables access to be
requested, assessed, approved, provisioned, and audited in a governed manner. The historical names RAR and CUP
correspond to capabilities later represented within SAP Access Control. SAP documentation for identity-management
concepts is available at SAP Help Portal: Identity Management, and access-governance documentation is available at SAP
Help Portal: SAP Access Control.

QUESTION NO: 3

Which of following can you modify in basic maintenance of the Profile Generator (PFCG)?
A. Users and organizational management.

B. Profiles and authorization

C. Profiles and workflow

D. Users and workflow

ANSWER: B

Explanation:

Profiles and authorization is correct because Profile Generator (transaction PFCG) is the central SAP NetWeaver AS
ABAP tool for maintaining role authorization data and generating the authorization profile assigned through that role. In role
maintenance, an administrator maintains the role menu and authorization defaults, edits the resulting authorization objects
and field values on the Authorizations tab, and generates the authorization profile. The generated profile contains the
technical authorizations that are evaluated during an authorization check. This work is therefore the core maintenance
activity supported by PFCG: defining the authorizations needed for a role and creating or updating its generated profile after
authorization changes. SAP documentation describes PFCG role maintenance as the process used to maintain roles,
authorization data, and generated profiles, while role assignment and downstream user comparison are related
administrative activities. For further background, see SAP’s SAP NetWeaver AS ABAP security learning journey and the
SAP NetWeaver AS ABAP documentation.

QUESTION NO: 4

Which of the following is a characteristic of a reference user?
A. It cannot log on to the SAP system.

B. It can be used only for RFC communication.

C. It is used exclusively for background processing.

D. It must have a password that expires regularly.

ANSWER: A

Explanation:
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A reference user cannot log on to the SAP system. Its purpose is to provide additional authorizations to dialog, system,
service, or communication users that are assigned to it. The authorizations of the reference user are evaluated together with
the authorizations of the user that references it.

Reference users are useful when several users require a common set of additional authorizations. They do not contain logon
credentials for interactive access and should not be used as a substitute for role-based authorization design. SAP
documentation on user types and user administration is available in the SAP NetWeaver 7.31 documentation.

QUESTION NO: 5

Which authorization object controls access to user master records according to user group?
A.S_USER_AGR

B.S_USER_GRP

C.S_USER_PRO

D.S_TCODE

ANSWER: B

Explanation:

S_USER_GRP controls authorization for user administration based on the user group assigned in the user master record.
The authorization object contains the authorization group field CLASS and the activity field ACTVT. An administrator can
therefore be authorized to display or maintain only users assigned to specific user groups.

User groups are a key control for separating user-administration duties. For example, administrators responsible for
business users can be restricted from maintaining technical or privileged users that belong to a separate protected group.
The user group is maintained on the Logon Data tab of the user master record, and the administrator must have the required
S _USER_GRP authorization to process that user. See SAP Help documentation on the SAP NetWeaver 7.31 authorization

concept.

QUESTION NO: 6

You are unable to determine the cause of an authorization failure using transaction Authorization Error Analysis (SU53).
Which transaction allows you to analyze this failure further?

A. SU01

B. SU56

C.ST12

D. ST01

ANSWER: D

Explanation:

STO01 is the appropriate transaction for further investigation because it provides the SAP system trace, including an
authorization-check trace. Whereas SU53 displays the most recent failed authorization check for a user session, ST01 can
record the detailed sequence of authorization checks performed while the issue is reproduced. The trace identifies the
authorization object checked, the field values requested by the application, and the result of each check. This detailed
evidence is particularly useful when SU53 does not show the relevant failed check, when several checks occur during
processing, or when the failure is caused by a technical sequence that must be traced while it happens.

An administrator should activate the authorization-check trace in STO1 for the relevant user, reproduce the authorization
failure, deactivate the trace promptly, and then evaluate the trace entries. The resulting information supports accurate
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analysis of the required authorization values and helps determine the appropriate role or authorization adjustment. Because
tracing can generate considerable data and may affect performance, SAP recommends restricting the trace to the affected
user and keeping its duration as short as practical. See SAP’s documentation for the System Trace (ST01) and the
authorization trace.

QUESTION NO: 7

Which activities are required when you set up Central User Administration (CUA) between a central system and child
systems?

Note: There are 3 correct answers to this question.

A. Define logical systems for the participating clients.

B. Create RFC destinations between the central and child systems.
C. Maintain the ALE distribution model.

D. Create transport routes between the participating systems.

ANSWER: ABC

Explanation:

CUA is based on Application Link Enabling (ALE) communication between a central system and participating child systems.
You must define logical systems for the participating clients, create RFC destinations for communication between the
central and child systems, and maintain the ALE distribution model used for the relevant user-master-data distribution.

Transport routes are part of Change and Transport System administration and are not a prerequisite for CUA
communication. CUA configuration also includes defining the central system and distribution behavior for user-master fields.
SAP documentation on CUA is available through the SAP Help Portal: Central User Administration.

QUESTION NO: 8

Which of the following activities are part of SAP roles design?
Note: There are 2 correct answers to this question.

A. Determine the role naming convention

B. Design the SAP transports schedule.

C. Identify SAP and custom transactions and reports.

D. Analyze the data migration requirements.

ANSWER: AC

Explanation:

SAP role design establishes a maintainable authorization concept before roles are built and assigned in the Profile
Generator. Determine the role naming convention is a role-design activity because a consistent naming standard allows
security administrators, auditors, and role owners to identify a role’s business purpose, organizational scope, and lifecycle. It
also supports governance processes such as role reviews, transport tracking, and remediation of authorization issues.
Identify SAP and custom transactions and reports is also central to role design. Roles are derived from required
business tasks, and those tasks must be mapped to the SAP transactions, reports, services, and authorization checks
needed to perform them. This functional inventory is then used to define menu entries and to generate and maintain the
role’s authorization data, including organizational-level restrictions where appropriate. SAP’s authorization concept is based
on assigning users roles that contain the authorizations required for their work; therefore, identifying the required application
functions and structuring roles consistently are foundational design steps. For additional SAP training material on the
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authorization concept and role-based access control, see SAP Learning: Explore the Authorization Concept and SAP
NetWeaver documentation.

QUESTION NO: 9

To work with the Audit Information System (AIS), which of the following steps do you have to execute?
Note: There are 2 correct answers to this question.

A. Modify the user group.

B. Set up user master records.

C. Set up security audit log.

D. Modify the AIS role.

ANSWER: BD

Explanation:

To use the Audit Information System, audit personnel need named SAP user master records and appropriate AlS
authorizations. “Set up user master records” is therefore required because a user master defines the logon identity and is the
basis for assigning roles, profiles, and authorization values. The auditor's access must be controlled individually, particularly
because AIS provides access to security-relevant evaluations and audit reports.

“Modify the AIS role” is also required as part of implementation. SAP delivers standard roles as templates, but organizations
must adapt the AlS role assignments and authorization values to their system landscape, audit scope, and segregation-of-
duties requirements. This includes assigning the tailored role to the relevant audit users and maintaining any necessary
organizational or system-specific authorization restrictions. SAP’s authorization concept is role-based: roles are maintained
in Profile Generator and then assigned to user masters, which generates the required authorization profiles. This setup
enables auditors to execute AlS functions using only the permissions required for their audit responsibilities. See SAP’s
documentation on user administration and role assignment and SAP’s authorization concept.

QUESTION NO: 10

Which of the following is a characteristic of composite roles?

A. Users assigned to composite roles have their own authorization data.
B. They can be assigned to other composite roles.

C. They have their own authorization data.

D. Users assigned to composite roles are automatically assigned to the elementary roles.

ANSWER: D

Explanation:

Users assigned to composite roles are automatically assigned to the elementary roles. A composite role is a structural
container used in SAP role administration (transaction PFCG) to bundle multiple single, or elementary, roles that belong
together for a job function. This lets administrators assign a complete collection of required access roles through one role
assignment rather than maintaining each role separately for every user.

When the composite role is assigned, SAP evaluates the single roles contained in it and provides the user with the
authorizations generated from those underlying roles. The authorization profiles and authorization data therefore remain
associated with the individual single roles; the composite role simplifies assignment and lifecycle administration of that role
set. This is particularly useful where users with the same business function consistently require several distinct authorization
roles, since changes to the composite-role composition can be centrally reflected for its assigned users after the appropriate
user comparison processes.
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SAP documentation describes composite roles as a way to combine single roles and assign the combined set to users. See
the SAP NetWeaver documentation on composite roles and SAP’s role and authorization administration learning content.
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