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QUESTION NO: 1

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a 
unique solution that might meet the stated goals. Some question sets might have more than one correct solution, while 
others might not have a correct solution.

After you answer a question in this sections, you will NOT be able to return to it. As a result, these questions will not appear 
in the review screen.

You manage a file server that runs Windows Server 2016. The file server contains the volumes configured as shown in the 
following table.

You need to encrypt DevFiles by using BitLocker Drive Encryption (BitLocker).

Solution: You run the Enable-BitLocker cmdlet.

Does this meet the goal?

A. Yes

B. No

ANSWER: A 

Explanation:

References: https://docs.microsoft.com/en-us/powershell/module/bitlocker/enable-bitlocker?view=win10-ps

QUESTION NO: 2

Your network contains an Active Directory domain named contoso.com. The domain contains 10 computers that are in an 
organizational unit (OU) named OU1.

You deploy the Local Administrator Password Solution (LAPS) client to the computers. You link a Group Policy object (GPO) 
named GPO1 to OU1, and you configure the LAPS password policy settings in GPO1.

You need to ensure that the administrator passwords on the computers in OU1 are managed by using LAPS.

Which two actions should you perform? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. Enable LDAP encryption on the domain controllers.

B. Restart the computers.

C. Modify the permissions on OU1.

D. Restart the domain controller that hosts the PDC emulator role.

E. Update the Active Directory Schema.
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ANSWER: C E 

Explanation:

References: https://www.techrepublic.com/article/pro-tip-securing-windows-local-administrator-password-with-laps/

QUESTION NO: 3

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a 
unique solution that might meet the stated goals. Some question sets might have more than one correct solution, while 
others might not have a correct solution.

After you answer a question in this sections, you will NOT be able to return to it. As a result, these questions will not appear 
in the review screen.

Your network contains an Active Directory domain named contoso.com. The domain contains a server named Server1 that 
runs Windows Server 2016.

You need to prevent NTLM authentication on Server1.

Solution: From Windows PowerShell, you run the Disable-WindowsOptionalFeature cmdlet.

Does this meet the goal?

A. Yes

B. No

ANSWER: B 

Explanation:

References: https://www.rootusers.com/implement-ntlm-blocking-in-windows-server-2016/

QUESTION NO: 4

Your network contains an Active Directory forest named contoso.com. The functional level of the forest and the domain is 
Windows Server 2012 R2.

You plan to use Local Administrator Password Solution (LAPS) for all member servers. You need to prepare the forest for 
LAPS.

Which two actions should you perform? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. Run the Set-AdmPwdComputerSelfPermission cmdlet.

B. Install the LAPS client-side extension on all domain controllers.

C. Run the Update-AdmPwdADSchema cmdlet.

D. Run the Set-AdmPwdAuditing cmdlet.

E. Deploy an enterprise certification authority (CA).

ANSWER: A C 

Explanation:
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References:

https://blog.thesysadmins.co.uk/deploying-microsoft-laps-part-1.html

QUESTION NO: 5

Your network contains an Active Directory domain.

You plan to implement Dynamic Access Control.

You need to create a central access rule that will grant permissions to users who have the Department attribute set to 
Finance. The users must have access to resources that have the Department property set to Finance.

Which two actions should you perform before you create the central access rule? Each correct answer presents part of the 
solution.

NOTE: Each correct selection is worth one point.

A. Enable a claim type

B. Create a central access policy

C. Create a resource property list

D. Enable a resource property

E. Create a claim type

ANSWER: C E 

Explanation:

References:

https://docs.microsoft.com/en-us/windows-server/identity/solution-guides/deploy-a-central-access-policy--demonstration-
steps-

QUESTION NO: 6

You are building a guarded fabric.

You need to configure Admin-trusted attestation.

Which cmdlet should you use?

A. Add-HgsAttestationHostGroup

B. Add-HgsAttestationTpmPolicy

C. Add-HgsAttestationTpmHost

D. Add-HgsAttestationCIPolicy

ANSWER: A 

Explanation:

References: https://docs.microsoft.com/en-us/windows-server/virtualization/guarded-fabric-shielded-vm/guarded-fabric-add-
host-information-for-admin-trusted-attestation
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QUESTION NO: 7

Your network contains two Active Directory forests named corp.contoso.com and priv.contoso.com. Both forests have only a 
single domain. The priv.contoso.com domain contains a server named Server1 that runs Windows Server 2016.

You install Microsoft Identity Manager (MIM) 2016 on Server1.

You plan to deploy MIM-based Privileged Access Management (PAM) between the two forests.

You run New-PAMTrust in the priv.contoso.com domain.

You need to configure the trust relationship between the forests to support the PAM deployment.

Which three settings should you configure for the trust? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. quarantine to no

B. enablesidhistory to yes

C. transitive to no

D. enablepimtrust to yes

E. foresttransitive to no

ANSWER: A B D 

Explanation:

References:

https://docs.microsoft.com/en-us/microsoft-identity-manager/pam/step-5-establish-trust-between-priv-corp-forests

QUESTION NO: 8

Your network contains an Active Directory domain named contoso.com. The domain contains a file server named FS1 that 
runs Windows Server 2016. FS1 has a share named SecureFolder.

You need to track all users who access the contents of SecureFolder.

Which two actions should you perform? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. From the Default Domain Controller Group Policy object (GPO), enable Audit object access.

B. From File Explorer, modify the Advanced security settings of SecureFolder.

C. From File Explorer, modify the Advanced sharing settings of SecureFolder.

D. Create a Group Policy object (GPO) and enable Audit object access.

ANSWER: B D 

Explanation:

References:

https://www.rootusers.com/configure-file-access-auditing-in-windows-server-2016/
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QUESTION NO: 9

You have a Hyper-V host named Server1 that runs Windows Server 2016.

Server1 has a generation 2 virtual machine named VM1 that runs Windows 10.

You need to ensure that you can turn on BitLocker Drive Encryption (BitLocker) for drive C on VM1.

What should you do?

A. From VM1, configure the require additional authentication at startup Group Policy setting.

B. From the settings of VM1, enable Secure Boot.

C. From Server1, install the BitLocker feature.

D. From VM1, configure the Enforce drive encryption type on fixed data drives Group Policy setting.

ANSWER: A 

Explanation:

Reference: https://www.dell.com/support/article/za/en/zadhs1/sln171842/using-the-group-policy-editor-to-enable-bitlocker-
authentication-in-the-pre-boot-environment-forwindows-7-8-8-1-10?lang=en

QUESTION NO: 10

Note: This question is part of a series of questions that use the same or similar answer choices. An answer choice may be 
correct for more than one question in the series. Each question is independent of the other questions in this series. 
Information and details provided in a question apply only to that question.

Your network contains an Active Directory domain named contoso.com. The domain contains a server named Server1 that 
runs Windows Server 2016.

Server1 has a shared folder named Share1.

You need to encrypt the contents to Share1.

Which tool should you use?

A. File Explorer

B. Shared Folders

C. Server Manager

D. Disk Management

E. Storage Explorer

F. Computer Management

G. System Configuration

H. File Server Resource Manager (FSRM)

ANSWER: A 

Explanation:

References: https://msdn.microsoft.com/en-us/library/dd163562.aspx
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QUESTION NO: 11

Your network contains an Active Directory domain named contoso.com. The domain contains two servers named Server1 
and Server2 that run Windows Server 2016.

Server1 is configured as a domain controller.

You configure Server1 as a Just Enough Administration (JEA) endpoint. You configure the required JEA rights for a user 
named User1.

You need to tell User1 how to manage Active Directory objects from Server2.

What should you tell User1 to do first on Server2?

A. From a command prompt, runntdsutil.exe.

B. From Windows PowerShell, run the Import-Module cmdlet.

C. From Windows PowerShell, run the Enter-PSSession cmdlet.

D. Install the management consoles for Active Directory, and then launch Active Directory Users and Computers.

ANSWER: C 

Explanation:

References: https://blogs.technet.microsoft.com/privatecloud/2014/05/14/just-enough-administration-step-by-step/

QUESTION NO: 12

Your network contains an Active Directory domain named contoso.com. The domain contains a member server named 
Server5 that runs Windows Server 2016.

You need to configure Server5 as a Just Enough Administration (JEA) endpoint.

Which two actions should you perform? Each correct answer presents part of the solution.

A. Generate a random Globally Unique Identifier (GUID).

B. Create and export a Windows PowerShell session.

C. Create and register a session configuration file.

D. Deploy Microsoft Identity Manager (MIM) 2016.

E. Create a maintenance Role Capability file.

ANSWER: C E 

Explanation:

References:

https://docs.microsoft.com/en-us/powershell/jea/session-configurations https://docs.microsoft.com/en-us/powershell/jea/role-
capabilities
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