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QUESTION NO: 1

Which of the following are contractual components that the CSP should review and understand fully when contracting with a
cloud service provider?

(Choose two.)

A. Concurrently maintainable site infrastructure

B. Use of subcontractors

C. Redundant site infrastructure capacity components

D. Scope of processing

ANSWER: B D

QUESTION NO: 2

Which of the following is the biggest concern or challenge with using encryption?
A. Dependence on keys

B. Cipher strength

C. Efficiency

D. Protocol standards

ANSWER: A
Explanation:

No matter what kind of application, system, or hosting model used, encryption is 100 percent dependent on encryption keys.
Properly securing the keys and the exchange of them is the biggest and most important challenge of encryption systems.

QUESTION NO: 3

Which of the following is a risk associated with manual patching especially in the cloud? Response:
A. No notice before the impact is realized

B. Lack of applicability to the environment

C. Patches may or may not address the vulnerability they were designed to fix.

D. The possibility for human error
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ANSWER: D

Explanation:

QUESTION NO: 4

What are the objectives of change management? (Choose all that apply.) Response:

A. Respond to a customer’s changing business requirements while maximizing value and reducing incidents, disruption, and
rework

B. Ensure that changes are recorded and evaluated
C. Respond to business and IT requests for change that will disassociate services with business needs

D. Ensure that all changes are prioritized, planned, tested, implemented, documented, and reviewed in a controlled manner

ANSWER: AB

Explanation:

QUESTION NO: 5

Which of the following cloud aspects complicates eDiscovery?
A. Resource pooling

B. On-demand self-service

C. Multitenancy

D. Measured service

ANSWER: C

Explanation:

With multitenancy, eDiscovery becomes more complicated because the data collection involves extra steps to ensure that
only those customers or systems that are within scope are turned over to the requesting authority.

QUESTION NO: 6

Because of multitenancy, specific risks in the public cloud that don’t exist in the other cloud service models include all the
following except:
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A. DoS/DDoS
B. Information bleed
C. Risk of loss/disclosure due to legal seizures

D. Escalation of privilege

ANSWER: A

Explanation:

DoS/DDoS threats and risks are not unique to the public cloud model.

QUESTION NO: 7

The Cloud Security Alliance’s (CSA’s) Cloud Controls Matrix (CCM) addresses all the following security architecture
elements except

Response:

A. Physical security
B. laaS

C. Application security

D. Business drivers

ANSWER: D

Explanation:

QUESTION NO: 8

Which kind of SSAE audit report is most beneficial for a cloud customer, even though it’s unlikely the cloud provider will
share it?

A.SOC 3

B. SOC 1 Type 2
C.SOC 2 Type 2
D. SOC 1 Type 1

ANSWER: C
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Explanation:

The SOC 3 is the least detailed, so the provider is not concerned about revealing it. The SOC 1 Types 1 and 2 are about
financial reporting and not relevant. The SOC 2 Type 2 is much more detailed and will most likely be kept closely held by the
provider.

QUESTION NO: 9

Which of the following is NOT a common component of a DLP implementation process? Response:
A. Discovery

B. Monitoring

C. Revision

D. Enforcement

ANSWER: C

Explanation:

QUESTION NO: 10

Which of the following roles involves testing, monitoring, and securing cloud services for an organization?
A. Cloud service integrator

B. Cloud service business manager

C. Cloud service user

D. Cloud service administrator

ANSWER: D

Explanation:

The cloud service administrator is responsible for testing cloud services, monitoring services, administering security for
services, providing usage reports on cloud services, and addressing problem reports

QUESTION NO: 11

Which of the following is a method for apportioning resources that involves setting maximum usage amounts for all
tenants/customers within the environment?

Response:
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A. Reservations
B. Shares
C. Cancellations

D. Limits

ANSWER: D

Explanation:

QUESTION NO: 12

What concept does the "I" represent with the STRIDE threat model?
A. Integrity

B. Information disclosure

C. IT security

D. Insider threat

ANSWER: B

Explanation:

Perhaps the biggest concern for any user is having their personal and sensitive information disclosed by an application.
There are many aspects of an application to consider with security and protecting this information, and it is very difficult for
any application to fully ensure security from start to finish. The obvious focus is on security within the application itself, as
well as protecting and storing the data.
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