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QUESTION NO: 1

A price sensitive customer wants to prevent attacks on a windows 2008 Virtual Server. The server will max out at 100Mbps 
but needs to have 45,000 sessions to connect to multiple hosts within a data center

Which VM instance should be used to secure the network by this customer?

A. VM-200

B. VM-100

C. VM-300

D. VM-50

ANSWER: D 

QUESTION NO: 2

A customer is adopting Microsoft Office 365 but is concerned about the potential security exposure that such a move could 
mean. The security analyst suggests using Aperture and the Palo Alto Network firewall together to provide data and network 
security.

What are the two reasons this solution has been suggested? (Choose two.)

A. The firewall secures data in transit between the network and the cloud.

B. Aperture prevents users from using non-sanctioned SaaS applications.

C. The firewall scans data that resides in the cloud for malware.

D. Aperture scans data that resides in the cloud for sensitive information.

ANSWER: A B 

QUESTION NO: 3

What are three best practices for running an Ultimate Test Drive (UTD)? (Choose three.)

A. It should be used to create pipeline and customer interest.

B. It should be used to demonstrate the power of the platform.

C. The lab documentation should be reviewed and tested.
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D. It should be led by Palo Alto Network employees.

E. The required equipment should be shipped to lab site in advance.

ANSWER: A B C 

QUESTION NO: 4

How many recursion levels are supported for compressed files in PAN-OS 8.0?

A. 2

B. 5

C. 4

D. 3

ANSWER: D 

QUESTION NO: 5

How does SSL Forward Proxy decryption work?

A. SSL Forward Proxy decryption policy decrypts and inspects SSL/TLS traffic from internal users to the web.

B. The SSL Forward Proxy Firewall creates a certificate intended for the client that is intercepted and altered by the firewall.

C. If the server's certificate is signed by a CA that the firewall does not trust, the firewall will use the certificate only on 
Forward Trust.

D. The firewall resides between the internal client and internal server to intercept traffic between the two.

ANSWER: A 

QUESTION NO: 6

How often are regularly scheduled update for the Anti-virus Application, Threats, and Wildfire subscription databases made 
available by Palo Alto Networks in PAN-OS 8.0?

A. Anti-Virus (Daily) Application (Weekly), Threats (Daily), Wildfire (5 Minutes)

B. Anti-Virus (Weekly) Application (Daily), Threats (Daily), Wildfire (5 Minutes)
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C. Anti-Virus (Daily) Application (Weekly), Threats (Weekly), Wildfire (5 Minutes)

D. Anti-Virus (Weekly) Application (Daily), Threats (Weekly), Wildfire (5 Minutes)

ANSWER: C 

QUESTION NO: 7

Which three signature-based Threat Prevention features of the firewall are informed by intelligence from the Threat 
Intelligence Cloud? (Choose three.)

A. Vulnerability protection

B. Anti-Spyware

C. Anti-Virus

D. Botnet detection

E. App-ID protection

ANSWER: A B E 

QUESTION NO: 8

Which three actions should be taken before deploying a firewall evaluation unit in the customer's environment? (Choose 
three.)

A. Inform the customer that they will need to provide a SPAN port for the evaluation unit assuming a TAP mode deployment.

B. Request that the customs make port 3978 available to allow the evaluation unit to communicate with Panorama.

C. Reset the evaluation unit to factory default to ensure that data from any previous customer evaluation is removed.

D. Upgrade the evaluation unit to the most current recommended firmware, unless a demo of the upgrade process is 
planned.

E. Set expectations around which information will be presented in the Security Lifecycle Review because sensitive 
information may be made visible.

ANSWER: A C D 

QUESTION NO: 9
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Which three methods used to map users to IP addresses are supported in Palo Alto Networks firewalls? (Choose three.)

A. Client Probing

B. TACACS

C. eDirectory monitoring

D. SNMP server

E. Lotus Domino

F. RADIUS

G. Active Directory monitoring

ANSWER: A B F 

Explanation:

https://www.paloaltonetworks.com/documentation/80/pan-os/pan-os/user-id/user-id-concepts/user-mapping

QUESTION NO: 10

Which license is required to receive weekly dynamic updates to the correlation objects on the firewall and Panorama?

A. WildFire on the firewall, and AutoFocus on Panorama

B. URL Filtering on the firewall, and MindMeld on Panorama

C. Threat Prevention on the firewall, and Support on Panorama

D. GlobalProtect on the firewall, and Threat Prevention on Panorama

ANSWER: C 
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