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Topic Break Down

Topic No. of Questions
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QUESTION NO: 1

Which of the following is not included in a digital certificate?

A. Digital envelope

B. Issuer

C. Public key information

D. Digital signature

ANSWER: A 

Explanation:

Digital envelope is correct because it is a separate cryptographic mechanism, not a field or component embedded in an 
X.509 digital certificate. A digital envelope is normally created to protect transmitted data: the sender encrypts the data with a 
symmetric session key and then encrypts that session key using the recipient’s public key. The recipient uses the 
corresponding private key to recover the session key and decrypt the protected data. Its purpose is therefore confidential 
delivery of a message or file.

A digital certificate has a different role: it binds an identity to a public key through certificate data signed by a certification 
authority. The X.509 certificate profile defines certificate structures and the signature that protects the certificate’s integrity 
and authenticity, but it does not define a digital envelope as certificate content. This distinction is important in Huawei PKI 
and secure-communication deployments: certificates support identity validation and public-key distribution, while digital 
envelopes protect the confidentiality of the actual transmitted payload. See the X.509 certificate profile in RFC 5280 and 
Huawei Cloud documentation on using certificates for secure services at Huawei Cloud WAF documentation.

QUESTION NO: 2

When a router receives an LSP on a broadcast network or a P2P network enabled with IS-IS, the router needs to send a 
PSNP to ensure LSDB synchronization.

A. TRUE

B. FALSE

ANSWER: B 

Explanation:

FALSE is correct. IS-IS uses different synchronization and acknowledgement behavior according to the network type. On a 
point-to-point link, a router sends a Partial Sequence Number PDU (PSNP) to explicitly acknowledge received LSPs; this 
supports reliable flooding and allows the neighbor to remove the acknowledged LSPs from its retransmission process. 
However, this is not a universal action for every LSP received on a broadcast LAN. On a broadcast network, the Designated 
Intermediate System (DIS) periodically sends Complete Sequence Number PDUs (CSNPs), which summarize the LAN link-
state database. Other routers compare that summary with their local databases and use PSNPs when they need to request 
particular missing or newer LSPs. Therefore, receipt of an LSP on a broadcast network does not by itself require the 
receiving router to send a PSNP. Since the statement applies that requirement equally to both broadcast and point-to-point 
networks, it is false. The IS-IS protocol behavior for LAN synchronization is defined in RFC 1195; point-to-point flooding and 
PSNP acknowledgement procedures are further specified in RFC 5303.

QUESTION NO: 3

What are the possible causes for an establishment failure of an IBGP peer relationship between two routers?

A. Multi-hop IBGP is not configured.

B. There is no reachable IGP route between the routers.
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C. Authentication fails.

D. The BGP protocol versions are different.

ANSWER: B 

Explanation:

There is no reachable IGP route between the routers is correct because an IBGP session relies on TCP connectivity 
between the configured peer addresses before BGP can exchange OPEN messages and reach the Established state. In 
production networks, IBGP peers are commonly configured using loopback addresses for stable endpoint addressing. Each 
router must therefore have a valid route to the remote peer’s loopback address, as well as a usable return route. An IGP 
such as OSPF or IS-IS is normally used to advertise those loopback prefixes throughout the autonomous system, although 
appropriately configured static routes can provide the same IP reachability. If the route is absent, BGP cannot create the 
underlying TCP connection to port 179, so the peer relationship cannot be established. Huawei BGP configuration guidance 
similarly requires network-layer reachability between peers, especially when the peer address is a loopback interface 
selected through a connect-interface configuration. The BGP specification defines the TCP connection and OPEN-message 
exchange as prerequisites for establishing a BGP connection. See RFC 4271, A Border Gateway Protocol 4 (BGP-4) and 
the Huawei BGP Configuration Guide.

QUESTION NO: 4

Which of the following statements regarding CHAP authentication in the PPP protocol are true? (Choose three.)

A. If no user name is configured for the authenticated party, the password does not need to be configured on the interface of 
the authenticated party.

B. The MD5 algorithm is used to calculate a hash based on the authentication sequence ID, a random number, and the key.

C. Authentication requires three-way handshake. Only the user name is transmitted on the network, not the password.

D. The user name must be configured on the interface of the authenticated party.

ANSWER: B C D 

Explanation:

CHAP uses a challenge-response process rather than sending a reusable password across the PPP link. The authenticator 
sends a Challenge containing an identifier and a random challenge value. The peer calculates an MD5 digest from the 
identifier, its shared secret (key), and the received challenge value, then returns that digest in a Response. This supports the 
statement that MD5 is calculated from the authentication sequence ID, random number, and key. The CHAP exchange is a 
three-message process—Challenge, Response, and Success or Failure—and the response carries the peer name together 
with the calculated digest, not the clear-text password. In Huawei PPP CHAP configuration, the authenticated party must 
have its CHAP user name configured so that it identifies itself consistently to the authenticator; the authenticator uses that 
identity to locate and validate the corresponding credential. These behaviors are defined by the PPP CHAP specification and 
reflected in Huawei PPP configuration guidance. See RFC 1994: PPP Challenge Handshake Authentication Protocol and 
Huawei VRP Product Documentation.

QUESTION NO: 5

On a Huawei device, when an external route is imported to IS-IS and the tag of the external route is set, the ISIS metric type 
does not need to be changed, and the default style is retained.

A. TRUE

B. FALSE

ANSWER: A 
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Explanation:

TRUE is correct. In Huawei VRP, routes redistributed into an IS-IS process are external routes by default: the default IS-IS 
cost type for an imported route is external. Therefore, when configuring an import policy with a route tag, there is no need to 
explicitly change the cost type merely to preserve external-route behavior; retaining the default cost type is appropriate. The 
tag is an attribute associated with the imported route and can be used for route identification and subsequent routing-policy 
matching without changing the route’s default external metric classification. This behavior is consistent with IS-IS external 
reachability semantics, in which redistributed information is distinguished as external to the IS-IS domain. The IS-IS 
specification defines the handling of external route information in IP routing extensions, while the route-tag extension defines 
the mechanism for carrying route tags in IS-IS advertisements. See RFC 1195, Use of OSI IS-IS for Routing in TCP/IP and 
Dual Environments and RFC 5130, A Policy Control Mechanism in IS-IS Using Administrative Tags.

QUESTION NO: 6

If PIM-SM is enabled on a multicast network, an RP needs to be configured. The RP can be configured as a dynamic or 
static RP. Which of the following statements regarding RP configuration is true?

A. No BSR needs to be configured when a dynamic RP is configured.

B. When a static RP is configured, you need to configure a BSR that advertises RP information.

C. The BSR needs to be configured as the RP backup when a dynamic RP is configured.

D. RP information needs to be specified on all PIM routers when a static RP is configured.

ANSWER: D 

Explanation:

RP information needs to be specified on all PIM routers when a static RP is configured. In PIM sparse mode, routers must 
know the rendezvous point address for a multicast group range so that receivers can join the shared tree and sources can 
register traffic with the rendezvous point. Static rendezvous point deployment does not use a distribution mechanism to 
advertise that mapping throughout the multicast domain. Therefore, the administrator must manually configure the same 
rendezvous point and applicable group range on every participating PIM router that requires the information. Consistent 
configuration is essential: all routers must associate the relevant multicast groups with the intended rendezvous point so that 
joins and registrations converge on the same shared tree. This is appropriate for smaller or stable multicast domains where 
manual administration is practical. The PIM specification describes static rendezvous point configuration as a locally 
configured group-to-rendezvous-point mapping, while dynamic discovery relies on a separate bootstrap distribution process. 
See the PIM sparse-mode specification in RFC 7761 and the bootstrap router mechanism in RFC 5059.

QUESTION NO: 7

How long will a Huawei running RSTP wait before aging out the BPDUs on an interface?

A. Hello time interval

B. 6 seconds

C. MaxAge interval

D. BPDUs on the interface will not be aged out

E. Forward delay

ANSWER: C 

Explanation:

The correct answer is MaxAge interval. In Huawei’s RSTP implementation, a device maintains received BPDU information 
for a limited period using the Max Age timer. If no superior or otherwise relevant BPDU refreshes that information before the 
timer expires, the stored BPDU information ages out. This aging mechanism lets the spanning-tree calculation discard stale 
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topology information after a neighboring bridge or link has stopped sending BPDUs, allowing RSTP to reevaluate the 
topology and converge appropriately.

Max Age is a bridge timer conveyed in configuration BPDUs by the root bridge, so downstream devices use a consistent 
aging value for the spanning-tree instance. Huawei documentation describes the default Max Age as 20 seconds and 
identifies it as the period after which BPDU information is considered invalid when it is not refreshed. The actual wait is 
therefore governed by the configured/effective MaxAge value rather than a fixed number of seconds. See Huawei’s 
Spanning Tree Protocol documentation and the Huawei STP timer configuration command reference.

QUESTION NO: 8

IPSG static binding entries can be configured, or they can be generated when IPSG and DHCP Snooping are used together.

A. TRUE

B. FALSE

ANSWER: A 

Explanation:

The statement is correct. IP Source Guard (IPSG) is a Layer 2 access-security mechanism that validates packets received 
on an interface against IP source binding information. Administrators can create static IP source bindings manually, which is 
useful for hosts with fixed addressing, servers, printers, or endpoints that do not obtain addresses through DHCP. IPSG can 
also use dynamic binding information learned by DHCP snooping. When DHCP snooping is enabled, the device records 
legitimate DHCP lease information, including the client MAC address, assigned IP address, VLAN, and ingress interface, in 
its DHCP snooping binding table. IPSG can then use this learned information to create or reference the corresponding IP 
source binding entries and permit traffic only when it matches the authorized source details. This integration provides 
automated protection for DHCP clients while retaining support for explicitly configured static hosts. Huawei’s VRP security 
documentation describes IP source binding as supporting both manually configured static bindings and DHCP snooping-
derived dynamic binding information. See the Huawei Enterprise documentation portal and Huawei’s VRP product 
documentation for IP Source Guard and DHCP snooping configuration guidance.

QUESTION NO: 9

If PIM-SM is enabled on a multicast network, only after multicast tress are established between the multicast source and 
receivers, the receiver can receive multicast data. Which of the following statements regarding the trees are true?

A. An RPT is established between the RP and receivers.

B. An SPT is established between the RP and receivers.

C. An SPT is established between the multicast source and RP.

D. An RPT is established between the multicast source and RP.

ANSWER: A C 

Explanation:

“An RPT is established between the RP and receivers.” is correct because PIM Sparse Mode initially uses a shared tree, 
identified as an (*,G) tree, to connect receivers for a multicast group to the Rendezvous Point. When a receiver’s designated 
router receives an IGMP membership report, it sends a PIM (*,G) Join toward the RP. Each router along that reverse path 
installs multicast forwarding state, producing the receiver-to-RP portion of the RP tree (RPT). Traffic arriving at the RP can 
therefore be forwarded down this shared distribution tree to the receivers.

“An SPT is established between the multicast source and RP.” is also correct in the source-registration and source-tree 
construction process. A source’s designated router initially registers multicast traffic with the RP. The RP then learns the 
active source and can send a PIM (S,G) Join toward that source. This creates source-specific forwarding state along the 
unicast route from the RP toward the source, providing the source-to-RP leg needed for the RP to receive native multicast 
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traffic and distribute it over the RPT. PIM-SM may later allow routers to switch to a source-specific shortest-path tree for 
more direct delivery. The PIM-SM tree and Join/Register behavior is specified in RFC 7761; Huawei’s multicast configuration 
documentation is available through the Huawei Enterprise Documentation portal.

QUESTION NO: 10

Which of the following statements regarding MUX VLANs on Huawei switches is true?

A. A MUX VLAN consists of principal VLANs and subordinate VLANs. Subordinate VLANs are classified into separate 
VLANs and isolated VLANs.

B. A principal port can communicate with all ports in a MUX VLAN.

C. MUX VLANs and super VLANs can be used together in one VLAN.

D. Each separate VLAN can be bound to multiple principal VLANs.

ANSWER: B 

Explanation:

A principal port can communicate with all ports in a MUX VLAN. In Huawei MUX VLAN operation, the principal VLAN 
provides the shared communication domain and a principal port has connectivity to ports associated with that MUX VLAN, 
including ports in the principal VLAN and its mapped subordinate VLANs. This behavior is the reason principal ports are 
normally used for shared network resources, such as a default gateway, router interface, server, or management device: 
those resources must be reachable by every relevant user port. The MUX VLAN feature controls communication among 
subordinate users while retaining this common path to the principal side. The forwarding relationship is configured by 
associating subordinate VLANs with the principal VLAN; once the association is in place, traffic between a principal port and 
member ports follows the intended MUX VLAN communication model. Huawei’s product documentation describes MUX 
VLAN as a Layer 2 user-isolation mechanism that maintains access to shared resources through the principal VLAN. Consult 
the Huawei Enterprise Support documentation portal and the Huawei technical documentation portal for the MUX VLAN 
configuration guide applicable to the switch’s VRP version.

QUESTION NO: 11

Which of the following statements regarding a TCP sliding window are false?

A. The sender advertises the size of the initial window.

B. If the sender does not receive an acknowledgment message after the retransmission timer times out, it retransmits the 
unacknowledged data. 

C. The sliding window size can only be increased or remains unchanged.

D. A TCP sliding window allows the sender to send multiple data packets before receiving an acknowledgment message.

E. The sender does not need to transmit packets with a complete window size.

ANSWER: A C 

Explanation:

The statements “The sender advertises the size of the initial window.” and “The sliding window size can only be increased or 
remains unchanged.” are false. TCP uses a receiver-advertised window: the receiving endpoint places its currently available 
receive-window value in the Window field of TCP segments. This flow-control value tells the sender how much additional 
data may be sent without overrunning the receiver’s available buffer space. It is therefore not the sender that advertises the 
receive window.

Further, the usable send window is dynamic rather than monotonically nondecreasing. It is affected by the window value 
advertised by the receiver and by acknowledgments of outstanding bytes. A receiver can advertise a smaller window when 
its application has not consumed buffered data quickly enough, and it can advertise a zero window when no receive-buffer 
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space is available. The sender must respect that updated advertisement, so the permitted transmission window can grow, 
remain stable, or shrink. This behavior is fundamental TCP flow control and supports reliable operation when endpoint buffer 
availability changes over time. See the TCP specification in RFC 9293, particularly its receive-window and flow-control 
requirements, and the protocol overview in RFC 5681.

QUESTION NO: 12

Which of the following are key differences between RIP version 1 and RIP version 2?

A. RIP version 2 uses multicasts while RIP version 1 does not 

B. RIP version 1 supports authentication while RIP version 2 does not 

C. RIP version 1 does not support VLSM while RIP version 2 does 

D. RIP version 1 is distance vector while RIP version 2 is not 

E. RIP version 1 uses hop counts as the metric while RIP version 2 uses bandwidth information 

ANSWER: A C 

Explanation:

“RIP version 2 uses multicasts while RIP version 1 does not” is correct because RIPv2 sends its periodic routing updates to 
the well-known multicast address 224.0.0.9. This lets only devices participating in RIPv2 process the updates, rather than 
requiring every host on the local broadcast domain to receive them. RIPv1 was specified to use broadcast delivery for its 
updates. The RIPv2 specification documents this multicast mechanism and its operational purpose in RFC 2453.

“RIP version 1 does not support VLSM while RIP version 2 does” is also correct. RIPv1 is classful: route entries do not carry 
subnet-mask information. A receiving router therefore infers addressing information from the major network boundary, which 
prevents reliable operation with variable-length subnet masks and discontiguous subnets. RIPv2 extends the route entry 
format with an explicit subnet-mask field. Advertising the mask together with each prefix makes RIPv2 classless and enables 
VLSM, as well as CIDR-style route advertisement. The original RIPv1 packet format can be reviewed in RFC 1058, while the 
added RIPv2 route fields are defined in RFC 2453.

QUESTION NO: 13

Which layers are shared in the OSI reference model and TCP/IP model?

A. Presentation layer

B. Application layer

C. Transport layer

D. Session layer

E. Data link layer

ANSWER: B C E 

Explanation:

The shared layers are Application layer, Transport layer, and Data link layer. Both models include an application-level 
function through which user applications access network services. In TCP/IP, the Application layer also encompasses 
functions that the OSI model separately identifies as presentation and session services, but application functionality remains 
common to both models.

Both models also use a Transport layer to provide end-to-end communication between hosts. This layer is responsible for 
transport functions such as segmentation, reliability where required, flow control, and multiplexing application 
communications using port numbers. TCP and UDP are key TCP/IP transport protocols.
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At the lower end, TCP/IP network-access functionality includes the OSI Data Link layer’s local-delivery role: framing, media-
access control, and delivery across a directly connected link. Although TCP/IP commonly groups Data Link and Physical 
functions into a single Network Access or Link layer rather than always presenting them as separate layers, the data-link 
function is shared. Cisco’s comparison of the models describes this grouping, and RFC 1122 defines the TCP/IP Internet 
architecture: Cisco: OSI and TCP/IP model comparison; RFC 1122.

QUESTION NO: 14

The router ISIS interfaces and peers are as follow. Which of the following statements is true?

A. IS-IS IPv4 and IS-IS IPv6 are enabled on Eth0/0/1 of R3

B. The circuit-level of Eth0/0/1 on R3 is Level-1-2

C. R3 has established a L1 adjacency on GE0/0/0

D. R3 is the Level-1 DIS and Level-2 DIS for the link where Eth0/0/0 resides

ANSWER: B 

Explanation:

The circuit-level of Eth0/0/1 on R3 is Level-1-2 is correct because the IS-IS interface information shown for that interface 
identifies it as operating at both Level 1 and Level 2. A Level-1-2 circuit can participate in the Level-1 area topology and the 
Level-2 backbone topology, and it may therefore form adjacencies appropriate to either level when the neighboring router 
and area relationship permit them. This circuit type is an interface attribute; it is not inferred merely from the existence of an 
IS-IS process or from a neighboring router name. In IS-IS terminology, Level 1 provides intra-area routing while Level 2 
provides inter-area backbone connectivity. A router interface configured for both levels advertises and maintains the protocol 
state needed for both applicable levels, subject to the peer and network conditions visible in the operational output. The 
meaning of Level-1-2 operation is defined by the IS-IS protocol specification and is consistent with Huawei VRP IS-IS 
interface displays. See RFC 1195, Use of OSI IS-IS for Routing in TCP/IP and Dual Environments and RFC 5308, Routing 
IPv6 with IS-IS.

QUESTION NO: 15

Which of the following statements regarding BGP route summarization is true? (Choose two.)
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A. Routes in the local BGP routing table can be manually aggregated.

B. After the aggregate ipv4-address mask command is configured, only summary routes are advertised and specific routes 
are not advertised.

C. By default, automatic BGP route summarization is enabled.

D. BGP supports manual aggregate and automatic summarization of IPv6 routes.

ANSWER: A C 

Explanation:

Routes in the local BGP routing table can be manually aggregated. On Huawei VRP, manual BGP aggregation is configured 
in the appropriate BGP address-family view using an aggregate-address command. The device then generates an aggregate 
route when the required contributing routes exist in the local BGP routing table and can advertise that aggregate to peers. 
Attributes such as AS_PATH handling, whether a generated aggregate is advertised, and suppression of component routes 
can be controlled with aggregation-related parameters. This provides a deliberate way to reduce advertised routing 
information while retaining policy control.

By default, automatic BGP route summarization is enabled. Automatic summarization is the classful IPv4 summarization 
behavior: BGP can advertise a classful network summary when advertising eligible more-specific routes across a classful 
network boundary. This behavior is distinct from explicitly configured manual aggregation, which lets an administrator choose 
the precise aggregate prefix and associated advertisement behavior. BGP’s route advertisement and aggregation concepts 
are defined in RFC 4271; Huawei’s product documentation and command references are available through the Huawei 
Enterprise Support portal.

QUESTION NO: 16

Which of the following statements are true about LDP discovery?

A. Basic discovery sends Hello messages to 224.0.0.2.

B. LDP sessions use TCP port 646.

C. Targeted Hello messages can be used for extended discovery.

D. Basic discovery establishes the LDP session using UDP only.

E. LDP Hello messages are sent using TCP port 179.

ANSWER: A B C 

Explanation:

Basic LDP discovery uses UDP Hello messages sent to the link-local multicast address 224.0.0.2. These Hello messages 
allow LSRs on a directly connected link to discover one another before establishing an LDP session over TCP. The TCP 
session itself uses port 646.

Extended discovery is used when LDP peers are not directly connected. It uses targeted Hello messages sent by unicast to 
a specified peer address. Targeted discovery is commonly used to establish remote LDP sessions, including some MPLS 
VPN and LDP-over-tunnel designs. LDP Hello messages are UDP messages and do not establish the label-distribution 
session by themselves. See RFC 5036, LDP Specification.

QUESTION NO: 17

On an OSPF broadcast network, four routers (RTA, RTB, RTC, and RTD) are deployed on the same network segment. The 
DR priorities of RTA, RTB, RTC, and RTD are 2, 1, 1, and 0 respectively, and router IDs are 192.168.1.1, 192.168.3.1, and 
192.168.4.1 respectively.

Which router is selected as the BDR if OSPF is enabled on the four routers?
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A. RTC

B. RTB

C. RTD

D. RTA

ANSWER: A 

Explanation:

RTC is selected as the BDR. On an OSPF broadcast multi-access segment, routers first use the interface DR priority to 
determine eligibility and preference for DR and BDR election. A priority of 0 makes a router ineligible for either role, so RTD 
cannot participate in the election. RTA has the highest eligible priority, 2, and therefore becomes the DR. The BDR is then 
selected from the remaining eligible routers. RTB and RTC both have priority 1, so the router ID is used as the tie-breaker: 
the highest router ID wins. RTC has router ID 192.168.4.1, which is higher than RTB’s 192.168.3.1; consequently, RTC is 
elected BDR. This result assumes the election occurs when OSPF is initially enabled and the routers form adjacencies on 
the segment. OSPF DR/BDR elections are non-preemptive, meaning a later-arriving router with a better priority or router ID 
does not automatically replace an already elected DR or BDR. The election rules used by Huawei OSPF implementations 
follow the OSPF specification’s network-LSA and designated-router election behavior. See RFC 2328, Section 9.4 and the 
OSPFv2 specification.

QUESTION NO: 18

In traffic policing, dual buckets at dual rates are used. The number of tokens in bucket C is TC, and the number of tokens in 
bucket P is TP. When a packet with a length of B is received, which of the following statements are true?

A. If (TP-B) and (TC-B) are larger than 0, the packet is marked green

B. If (TP-B) is larger than 0 and (TC-B) is smaller than 0, the packet is marked yellow

C. If (TP-B) is larger than 0 and (TC-B) is smaller than 0, the packet is marked green

D. If (TP-B) and (TC-B) are smaller than 0, the packet is marked red

ANSWER: A B D 

Explanation:

Dual-rate dual-bucket traffic policing evaluates a received packet against the available token counts in the committed bucket 
and the peak bucket. A packet for which both the committed-token count and peak-token count can cover the packet length 
is conforming and is therefore marked green. This corresponds to both TC − B and TP − B being greater than zero under the 
comparison convention used in the question.

When the committed bucket lacks enough tokens for the packet but the peak bucket has sufficient tokens, the packet 
exceeds the committed rate while remaining within the peak rate. It is marked yellow. In the stated notation, this is the 
condition TP − B greater than zero and TC − B less than zero. Yellow marking allows downstream QoS policies to treat 
traffic as exceeding its committed profile without classifying it as fully nonconforming.

If neither bucket has enough tokens to cover the packet, the traffic exceeds the peak profile and is marked red. Thus, when 
both TP − B and TC − B are less than zero, red marking is appropriate. Huawei documents the committed/peak token-bucket 
model and its green, yellow, and red packet-color outcomes in its token bucket documentation. See also Huawei’s traffic 
policing documentation.

QUESTION NO: 19

Which of the following configurations regarding OSPFv3 route aggregation are true?

A. [Huawei]ospfv3 1
[Huawei-ospfv3-1]asbr-summary fc00:0:0:: 48 cost 20 tag 100
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B. [Huawei]ospfv3 1
[Huawei-ospfv3-1]abr-summary fc00:0:0:: 48 cost 400

C. [Huawei]ospfv3 1
[Huawei-ospfv3-1]area 1
[Huawei-ospfv3-1-area-0.0.0.1]abr-summary fc00:0:0:: 48 cost 400

D. [Huawei]ospfv3 1
[Huawei-ospfv3-1]area 1
[Huawei-ospfv3-1-area-0.0.0.1]asbr-summary fc00:0:0:: 48 cost 20 tag 100

E. [Huawei]interface gigabitethernet 1/0/0
[Huawei- Gigabitethernet1/0/0]asbr-summary fc00:0:0:: 48 cost 20

ANSWER: A 

Explanation:

The configuration [Huawei-ospfv3-1]asbr-summary fc00:0:0:: 48 cost 20 tag 100 is correct for configuring 
OSPFv3 external-route aggregation on an ASBR. The command is entered in the OSPFv3 process view, after starting 
OSPFv3 process 1. It creates a summarized IPv6 prefix, fc00::/48, for eligible external routes redistributed by the ASBR. 
The configured cost of 20 becomes the metric associated with the generated summary external route, and tag 100 is 
attached to the summary route. Route tags are commonly used to preserve route-policy information and to help control 
redistribution behavior between routing domains. This configuration reduces the number of individual external prefixes 
advertised through OSPFv3 while retaining an administratively defined metric and tag on the aggregate. Huawei’s OSPFv3 
command reference documents the ASBR summary function and its process-level configuration context. OSPFv3 itself is 
specified for IPv6 in RFC 5340. See the Huawei OSPFv3 documentation and RFC 5340.

QUESTION NO: 20

Which of the following statements about penultimate hop popping are true?

A. It can only be used with LDP 

B. It enables the Edge LSR to request a label pop operation from its upstream neighbors 

C. It is only used when two or more labels are stacked 

D. It is requested through LDP using a special label value that is also called the implicit-null value

E. It is used only for directly connected subnets or aggregate routes 

ANSWER: B D E 

Explanation:

Penultimate hop popping (PHP) lets an egress LSR reduce its MPLS processing burden by asking its upstream, penultimate 
LSR to remove the top transport label before forwarding the packet. Thus, “It enables the Edge LSR to request a label pop 
operation from its upstream neighbors” accurately describes the role of the egress LSR in PHP. The request is signaled by 
advertising the implicit-null label for the relevant FEC. The implicit-null label has the reserved MPLS label value 3; it is a 
signaling instruction and is not carried in the packet. When the penultimate LSR receives that label mapping, it replaces 
normal label swapping with a pop operation and forwards the remaining packet toward the egress LSR. This behavior is 
defined in the MPLS label-stack architecture and LDP specification; see RFC 3032 and RFC 5036. In Huawei MPLS LDP 
operation, PHP is used at the egress of an LSP for FECs such as directly connected network prefixes and aggregated 
routes, where the egress can request implicit-null handling from its upstream peer. This preserves normal IP or remaining-
label processing at the egress while avoiding an unnecessary top-label lookup there.

QUESTION NO: 21
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During troubleshooting for a LAN where Huawei devices are deployed, you find that there are a large number of unicast 
frames with unknown source MAC addresses. What is the most severe impact these unicast frames have on the switch?

A. TCAM entries are occupied

B. The power consumption is increased

C. The available MAC address entries are consumed

D. The available bandwidth is consumed

E. The memory for buffering frames is occupied

ANSWER: C 

Explanation:

The available MAC address entries are consumed. A Huawei switch performs source MAC address learning when it receives 
an Ethernet frame: it associates the source MAC address with the ingress interface and creates or refreshes a dynamic MAC 
address-table entry. Therefore, a large volume of frames whose source addresses are not already known causes the switch 
to continually learn new source MAC addresses. Each learned address uses an available entry in the switch’s MAC address 
table.

This becomes most severe when the number of unique source MAC addresses approaches or reaches the platform’s MAC-
table capacity. The table is a finite hardware forwarding resource used to maintain Layer 2 reachability information. MAC-
address learning is fundamental to normal Ethernet switching, and Huawei documents that dynamic MAC entries are 
generated from source MAC addresses in received frames. Administrators can inspect learned entries and apply MAC 
address limits or MAC address learning controls on interfaces where excessive learning is suspected. See Huawei’s VRP 
product documentation and the Huawei MAC address learning documentation for the source-address learning behavior and 
MAC-table management concepts.

QUESTION NO: 22

Which of the following statements are true about RIPng?

A. RIPng does not have an authentication mechanism 

B. Each RIPng update packet contains a maximum of 25 routes 

C. RIPng supports MD5 authentication 

D. RIPng uses the link local address to send update packets 

E. RIPng supports a maximum of 32 hops 

ANSWER: A B D 

Explanation:

RIPng is the IPv6 version of RIP and retains RIP’s distance-vector behavior while using IPv6-specific addressing and packet 
formats. RIPng does not have an authentication mechanism is correct because the RIPng protocol specification does not 
define an authentication field or native authentication procedure. Where authentication is required, protection is generally 
applied through IPv6 security mechanisms such as IPsec rather than through RIPng itself.

Each RIPng update packet contains a maximum of 25 routes is also correct. A RIPng message has a four-octet header, 
followed by route table entries that are 20 octets each. RIPng specifies a maximum of 25 route table entries in one message, 
consistent with RIP message sizing.

RIPng uses the link local address to send update packets is correct because RIPng routers use link-local IPv6 
addresses as the source of routing updates and send multicast updates to the all-RIP-routers multicast address, FF02::9, 
on the local link. This link-local scope ensures that RIPng routing exchanges remain confined to the directly connected IPv6 
segment. These details are defined in RFC 2080, RIPng for IPv6; IPv6 multicast addressing is specified in RFC 4291.
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QUESTION NO: 23

A Bridge Domain (BD) in a VXLAN can map to multiple VNIs.

A. TRUE

B. FALSE

ANSWER: B 

Explanation:

FALSE is correct. In Huawei VXLAN service configuration, a bridge domain represents one Layer 2 broadcast domain and is 
associated with a single VXLAN Network Identifier (VNI). The VNI is the VXLAN encapsulation identifier used by VTEPs to 
distinguish tenant or service traffic across the IP underlay. This one-to-one relationship ensures that Ethernet frames learned 
and forwarded within a given bridge domain are encapsulated using the VNI assigned to that specific bridge domain.

Huawei configuration follows this model by creating the bridge domain and then binding the relevant VXLAN VNI to it. If 
separate Layer 2 services or tenant segments are required, each service is normally implemented with its own bridge 
domain and corresponding VNI. A device can support many bridge domains and many VNIs, but a single bridge domain is 
not mapped simultaneously to multiple VNIs. This behavior preserves clear Layer 2 service separation and consistent 
VXLAN forwarding behavior.

Huawei’s official enterprise documentation portal provides VXLAN feature and configuration references at Huawei Enterprise 
Support Documentation. Additional Huawei networking product documentation, including VRP configuration guidance, is 
available through Huawei Info-Finder Documentation.

QUESTION NO: 24

Typically, users within a VPN only communicate with other users in the same VPN. They cannot communicate with users on 
the Internet or access the Internet. Many VPN sites, however, may need to access the Internet. Which of the following 
statements regarding interconnection between the VPN and the Internet are true?

A. The interconnection between the VPN and the Internet can be implemented on the PE. However, the implementation is 
complex and may bring security risks. The PE is vulnerable to DoS attacks from the Internet.

B. Directly connect the CE to the Internet on the user side. Each user site can independently access the Internet. That is, a 
default route destined for the Internet is configured on the CE of each site.

C. Configure the PE to send a default route destined for the Internet to the CE, and add a default route destined for the 
Internet gateway to the VPN instance routing table.

D. Isolating public network routes and VPN routes on the user side is simple, secure, and reliable.

ANSWER: A B C D 

Explanation:

VPN-to-Internet connectivity can be deployed either centrally through a provider edge device or locally at each customer site. 
With centralized Internet access, the provider edge device connects toward an Internet gateway and installs an appropriate 
default route in the relevant VPN instance routing table. The provider edge can then advertise the default route to connected 
customer edge devices through the applicable PE–CE routing mechanism, allowing VPN traffic for unknown public 
destinations to be forwarded toward the Internet gateway. This approach is operationally convenient for centralized control, 
but the Internet-facing provider edge becomes part of the attack surface and requires suitable filtering, control-plane 
protection, and capacity planning against denial-of-service traffic.

With local Internet access, a customer edge device has an independent Internet connection and uses a default route toward 
its local Internet gateway. This lets every site access the Internet directly while keeping VPN routing and public-network 
routing logically separated at the customer side. Such separation is a straightforward, secure, and reliable design because 
Internet-bound traffic does not need to traverse the provider VPN before reaching the public network. These deployment 
models are consistent with the MPLS Layer 3 VPN routing model described in RFC 4364 and Huawei enterprise routing 
documentation available through the Huawei Enterprise Support portal.
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QUESTION NO: 25

Which of the following statements regarding VRRP is true?

A. Both VRRPv2 and VRRPv3 support authentication

B. VRRPv3 does not support authentication, whereas VRRPv2 supports authentication

C. The VRRP priority of the master IP address owner is 255. Therefore, the priority can be a value in the range from 0 to 
254.

D. VRRPv2 only applies to an IPv4 network, and VRRPv3 applies only to an IPv6 network

ANSWER: B C 

Explanation:

VRRPv3 does not support authentication, whereas VRRPv2 supports authentication. In Huawei VRRP implementations, 
VRRPv2 advertisements can be configured with simple-text or MD5 authentication, while VRRPv3 has no authentication field 
or authentication mechanism in its advertisement packet. This protocol distinction is important when assessing 
interoperability and security design: VRRPv3 protection should instead rely on measures such as control-plane filtering and 
Layer 2 security controls where appropriate.

The VRRP priority of the master IP address owner is 255. Therefore, the priority can be a value in the range from 0 to 254. 
Priority 255 is reserved for a router that owns the virtual router’s IP address. Other VRRP priority values are below 255; 
priority 0 has a defined protocol purpose, causing a Master to relinquish Master status immediately and allowing backup 
routers to take over without waiting for the normal advertisement timeout. This behavior is specified in the VRRP protocol 
and supports prompt failover handling. Huawei’s VRRP packet documentation describes the version-specific packet fields, 
and the IETF specification defines priority semantics and the special meaning of zero. See Huawei VRRPv2 and VRRPv3 
Advertisement Packets and RFC 5798.

QUESTION NO: 26

Most popular Layer 2 tunneling technologies include VXLAN, TRILL, NVGRE, and MPLS.

A. True

B. False

ANSWER: B 

Explanation:

False is correct because the listed items do not all belong to the same category of Layer 2 tunneling technology. VXLAN and 
NVGRE are overlay encapsulation mechanisms: they encapsulate tenant Layer 2 Ethernet frames in IP-based packets so 
that a logical Layer 2 network can be extended across an IP underlay. In contrast, TRILL is a Layer 2 routing and forwarding 
architecture based on IS-IS, designed to improve Ethernet forwarding by using routing principles and encapsulating frames 
between routing bridges; it is not normally classified as a Layer 2 tunnel technology. MPLS is likewise a label-switching 
transport architecture rather than a specific Layer 2 tunnel encapsulation. MPLS networks can deliver Layer 2 VPN services, 
such as VPLS or EVPN, but that service capability does not make MPLS itself equivalent to VXLAN or NVGRE as a Layer 2 
tunneling technology. Huawei documentation describes VXLAN as a network virtualization technology that constructs Layer 
2 virtual networks over an IP network, while IETF documentation defines TRILL as a routing framework for Layer 2 networks. 
See Huawei’s VXLAN overview and the IETF’s TRILL framework specification.

QUESTION NO: 27

Which of the following statements regarding the IPv6 over VXLAN network is false?

A. The IPv6 over VXLAN network indicates that the VXLAN overlay network is an IPv6 network.
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B. The IPv6 Over VXLAN network does not generate ND entries.

C. Tunnels between Layer 2 and Layer 3 VXLAN gateways are deployed on an IPv4 network.

D. The IPv6 over VXLAN network enables tenants to have sufficient IP address resources.

ANSWER: B 

Explanation:

The false statement is “The IPv6 Over VXLAN network does not generate ND entries.” IPv6 uses Neighbor Discovery (ND), 
rather than IPv4 ARP, to resolve an IPv6 neighbor address to a Layer 2 address and to maintain neighbor reachability 
information. Encapsulating tenant IPv6 traffic in VXLAN does not eliminate this fundamental IPv6 function. At a VXLAN 
gateway providing Layer 3 IPv6 forwarding, the gateway processes applicable IPv6 Neighbor Solicitation and Neighbor 
Advertisement traffic and maintains the IPv6 neighbor information needed to forward traffic to attached endpoints or toward 
the relevant VXLAN forwarding path. VXLAN supplies the overlay encapsulation and VNI-based tenant isolation; it does not 
replace IPv6 neighbor resolution. In particular, a host must still resolve the IPv6 address of its default gateway, and an IPv6 
gateway needs neighbor information for directly connected IPv6 endpoints as required by its forwarding role. This behavior 
follows the IPv6 Neighbor Discovery protocol defined in RFC 4861. The IPv6 packet format and its normal control-plane 
functions remain intact when carried across an overlay, consistent with the IPv6 architecture in RFC 8200.

QUESTION NO: 28

Which of the following statements about VRRP load balancing are false?

A. When configuring priorities, you must ensure that the same router serves as the master router in three VRRP backup 
groups.

B. To implement load balancing, default network gateways of hosts on a LAN must be configured as IP addresses of 
different virtual routers 

C. Multiple VRRP backup groups can be created on an interface of a router. The router can serve as the master router in on 
VRRP backup group and the backup router in other VRRP backup groups. 

D. VRRP local balancing requires that at least two virtual routers transmit services at the same time. 

ANSWER: A D 

Explanation:

The statement “When configuring priorities, you must ensure that the same router serves as the master router in three VRRP 
backup groups” is false. VRRP load balancing is based on creating multiple VRRP groups and distributing the Master role 
among different physical routers. Priority planning must make one router the Master for some virtual routers while another 
router is Master for others; this allows each router to forward traffic for the hosts using its corresponding virtual gateway. 
Making one router Master for every group would not provide the intended distribution of forwarding responsibility.

The statement “VRRP local balancing requires that at least two virtual routers transmit services at the same time” is also 
false as written. A VRRP virtual router is a logical redundancy entity and does not itself transmit services. Traffic forwarding 
is performed by the physical device that is currently elected Master for that virtual router. Load sharing is achieved by having 
different physical routers act as Masters for different VRRP groups and forward traffic associated with their respective virtual 
IP addresses. This distinction between the virtual-router control function and forwarding by the elected Master is fundamental 
to VRRP operation. See the VRRP standard in RFC 5798 and Huawei’s VRP configuration documentation.

QUESTION NO: 29

Which of the following route selection tools is unique for BGP?

A. Route-policy

B. IP-prefix
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C. ACL

D. AS-Path-filter

ANSWER: D 

Explanation:

AS-Path-filter is correct because it is a BGP-specific route filtering mechanism that evaluates the AS_PATH attribute carried 
in BGP route advertisements. BGP appends an autonomous system number to AS_PATH as a route is propagated between 
autonomous systems, making the attribute available for policy decisions such as accepting, denying, or matching routes that 
traversed particular ASes. On Huawei VRP devices, an AS-path filter defines regular-expression-based matching rules for 
AS paths and can be referenced by BGP route-filtering or policy configuration. Its usefulness is directly tied to BGP’s 
interdomain path-vector behavior: the AS_PATH both records the autonomous-system traversal sequence and helps prevent 
routing loops when a BGP speaker sees its own AS number in an advertised path. This makes AS-path filtering a precise 
tool for controlling BGP route advertisement and import according to AS-path content. Huawei documentation provides the 
relevant AS-path-filter command and BGP policy context in its enterprise documentation search. The underlying definition 
and operational role of the AS_PATH attribute are standardized in RFC 4271, Section 5.1.2.

QUESTION NO: 30

Which of the following statements regarding the stub area in OSPF are true?

A. A virtual link cannot pass through a stub area.

B. A backbone area cannot be configured as a stub area.

C. Type 7 LSAs cannot be flooded to a stub area.

D. A stub area contains no ASBR.

ANSWER: A B C D 

Explanation:

In OSPF, a stub area is designed to reduce routing-information overhead by preventing external routing information from 
being propagated into the area. A virtual link cannot traverse a stub area because virtual links must maintain backbone 
connectivity through a transit area that supports the required backbone routing behavior. Likewise, Area 0 is the OSPF 
backbone and cannot be made a stub area; configuring it as such would conflict with its role as the central transit area for 
interarea routing.

A stub area also cannot contain an ASBR. An ASBR injects routes learned from another autonomous system into OSPF, 
whereas a stub area is specifically intended to exclude such external-route distribution. Type 7 LSAs are NSSA external 
LSAs, used when an NSSA contains an ASBR and must carry redistributed external routes within that NSSA. Because an 
ordinary stub area neither permits an ASBR nor supports NSSA external-route flooding, Type 7 LSAs cannot be flooded into 
it. Huawei documentation describes stub areas as excluding external routing information and notes the associated 
restrictions on backbone use, virtual links, and ASBR placement. See Huawei: Understanding OSPF Stub Areas and RFC 
2328, OSPF Stub Areas.

QUESTION NO: 31

The IS-IS overload bit is set on R3. Which of the following statements are true? (Choose three.)
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A. Before the timeout of the overload timer on R3, R1 and R2 do not add the LSPs generated by R3 to the SPF tree.

B. The direct route of R3 is ignored by R1 and R2 due to the setting of the overload bit.

C. LSPs of R3 cannot be flooded to R1 and R2.

D. Routes imported to R3 through the import-route command cannot be advertised.

E. When a router is experiencing a memory shortage, the system automatically sets the overload bit in the sent LSPs 
regardless of whether you have the set-overload command.

ANSWER: A D E 

Explanation:

When the IS-IS overload bit is active on R3, R3 is treated as overloaded during shortest-path-first processing. Until an 
overload timer expires, the other routers exclude R3’s LSP information from normal SPF-tree use, preventing R3 from being 
selected as a transit point. This is the intended purpose of the overload bit: it lets a router remain reachable while protecting 
the network from forwarding transit traffic through a router that is not ready to perform that role. The IS-IS overload-bit 
definition and its SPF implications are specified in RFC 1195, section 7.3.19.1.

On Huawei devices, overload handling also suppresses advertisement of routes that were introduced through route import. 
Consequently, routes imported to R3 by the import-route command are not advertised while R3 is in the overload state. 
In addition, an IS-IS process can automatically set the overload bit when the device has insufficient memory. This automatic 
protection is independent of manually configuring set-overload; the command is also used for deliberate operational 
control, including a startup hold period. Huawei’s product documentation and command references are available through the 
Huawei Enterprise Support portal.
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