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QUESTION NO: 1

What are two features of Cisco GET VPN? (Choose two.)

A. allows for optimal routing

B. uses public Internet

C. provides encryption for MPLS

D. provides point-to-point IPsec SA

E. uses MGRE

ANSWER: A C 

QUESTION NO: 2

Refer to the exhibit.

You are configuring a laptop with the Cisco VPN Client, which uses digital certificates for authentication.

Which protocol does the Cisco VPN Client use to retrieve the digital certificate from the CA server?

A. FTP

B. LDAP

C. HTTPS

D. SCEP

E. OCSP

ANSWER: D 

Explanation:
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About CRLs

Certificate Revocation Lists provide the security appliance with one means of determining whether a certificate that is within 
its valid time range has been revoked by its issuing CA. CRL configuration is a part of the configuration of a trustpoint.

You can configure the security appliance to make CRL checks mandatory when authenticating a certificate (revocation-
check crl command). You can also make the CRL check optional by adding the none argument (revocation-check crl none 
command), which allows the certificate authentication to succeed when the CA is unavailable to provide updated CRL data.

The security appliance can retrieve CRLs from CAs using HTTP, SCEP, or LDAP. CRLs retrieved for each trustpoint are 
cached for a length of time configurable for each trustpoint. When the security appliance has cached a CRL for more than 
the length of time it is configured to cache CRLs, the security appliance considers the CRL too old to be reliable, or "stale". 
The security appliance attempts to retrieve a newer version of the CRL the next time a certificate authentication requires 
checking the stale CRL. Reference: http://www.cisco.com/en/US/docs/security/asa/asa80/configuration/guide/cert_cfg.html

QUESTION NO: 3

A custom desktop application needs to access an internal server. An administrator is tasked with configuring the company's 
SSL VPN gateway to allow remote users to work. Which two technologies would accommodate the company's requirement? 
(Choose two).

A. AnyConnect client

B. Smart Tunnels

C. Email Proxy

D. Content Rewriter

E. Portal Customizations

ANSWER: A B 

QUESTION NO: 4
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Refer to the exhibit. VPN load balancing provides a way to distribute remote access, IPsec, and SSL VPN connections 
across multiple security appliances. Which remote access client types does the load balancing feature support?

A. IPsec site-to-site tunnels

B. L2TP over IPsec

C. OpenVPN

D. Cisco AnyConnect Secure Mobility Client

ANSWER: D 

QUESTION NO: 5

Which two troubleshooting steps should be taken when Cisco AnyConnect cannot establish an IKEv2 connection, while SSL 
works fine? (Choose two.)

A. Verify that the primary protocol on the client machine is set to IPsec.

B. Verify that AnyConnect is enabled on the correct interface.

C. Verify that the IKEv2 protocol is enabled on the group policy.

D. Verify that ASDM and AnyConnect are not using the same port.

E. Verify that SSL and IKEv2 certificates are not referencing the same trustpoint.

ANSWER: A C 

QUESTION NO: 6

An IOS SSL VPN is configured to forward TCP ports. A remote user cannot access the corporate FTP site with a Web 
browser. What is a possible reason for the failure?

A. The user's FTP application is not supported.

B. The user is connecting to an IOS VPN gateway configured in Thin Client Mode.

C. The user is connecting to an IOS VPN gateway configured in Tunnel Mode.

D. The user's operating system is not supported.

ANSWER: B 

Explanation:

Thin-Client SSL VPN (Port Forwarding)

A remote client must download a small, Java-based applet for secure access of TCP applications that use static port 
numbers. UDP is not supported. Examples include access to POP3, SMTP, IMAP, SSH, and Telnet. The user needs local 
administrative privileges because changes are made to files on the local machine. This method of SSL VPN does not work 
with applications that use dynamic port assignments, for example, several FTP applications.

Reference:

http://www.cisco.com/c/en/us/support/docs/security/ssl-vpn-client/70664-IOSthinclient.html
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QUESTION NO: 7

Which three types of SSO functionality are available on the Cisco ASA without any external SSO servers? (Choose three.)

A. SAML

B. HTTP POST

C. HTTP Basic

D. NTLM

E. Kerberos

F. OAuth 2.0

ANSWER: B C D 

QUESTION NO: 8

Which two examples of transform sets are contained in the IKEv2 default proposal? (Choose two.)

A. aes-cbc-192, sha256, 14

B. 3des, md5, 5

C. 3des, sha1, 1

D. aes-cbc-128, sha, 5

ANSWER: B D 

QUESTION NO: 9

A company has a Flex VPN solution for remote access and one of their Cisco any Connect remote clients is having trouble 
connecting properly.

Which command verifies that packets are being encrypted and decrypted?

A. show crypto session active

B. show crypto ikev2 stats

C. show crypto ikev1 sa

D. show crypto ikev2 sa

E. show crypto session detail

ANSWER: E 

QUESTION NO: 10
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An engineer is configuring high availability for crypto-map-based site-to-site VPNs on Cisco IOS devices. Which protocol 
must be used?

A. VRRP

B. BFD

C. ESP

D. HSRP

ANSWER: D 

Explanation:

Reference: https://www.cisco.com/c/en/us/support/docs/security-vpn/ipsec-negotiation-ike-protocols/17826-ipsec-feat.html

QUESTION NO: 11

Which three actions can be applied to a traffic class within a type inspect policy map? (Choose three.)

A. drop

B. priority

C. log

D. pass

E. inspect

F. reset

ANSWER: A C F 

QUESTION NO: 12

Which option is the main difference between GET VPN and DMVPN?

A. AES encryption support

B. dynamic spoke-to-spoke tunnel communications

C. Next Hop Resolution Protocol

D. Group Domain of Interpretation protocol

ANSWER: B 

QUESTION NO: 13

Which are two main use cases for Clientless SSL VPN? (Choose two.)

A. In kiosks that are part of a shared environment
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B. When the users do not have admin rights to install a new VPN client

C. When full tunneling is needed to support applications that use TCP, UDP, and ICMP

D. To create VPN site-to-site tunnels in combination with remote access

ANSWER: A B 

QUESTION NO: 14

Refer to the exhibit. An engineer encounters a debug message. Which action can the engineer take to eliminate this error 
message?

A. Use stronger encryption suite.

B. Correct the VPN peer address.

C. Make adjustment to IPSec replay window.

D. Change the preshared key to match.

ANSWER: C 

QUESTION NO: 15

In which situation would you enable the Smart Tunnel option with clientless SSL VPN?

A. when a user is using an outdated version of a web browser

B. when an application is failing in the rewrite process

C. when IPsec should be used over SSL VPN

D. when a user has a nonsupported Java version installed

E. when cookies are disabled

ANSWER: B 

QUESTION NO: 16

What are the three primary components of a GET VPN network? (Choose three.)

A. Group Domain of Interpretation protocol

B. Simple Network Management Protocol

C. server load balancer

D. accounting server
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E. group member

F. key server

ANSWER: A E F 

QUESTION NO: 17 - (SIMULATION)

SIMULATION

Scenario

You are the network security administrator for your organization. Your company is growing and a remote branch office is 
being created. You are tasked with configuring your headquarters Cisco ASA to create a site-to-site IPsec VPN connection 
to the branch office Cisco ISR. The branch office ISR has already been deployed and configured and you need to complete 
the IPsec connectivity configurations on the HQ ASA to bring the new office online.

Use the following parameters to complete your configuration using ASDM. For this exercise, not all ASDM screens are 
active.

 Enable IKEv1 on outside I/F for Site-to-site VPN  Add a Connection Profile with the following parameters: - Peer IP: 
203.0.113.1

- Connection name: 203.0.113.1

- Local protected network: 10.10.9.0/24

- Remote protected network: 10.11.11.0/24

- Group Policy Name: use the default policy name supplied

- Preshared key: cisco

- Disable IKEv2

- Encryption Algorithms: use the ASA defaults

 Disable pre-configured NAT for testing of the IPsec tunnel - Disable the outside NAT pool rule

 Establish the IPsec tunnel by sending ICMP pings from the Employee PC to the Branch Server at IP address 10.11.11.20 
 Verify tunnel establishment in ASDM VPN Statistics> Sessions window pane

You have completed this exercise when you have successfully configured, established, and verified site-to-site IPsec 
connectivity between the ASA and the Branch ISR.

Topology
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ANSWER: Review the explanation for detailed answer steps.

Explanation:

First, click on Configuration ->Site-to-Site VPN to bring up this screen:

Click on “allow IKE v1 Access” for the outside per the instructions as shown below:
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Then click apply at the bottom of the page.  This will bring up the following pop up message:

Click on Send.

Next, we need to set up the connection profile.  From the connection profile tab, click on “Add”
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Then, fill in the information per the instructions as shown below:

Hit OK and you should see this:
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To test this, we need to disable NAT.  Go to Configuration -> Firewall -> NAT rules and you should see this:

Click on Rule 1 to get the details and you will see this:

We need to uncheck the “Enable rule” button on the bottom.  It might also be a good idea to uncheck the “Translate DNS 
replies that match the rule” but it should not be needed.

Then, go back to the topology:
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Click on Employee PC, and you will see a desktop with a command prompt shortcut.  Use this to ping the IP address of 
10.11.11.20 and you should see replies:

We can also verify by viewing the VPN Statistics -> Sessions and see the bytes in/out incrementing as shown below:
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QUESTION NO: 18

Which three configurations are required for both IPsec VTI and crypto map-based VPNs?

(Choose three.)

A. transform set

B. ISAKMP policy

C. ACL that defines traffic to encrypt

D. dynamic routing protocol

E. tunnel interface

F. IPsec profile
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G. PSK or PKI trustpoint with certificate

ANSWER: A B G 

QUESTION NO: 19

Which Cisco IOS feature provides secure, on-demand meshed connectivity?

A. Easy VPN

B. IPsec VPN

C. mGRE

D. DMVPN

ANSWER: D 
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