DUMPSDOSS.

CCNP Security Implementing Cisco Secure
Mobility Solutions (SIMOS)

Cisco 300-209

Version Demo

Total Demo Questions: 19

Total Premium Questions: 405

Buy Premium PDF

https://dumpsboss.co

support@dumpsboss.co

s subport@dumpsboss.co
- _dumpsboss.co

&


https://vtsimu.com/redirect?url=https%3A%2F%2Fdumpsboss.co%2Fid%2F295
https://vtsimu.com/redirect?url=https%3A%2F%2Fdumpsboss.co%2Fid%2F295
https://vtsimu.com/redirect?url=https%3A%2F%2Fdumpsboss.co
mailto:support@dumpsboss.co

QUESTION NO: 1

What are two features of Cisco GET VPN? (Choose two.)
A. allows for optimal routing

B. uses public Internet

C. provides encryption for MPLS

D. provides point-to-point IPsec SA

E. uses MGRE

ANSWER: AC

QUESTION NO: 2

Refer to the exhibit.

# VPN Client | Certificate Enrollment

Choase & cartificats snrollmernt typs: "™ denotes & meguired field:

&+ Onlne
Centificate duthoity. | <Newn -]
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CA Doz, | abe. com
Challenge Passward: | “““““ =
" File

File encoding I Biary >

Fribaryame I

Mew Pazswond: |

Mest Carnicel

You are configuring a laptop with the Cisco VPN Client, which uses digital certificates for authentication.
Which protocol does the Cisco VPN Client use to retrieve the digital certificate from the CA server?
A.FTP

B. LDAP

C.HTTPS

D. SCEP

E. OCSP

ANSWER: D

Explanation:
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About CRLs

Certificate Revocation Lists provide the security appliance with one means of determining whether a certificate that is within
its valid time range has been revoked by its issuing CA. CRL configuration is a part of the configuration of a trustpoint.

You can configure the security appliance to make CRL checks mandatory when authenticating a certificate (revocation-
check crl command). You can also make the CRL check optional by adding the none argument (revocation-check crl none
command), which allows the certificate authentication to succeed when the CA is unavailable to provide updated CRL data.

The security appliance can retrieve CRLs from CAs using HTTP, SCEP, or LDAP. CRLs retrieved for each trustpoint are
cached for a length of time configurable for each trustpoint. When the security appliance has cached a CRL for more than
the length of time it is configured to cache CRLs, the security appliance considers the CRL too old to be reliable, or "stale".
The security appliance attempts to retrieve a newer version of the CRL the next time a certificate authentication requires
checking the stale CRL. Reference: http://www.cisco.com/en/US/docs/security/asa/asa80/configuration/guide/cert_cfg.html

QUESTION NO: 3

A custom desktop application needs to access an internal server. An administrator is tasked with configuring the company's
SSL VPN gateway to allow remote users to work. Which two technologies would accommodate the company's requirement?
(Choose two).

A. AnyConnect client

B. Smart Tunnels

C. Email Proxy

D. Content Rewriter

E. Portal Customizations

ANSWER: AB

QUESTION NO: 4
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Refer to the exhibit. VPN load balancing provides a way to distribute remote access, IPsec, and SSL VPN connections
across multiple security appliances. Which remote access client types does the load balancing feature support?

A. IPsec site-to-site tunnels
B. L2TP over IPsec
C. OpenVPN

D. Cisco AnyConnect Secure Mobility Client

ANSWER: D

QUESTION NO: 5

Which two troubleshooting steps should be taken when Cisco AnyConnect cannot establish an IKEv2 connection, while SSL
works fine? (Choose two.)

A. Verify that the primary protocol on the client machine is set to IPsec.
B. Verify that AnyConnect is enabled on the correct interface.

C. Verify that the IKEv2 protocol is enabled on the group policy.

D. Verify that ASDM and AnyConnect are not using the same port.

E. Verify that SSL and IKEv2 certificates are not referencing the same trustpoint.

ANSWER: AC

QUESTION NO: 6

An IOS SSL VPN is configured to forward TCP ports. A remote user cannot access the corporate FTP site with a Web
browser. What is a possible reason for the failure?

A. The user's FTP application is not supported.
B. The user is connecting to an I0S VPN gateway configured in Thin Client Mode.
C. The user is connecting to an I0S VPN gateway configured in Tunnel Mode.

D. The user's operating system is not supported.

ANSWER: B

Explanation:
Thin-Client SSL VPN (Port Forwarding)

A remote client must download a small, Java-based applet for secure access of TCP applications that use static port
numbers. UDP is not supported. Examples include access to POP3, SMTP, IMAP, SSH, and Telnet. The user needs local
administrative privileges because changes are made to files on the local machine. This method of SSL VPN does not work
with applications that use dynamic port assignments, for example, several FTP applications.

Reference:
http://www.cisco.com/c/en/us/support/docs/security/ssl-vpn-client/70664-10Sthinclient.html
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QUESTION NO: 7

Which three types of SSO functionality are available on the Cisco ASA without any external SSO servers? (Choose three.)
A. SAML

B. HTTP POST

C. HTTP Basic

D. NTLM

E. Kerberos

F. OAuth 2.0

ANSWER: BCD

QUESTION NO: 8

Which two examples of transform sets are contained in the IKEv2 default proposal? (Choose two.)
A. aes-cbc-192, sha256, 14

B. 3des, md5, 5

C. 3des, sha1, 1

D. aes-cbc-128, sha, 5

ANSWER: B D

QUESTION NO: 9

A company has a Flex VPN solution for remote access and one of their Cisco any Connect remote clients is having trouble
connecting properly.

Which command verifies that packets are being encrypted and decrypted?
A. show crypto session active

. show crypto ikev2 stats

. show crypto ikev1 sa

. show crypto ikev2 sa

m O O W

. show crypto session detail

ANSWER: E

QUESTION NO: 10
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An engineer is configuring high availability for crypto-map-based site-to-site VPNs on Cisco 10S devices. Which protocol
must be used?

A. VRRP
B. BFD
C.ESP
D. HSRP

ANSWER: D

Explanation:

Reference: https://www.cisco.com/c/en/us/support/docs/security-vpn/ipsec-negotiation-ike-protocols/17826-ipsec-feat.html

QUESTION NO: 11

Which three actions can be applied to a traffic class within a type inspect policy map? (Choose three.)
A. drop

B. priority

C. log

D. pass

E. inspect

F. reset

ANSWER: ACF

QUESTION NO: 12

Which option is the main difference between GET VPN and DMVPN?
A. AES encryption support

B. dynamic spoke-to-spoke tunnel communications

C. Next Hop Resolution Protocol

D. Group Domain of Interpretation protocol

ANSWER: B

QUESTION NO: 13

Which are two main use cases for Clientless SSL VPN? (Choose two.)

A. In kiosks that are part of a shared environment
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B. When the users do not have admin rights to install a new VPN client
C. When full tunneling is needed to support applications that use TCP, UDP, and ICMP

D. To create VPN site-to-site tunnels in combination with remote access

ANSWER: AB

QUESTION NO: 14

%CRYPTG-E—PK‘I‘_REPIAY_ERR: decrypt: replay check failed
connection id=#

Refer to the exhibit. An engineer encounters a debug message. Which action can the engineer take to eliminate this error
message?

A. Use stronger encryption suite.
B. Correct the VPN peer address.
C. Make adjustment to IPSec replay window.

D. Change the preshared key to match.

ANSWER: C

QUESTION NO: 15

In which situation would you enable the Smart Tunnel option with clientless SSL VPN?
A. when a user is using an outdated version of a web browser

B. when an application is failing in the rewrite process

C. when IPsec should be used over SSL VPN

D. when a user has a nonsupported Java version installed

E. when cookies are disabled

ANSWER: B

QUESTION NO: 16

What are the three primary components of a GET VPN network? (Choose three.)
A. Group Domain of Interpretation protocol

B. Simple Network Management Protocol

C. server load balancer

D. accounting server
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E. group member

F. key server

ANSWER: AEF

QUESTION NO: 17 - (SIMULATION)

SIMULATION

Scenario

You are the network security administrator for your organization. Your company is growing and a remote branch office is
being created. You are tasked with configuring your headquarters Cisco ASA to create a site-to-site IPsec VPN connection

to the branch office Cisco ISR. The branch office ISR has already been deployed and configured and you need to complete
the IPsec connectivity configurations on the HQ ASA to bring the new office online.

Use the following parameters to complete your configuration using ASDM. For this exercise, not all ASDM screens are
active.

= Enable IKEv1 on outside I/F for Site-to-site VPN = Add a Connection Profile with the following parameters: - Peer IP:
203.0.113.1

- Connection name: 203.0.113.1

- Local protected network: 10.10.9.0/24

- Remote protected network: 10.11.11.0/24

- Group Policy Name: use the default policy name supplied

- Preshared key: cisco

- Disable IKEv2

- Encryption Algorithms: use the ASA defaults

= Disable pre-configured NAT for testing of the IPsec tunnel - Disable the outside NAT pool rule

= Establish the IPsec tunnel by sending ICMP pings from the Employee PC to the Branch Server at IP address 10.11.11.20
= Verify tunnel establishment in ASDM VPN Statistics> Sessions window pane

You have completed this exercise when you have successfully configured, established, and verified site-to-site IPsec
connectivity between the ASA and the Branch ISR.

Topology
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Retry Inkerval: E seconds

() Headend will never initiate keepalive maonitoring
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 IPVersion  .iPva  IPvE

- IP Address: | |
e —

INAT

_ | Add Autormatic Address Translation Rules
Type: Static |
Translated Addr: | Ll

[ Use one-to-one address translation

[1PAT Poal Translated Address: E]

[ Round Robin
[ | Extend PAT uniqueness to per destination instead of per interface

[ ] Translate TCP and UOP ports into flst range 1024-65835 || Include range 1-1023

[ Fall theough to interface PAT(dest intf): [DMZ v

[ Use IPv6 For interface PAT

T | T T
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Match Criteria: Original Packst

Source Inkerface:
Source Address: |er|:-r Destination Address: |arrr @! I
Sarvice: any B
1 Action: Translated Packet
~ Source NAT Type: LM . :;_} :
| Source Address! (outside-nat-pool @ Destination Address: | Original — _i i
[] Use one-to-one sddress translation
[7] PAT Pocl Translated Addrass: | Sarvice: - Origingl - ]

[ Round Rabin

[ ] Exbend PAT uriquanass ko par destination instead of par interface

[ ] Translate TCP and UDP ports into Flat range 1024-65535 || Inchuds range 1-1023
|| Fall through bo interface PAT
[ ] Use IPve For source inkerface PAT || Use IPv6 For destinstion interface PAT
Options
V! Frable rule
W Translate DWS reples that makch this ne

Disable Proxy ARP on egress interface
Lookup route table bo locate egress interface
Direction:  [Bath - _
— |
[ ok | [ cancel | Help |
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ANSWER: Review the explanation for detailed answer steps.

Explanation:

First, click on Configuration ->Site-to-Site VPN to bring up this screen:

Click on “allow IKE v1 Access” for the outside per the instructions as shown below:

ClIRIBmE
LY il

|| Bypass nhevf e s s for noounds W sessons
Ao bty Prom grouy peicy e v pulcy aleany apply be e 1ol

Lot Pl

e ton profile g e the pes o 0 sie-to-sie o, 1 soeofes whal des el b i be eerpobed, s e dea trafTe s
b wrerpplend, ared otlem pwerrtes. Yo can v g the g Fren crtdsin o oo profile b,
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Chwoo ASDM 7.7

atfua]is
CISCo

o] Brpoai el ms dnlcuys bkt Pow ibcerks WM i
Acress bss from group poloy snd asey polics alergs. appl 0 the (raffc

Conewn i Profie.
Conmwsctron profile dertfies the peer of o site-to-ste cormoction. B speafies what oots braffi s bo 2e e wpies, hew the data vaffo s
10 b ererapled, ord ober Fou O frgurs the g from cevidficats o ol =g,
B ad| I | [ s
ham Imeriace Losalbiatanrk  Ramotedlenssor! METErabea | ME<IEsabied | GroupPalcy

Then click apply at the bottom of the page. This will bring up the following pop up message:

The following CLL commands are gemerated based on the changes you made in 45DM, To send the commands to the |
A4, dhck Send. To nok send the commands and continue making changes in ASDM, chick Cancel,

[ objact network Internal-Networks
subned 10.10.0.0 265 255.0.0
nat{inside. outside) dynamic TRANSLATED-INSIDE-HOSTS !

Click on Send.

Next, we need to set up the connection profile. From the connection profile tab, click on “Add”
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Clsoo ASDM 7.9

|] Byparss Inbarfacs acees kebs For inbouncs YR sessons
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Then, fill in the information per the instructions as shown below:

Poer F Aacass ¥ S ETEIEE] | i I
i b [ griate
m-qimurm 1A 1131 | | SCO
Ireerfae: P £ - J— -
] —
Eristuchad tink: N | |
Ll [0y 0n2e 1|
i Reechs Matmeite  [90 91 11 6o |
|
1F g Erseabiirey ! "
LT |8
. oo i - )
Vol i Paehd dres 57712 0 OF M 2 pedcs smncted B0de s
o Enatle BEwt | Enable Ik o2
TR St
| _ PR setlingn [0 o e |
b adhentieatas e
Prachaed Kay: |
" [ T . | = | manage.. |
Enaryphen Agoithes —
BT = CeLERS e wh SR TS e |
| Pencmoptel P IRE, DAL, TE-A1 80, Pearas| [ e
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To test this, we need to disable NAT. Go to Configuration -> Firewall -> NAT rules and you should see this:

oo [ oeiein | # & | 4 i WL - | Fot B tagrany % Pacint Treem

[ ]l
ik b Priterin: friginal Packet Artmmn: Teansiatpd Brcket
Soroe et Dewt ol Soums Cstnism S TARLE Destmatan rE
1= etk bt MAT {Fukes 26)
| 2 A Arr B M @y @ B 1502505 - Orignal + Crngral
BTy Dyl | wry @ any B BE0EE ey ~Cngna— (5] B 0w = Qexjiead
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Auframsd | s bHz i ary S T, & ey wfgnad < (8] B CeFomen o Ovged
| % DeE sy = wat o o arp B IS0 S  Crignad - Cragral
e bH & wny S e nzEn gy —Cmpi— (3] B MAT gl
& A iy - oy g any | ARE A - Orignal - Ol
e ary ey B r0zm ey “Oignal -0 Eesy - ringnd

| oLy

Baich Criterie Oregnal Packat
Souros Interface:

===
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~ gl
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Ot
*
W Trawe e DA sepiess thst nstch this nuls
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We need to uncheck the “Enable rule” button on the bottom. It might also be a good idea to uncheck the “Translate DNS
replies that match the rule” but it should not be needed.

Then, go back to the topology:
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Wi

Dutsida
182.0.21
ﬁ Internet 3
Employea PC
Branch Server Branch Router AEA
10.10.9.17124
10.91.11. 20024 20801131
|
7
Admin-PC
Running ASDOM

b |

Click on Employee PC, and you will see a desktop with a command prompt shortcut. Use this to ping the IP address of
10.11.11.20 and you should see replies:

Ermgairyai-FL
FCiwping 19,11, 81, Ja
Plagleg 1010 10 28] sith i3 dvte of dita
Beqasnt Elmed ogh

oply frem 10101008 byvbmind] Uimedes TTLsL2S
Bewly frem 10.10.00.28 tyberad) tisesles TTL-120
Ragly Frem 101010, byimied) time=lms TTirldl

Plag itatlathos fur BR.T1.03.00

Pacigetn; 5ok = 4, Becleved = 3, Lt = 1 (V8 boss),
Spprurinats rand brlp timsd in allli-iecosdi:

Mintmm = ey, Macims s Jus, Sverage = b

110,01, W

1013 18.39] with 12 ytes of data

Tl gt
Mexly frem 10.10.00 300 lrybesadl Cimeedes TTiwllh
Nenly from 10,010,100, 201 bytesad] tissalss TTL1I0
vply fem 10 00.10.00: bybeeski tiee-ims fTi=iis

atatletbes for DB.11.11. 00

poliptn; Bent o A, Esrieved = 3, Lant s ] (FE k]
madw reued Irkp vimsd Gn slALE-secomili

Hinkmas « sy, Mawjma = Juy, Bvsrage o

IF Address: 168 264 282 .1T0
Subnet Mash: 255258500
Defaull Gateway 0000
DS Server {none)
Address AD-368F-14-3B-B1

sbia vl

We can also verify by viewing the VPN Statistics -> Sessions and see the bytes in/out incrementing as shown below:
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i W e Ll Troe e =TT 2 P Tk Trach-n

:‘ Grepts Sakniny Clamethacs UPH o ]
-, Lorpprpse Rt e omsar u e g
b s Shatntics et e 4 1 B 1
Global BE /e Statulns BEwl Ty 1 i 1
WA, S Suprm gy
Proten il Satnisis
WLEN Happars Zosecni
{14 [ s 5, WP Pl B | e Se-a e w s — - e
wiT Commstion Grashs o - : 3 -
0 P Tums ConmcioeProtinPAdds | ProtacolEncrpten Login imsGuratizn Eeyten Talytvaiiz c
T smmm HOIGTEL | W | BT 1930 B T 1 =
B w34 3vwem = LRI EY WEV] (100ES 43 T 12 =

ASA ]
ASANsho crypto ipsec sa

interface: ocutside
Crypto map tag: outside mapl, seq num: 1, local addr: 192.0.2.1

access-list outside cryptomap extended permit ip 10.10.9.0 255.255.255.0
0.11.131.0 255.255.255.0

local ident (addr/mask/prot/port): (10.10.%.0/255.255.255.0/0/0)
remote ident (addr/mask/protfport): (10.11.11.0/255.255.255.0/0/0)
current peer: 203.0.113.1

#pkts encaps: 15, #pkts encrypt: 15, #pkta digest: 15

fpkta decaps: 16, #pkts decrypt: 16, #pkts verify: 16

#pkto compressed: 0, #pkts decompressed: 0

fpkts not compressed: 15, #pkts comp failed: 0, #pkts decomp failed: 0
#pre-frag successes: (0, #pre-frag failures: O, #fragments created: 0

fPMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0
#TFC revd: 0, #TFC sant: O

#Valid ICMP Errors rcwd: 0, #Invalid ICMP Errors rovd: 0
#send errors: 0, #%recv errors: 0

local crypto endpt.: 192.0.2.1/0, remote crypto endpt.: 203.0.113.1/0
path mtu 1500, ipsec overhead 58(36), media mtu 1500

PHMTU time remaining (sec): 0, DF policy: copy-df

ICMP error validation: disabled, TFC packets: disabled

QUESTION NO: 18

Which three configurations are required for both IPsec VTI and crypto map-based VPNs?
(Choose three.)

A. transform set

B. ISAKMP policy

C. ACL that defines traffic to encrypt

D. dynamic routing protocol

E. tunnel interface

F. IPsec profile
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G. PSK or PKI trustpoint with certificate

ANSWER: AB G

QUESTION NO: 19

Which Cisco 10S feature provides secure, on-demand meshed connectivity?
A. Easy VPN

B. IPsec VPN

C. mGRE

D. DMVPN

ANSWER: D
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