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QUESTION NO: 1

A Citrix Engineer needs to ensure that infrastructure is PCl DSS compliant.

Which two are prerequisite actions for PClI DSS compliance? (Choose two.)

A. Use only vendor-supplied defaults for system passwords and other security parameters.
B. Assign a unique ID to each person with computer access.

C. Track and monitor every transaction of the cardholder.

D. Regularly test security systems and processes.

E. Ensure that cardholder data is sent unencrypted over public networks.

ANSWER: CD

Explanation:

Reference: https://www.manageengine.com/products/eventlog/eventlog-other-pci-requirements.html

QUESTION NO: 2

Scenario: A Citrix Engineer discovers a security vulnerability in one of its websites. The engineer takes a header trace and
checks the Application Firewall logs.

The following was found in part of the logs: method=GET request = http://my.companysite.net/FFC/sc11.html msg=URL
length (39) is greater than maximum allowed (20).cn1=707 cn2=402 cs1=owa_profile cs2=PPEO
cs3=kW49GcKbnwKBYyBYi3+jeNzfg\Wa80000 cs4=ALERT cs5=2015 Which type of Application Firewall security check can
the engineer configure to block this type of attack?

A. Buffer Overflow
B. Start URL
C. Cross-site Scripting

D. Cookie Consistency

ANSWER: C

QUESTION NO: 3

Which reason can cause fail over in a NetScaler Management and Analytics System (NMAS) High Availability pair?
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A. A secondary server loses connectivity in the LAN.
B. The engineer manually forces the secondary server to shut down.
C. A primary server encounters a critical software issue.

D. A primary server does NOT receive the SNMP traps from the instances connected.

ANSWER: C

Explanation:

Reference: https://docs.citrix.com/content/dam/pdfs/content/docs/en-us/netscaler-mas/11-1/download.pdf (p.81)

QUESTION NO: 4

Scenario: A Citrix Engineer observes that when going through NetScaler, user connections fail and users are unable to
access Exchange server. However, users can connect directly to the Exchange server. After checking the logs, the engineer
finds that the POST request is blocked through the NetScaler.

The log in/ var/log/ns.log is as follows:

Jul 20 11:00: 38 x.x.x. 1 07/20/2017:11:00:38 GMT ns 0-PPE-0:APPFW AF_400_RESP 29362 0: x.x.x.1 439800-PPEO-
urlwdummy https://test.abc.com/rpc/rpcproxy.diI?mail.sfmta.com:6004 Bad request headers. Content-length exceeds post
body limit

Which parameter can the engineer modify to resolve the issue while maintaining security?
A. Increase the Maximum Header Length under nshttp_default_profile.
B. Increase the POST body limit using the HTTP profile.

C. Add an Application Firewall policy with the expression “HTTP.REQ.METHOD.EQ(\ “POST"\)” with APPFW_BYPASS
profile bound.

D. Increase the POST body limit under common settings in Application Firewall profile settings.

ANSWER: D

QUESTION NO: 5

Which two actions can a Citrix Engineer use to provide Denial of Service (DoS) protection with the AppQoE feature?
(Choose two.)

A. Simple Response
B. HICResponse

C. Denial Response
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D. Complex Response

ANSWER: AB

Explanation:

Reference: https://docs.citrix.com/en-us/netscaler/11/appexpert/appgoe/appgoe-actions.html

QUESTION NO: 6

A Citrix Engineer is considered that malicious users could exploit a web system by sending a large cookie.
Which security check can the engineer implement to address this concern?

A. Field Formats

B. Content-type

C. Buffer Overflow

D. Start URL

ANSWER: C

Explanation:

Reference: https://docs.citrix.com/en-us/netscaler/12/application-firewall/top-level-protections/cookie-consistency-check.html

QUESTION NO: 7

Scenario: A Citrix Engineer has configured Application Firewall and enabled it in learning mode. However, the Application
Firewall database is reaching full capacity due to excessive requests.

What can the engineer configure to mitigate this issue?
A. Enable learning only on XML based profiles.

B. Increase NetScaler hard drive capacity.

C. Configure caching policies.

D. Configure Trusted Learning Clients.

ANSWER: D

QUESTION NO: 8
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Which three options can be used to specify the destination of an HTTP Callout? (Choose three.)
A. Load balancing Virtual server

B. Global server load balancing Virtual server

C. NetScaler Gateway Virtual server

D. Content switching Virtual server

E. Cache redirection Virtual server

ANSWER: ADE

Explanation:

Reference: https://docs.citrix.com/en-us/netscaler/11-1/appexpert/http-callout/configuring-http-callouts.html

QUESTION NO: 9

A Citrix Engineer needs to migrate the NetScaler Insight Center virtual appliance to NetScaler Management and Analytics
System (NMAS). Which two actions should be met before migrating the NetScaler Insight Center virtual appliance to NMAS?
(Choose two.)

A. Install NetScaler Insight Center 11.1 Build 47.14 or later.

B. Install NetScaler MAS License on the NMAS.

C. Download the NetScaler MAS build to the /var/mps/mps_images.
D. Remove the NetScaler instances added to the Insight Center.

E. Migrate the NMAS virtual machine to XenServer.

ANSWER: AC

Explanation:

Reference: https://docs.citrix.com/en-us/netscaler-mas/11-1/migrating-netscaler-insight-center-to-mas.html

QUESTION NO: 10

Which two threats can be prevented by using IP Reputation? (Choose two.)
A. Trojan horses

B. Phishing Proxies

C. Worm
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D. Compromised IPv6 web-server

E. Compromised |IPv4 web-server

ANSWER: B E

Explanation:

Reference: https://docs.citrix.com/en-us/netscaler/11/security/reputation/ip-reputation.html
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