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QUESTION NO: 1

Time reference packets are permanently given a timestamp of 00:00:00. When you close and reopen the trace file the time
reference information is retained.

A. True

B. False
ANSWER: B

QUESTION NO: 2

An unusually high number of RSTs or a high number of SYN/ACKSs with no related data transfer is a strong indication that a
TCP scan is underway.

A. True

B. False
ANSWER: A

QUESTION NO: 3

The Protocol Hierarchy Statistics window helps identify unusual protocols and applications in captured traffic.

A. True

B. False
ANSWER: A

QUESTION NO: 4

Which name resolution process translates port numbers to service names if they are listed in Wireshark's services file?

A. SMI name resolution
B. network name resolution

C. transport name resolution
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D. MAC address name resolution
ANSWER: C

QUESTION NO: 5

2
. Wireshark: Capture Options

[EERIE==)

[] Use multiple files

Mext file every 1 megabyte(s)
Mext file every 1 minute(s)
Ring buffer with (2 = files
Stop capture after |1 file(=)
Stop Capture ...
] ... after 1 packet(s)
] ... after 1 megabyte(s)
[ ... after 1 ~ | minute(s)

Capture

Capture Interface Link-layer header Prom. Mode Snaplen [B] Buffer [MB] ' =

Realtek PCe FE Family Controller...
V] fe80-5083:650c-3af7-201 Ethernet enabled  default 1 =
248173220
i | 1] [ b
|| Capture on all interfaces :Mamgemtufacs
[#| Capture all in promiscuous mode
 Capture File(s) Display Options
File: | c\traces\officenetdd.pcapng | Browse... (/] Update list of packets in real time

/| Use pcap-ng format

[¥] Automatic scrolling in live capture
[¥] Hide capture info dialog

MName Resolution

[7] {Enable MAC name resnlutinn!

e

[] Enable network name resolution

(] Enable transport name reselution

Start Close

I~
Lag”

Which statement about the Capture Options window shown is correct?

A. Wireshark will resolve |IP addresses to host names.

B. Wireshark will scroll to display the most recent packet captured.

C. Wireshark will attempt to resolve OUI values for all MAC addresses.
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D. Wireshark will automatically stop capturing packets after two files have been saved.

ANSWER: B

QUESTION NO: 6
The UDP header checksum is optional.

A. True

B. False

ANSWER: A
QUESTION NO: 7
DHCP is based on BOOTP.
A. True
B. False

ANSWER: A

QUESTION NO: 8
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# Frame 229: 712 bytes on wire (5696 bits), 712 bytes captured (5696 bj
7 Ethernet II, Src: LiteonTe_58:2b:0d (00:22:5f:58:2b:0d), Dst: D-Link
# Internet Protocol, Src: 192_.168.0.111 (192.168.0.111), Dst: 68.142.21
+ Transmission Control Protocol, Src Port: 7409 (7409), Dst Port: http
- Hypertext Transfer Protocol
- GET / HTTP/1.1\r\n
« [Expert Info (Chat/Sequence): GET / HTTP/1.1\r\n]
Request Method: GET
Request URI: /
Request Version: HTTP/1.1
[truncated] Accept: image/gif, image/jpeg, image/pjpeg, applicatio
Accept-Language: en-us\r\n
User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.0; WOw
Accept-Encoding: gzip, deflate\r\n

Host: www.wiresharktraining. com\rin |ﬁ
Connection: Keep-Alive\r\n
Sryn

Which statement about this HTTP packet is correct?

A. This packet was sent from an HTTP server.

B. The packet contains a request for a graphic file.

C. This packet contains an invalid HTTP Request Method.

D. This packet indicates an HTTP client is browsing www.wiresharktraining.com.

ANSWER: D

QUESTION NO: 9

Columns can be reordered by dragging them into their new positions directly in the Packet List pane.
A. True
B. False

ANSWER: A

QUESTION NO: 10

Which statement about the TCP recovery process is true?

A. Packet loss recovery is always started by the client.
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B. The window size field is used in the packet loss recovery process.
C. TCP hosts attempt three retransmissions before terminating the connection.

D. Retransmitted packets use the same sequence number as the original lost packet.

ANSWER: D
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