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QUESTION NO: 1

Which CyberArk component changes passwords on Target Devices?

A. Vault

B. CPM

C. PVWA

D. PSM

E. PrivateArk

F. OPM

G. AIM

ANSWER: B C D 

QUESTION NO: 2

Which keys are required to be present in order to start the PrivateArk Server Service?

A. Server Key

B. Recovery Public Key

C. Recovery Private Key

D. Safe Key

ANSWER: A 

Explanation:

Reference: https://www.reddit.com/r/CyberARk/comments/8s96n8/certificat_problem_with_my_vault/

QUESTION NO: 3

Does CyberArk need service accounts on each server to change passwords?

A. Yes, it requires a domain administrator account to change any password on any server.

B. Yes, it requires a local administrator account on any Windows server and a root level account on any Unix server.
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C. No, passwords are changed by the Password Provider Agent.

D. No, the CPM uses the account information stored in the vault to login and change the account’s password using its own 
credentials.

ANSWER: B 

QUESTION NO: 4

What is the name of the account used to establish the initial RDP session from the end user client machine to the PSM 
server?

A. PSMConnect

B. PSMAdminConnect

C. PSM

D. The credentials the end user retrieved from the vault.

ANSWER: A 

QUESTION NO: 5

Which of the following are supported authentication methods for CyberArk? Check all that apply.

A. CyberArk Password (SRP)

B. LDAP

C. SAML

D. PKI

E. RADIUS

F. OracleSSO

G. Biometric

ANSWER: B D E 

Explanation:

Reference: https://training.cyberark.com/instructor-led-training/cyberark-privileged-account-security-pas-install-and-configure
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