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QUESTION NO: 1
You have 20 computers that run Windows 10.

You configure all the computers to forward all the events from all the logs to a computer named Computer1 that runs
Windows 10.

When you sign in to Computer1, you cannot see any security events from other computers. You can see all the other
forwarded events from the other computers.

You need to ensure that the security events are forwarded to Computer1.

What should you do?

A. On each computer, run wecutil qc /q.

B. On each computer, add the NETWORK SERVICE account to the Event Log Readers group.
C. On each computer, run winrm qc —q.

D. On Computer1, add the account of Computer1 to the Event Log Readers group.

ANSWER: D

Explanation:

References: https://docs.microsoft.com/en-us/windows/security/threat-protection/use-windows-event-forwarding-to-assist-in-
intrusion-detection

QUESTION NO: 2 - (DRAG DROP)

You have a Windows 10 image that was updated to the latest version of Windows 10.
You plan to create a new WinPE bootable ISO file.

You obtain the latest WinPE source files.

You need to create the new ISO file to support PowerShell scripting.

Which three commands should you run in sequence? To answer, move the appropriate commands from the list of
commands to the answer area and arrange them in the correct order.

Commands Antwer Area

med | "

ANSWER:
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Commands nrwer Area

Explanation:
Copype
Makewinpemedia

dism

QUESTION NO: 3 - (SIMULATION)

SIMULATION

Please wait while the virtual machine loads. Once loaded, you may proceed to the lab section. This may take a few minutes,
and the wait time will not be deducted from your overall test time.

When the Next button is available, click it to access the lab section. In this section, you will perform a set of tasks in a live
environment. While most functionality will be available to you as it would be in a live environment, some functionality (e.g.,
copy and paste, ability to navigate to external websites) will not be possible by design.

Scoring is based on the outcome of performing the tasks stated in the lab. In other words, it doesn’t matter how you
accomplish the task, if you successfully perform it, you will earn credit for that task.

Labs are not timed separately, and this exam may more than one lab that you must complete. You can use as much time as
you would like to complete each lab. But, you should manage your time appropriately to ensure that you are able to complete
the lab(s) and all other sections of the exam in the time provided.

Please note that once you submit your work by clicking the Next button within a lab, you will NOT be able to return to the lab.
Username and password
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CONTOSONAdministrator
R

{ ¥
Use the following login credentials as needed:
To enter your password, place your cursor in the Enter password box and click on the password below.
Username: Contoso/Administrator Password: PasswOrd!
The following information is for technical support purposes only:

Lab Instance: 11145882
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i Tasks |

Client2

Client3

DC1

You need to create an HTML report that shows which policies and policy settings are applied to CONTOSO\User1 on
Client1. You must save the output to a file named Report.html in a folder named Folder1 on the C drive of Client1.

To complete this task, sign in to the required computer or computers.

ANSWER: See explanation below.

Explanation:
On Client1, log in as administrator. Open command prompt and type: gpresult /h CONTOSO\User1\C:\Folder1\Report.html

Reference: https://www.google.co.za/search?biw=1366&bih=614&sxsrf=ALeKk01XD_luAn4X-
bIMIIUjpYBmOi7btQ%3A1592996005097 &ei=pTDzXgLCBaif1ffAP1NODqgAY &q=gpresult+%2Fh+report.html

+location&oq=gpresult+html+report

+&gs_lcp=CgZwc3ktY WIQARGEMgIIADICCAAYBggAEBY QHjIGCAAQFhAeMgYIABAWEB4yBggAEBYQHjIGCAAQFhAeM
gYIABAWEB4yCAgAEBYQChAeMgYIABAWEB46BAgAEEdQyOUNWM]lIJ2CRhi
hoAHACeACAAZIDIAGSA5IBAzQIMZgBAKABAaoBB2d3cy 13aXo&sclient=psy-ab

QUESTION NO: 4

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a
unique solution that might meet the stated goals. Some question sets might have more than one correct solution, while
others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in
the review screen.

You have a computer that runs Windows 10. The computer contains a folder. The folder contains sensitive data.
You need to log which user reads the contents of the folder and modifies and deletes files in the folder.

Solution: From the properties of the folder, you configure the Auditing settings and from the Audit Policy in the local Group
Policy, you configure Audit privilege use.

Does this meet the goal?
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A. Yes

B. No

ANSWER: B

Explanation:
Files and folders are objects and are audited through object access, not though privilege use.
Reference:

https://www.netwrix.com/how to detect who changed file or folder owner.html

QUESTION NO: 5

You have a computer that runs Windows 10 Home.

You need to upgrade the computer to Windows 10 Enterprise as quickly as possible. The solution must retain the user
settings.

What should you do first?

A. Run the scanscace command.

B. Perform an in-place upgrade to Windows Pro.
C. Install the latest feature updates.

D. Run the sysprep command.

ANSWER: B
Explanation:
References:

https://docs.microsoft.com/en-us/windows/deployment/upgrade/windows-10-upgrade-paths

QUESTION NO: 6

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a
unique solution that might meet the stated goals. Some question sets might have more than one correct solution, while
others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in
the review screen.

You have two computers named Computer1 and Computer2 that run Windows 10.

You have an Azure Active Directory (Azure AD) user account named admin@contoso.com that is in the local Administrators
group on each computer.

You sign in to Computer1 by using admin@contoso.com.
You need to ensure that you can use Event Viewer on Computer1 to connect to the event logs on Computer2.
Solution: On Computer2, you run the Enable-PSRemoting cmdlet.

Does this meet the goal?
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A. Yes

B. No

ANSWER: A

Explanation:

The Enable-PSRemoting cmdlet configures the computer to receive PowerShell remote commands that are sent by using
the WS-Management technology.

References:

https://docs.microsoft.com/en-us/powershell/module/microsoft.powershell.core/enable-psremoting?view=powershell-7

QUESTION NO: 7

You have 200 computers that run Windows 10 and are joined to an Active Directory domain.

You need to enable Windows Remote Management (WinRM) on all the computers by using Group Policy.
Which three actions should you perform? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. Set the Startup Type of the Windows Remote Management (WS-Management) service to Automatic.
B. Enable the Windows Defender Firewall: Allow inbound Remote Desktop exceptions setting.

C. Enable the Allow remote server management through WinRM setting.

D. Enable the Windows Defender Firewall: Allow inbound remote administration exception setting.

E. Enable the Allow Remote Shell access setting.

F. Set the Startup Type of the Remote Registry service to Automatic.

ANSWER: ACD

Explanation:

References: http://www.mustbegeek.com/how-to-enable-winrm-via-group-policy/

QUESTION NO: 8 - (DRAG DROP)

You have a computer named Client1 that runs Windows 11 Home.You need to ensure that you can create virtual machines
on Client1.Which four actions should you perform in sequence? To answer, move the appropriate actions from the list of
actions to the answer area and arrange them in the correct order.
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Actions Answer Area
Restart the operating systam

Enter a Windows 11 Pro product key

Enter a Windows 11 Enterprise product key

®
e e @

" From F-‘mgraﬁ and_%Eatures_.fﬁa_lble iﬁeﬂyper—‘u‘
Windows feature

From the Activation settings in the Settings app,
select Change product key

ANSWER:

Actions Answer Area

S

Crmmm Drnnenmn aod Eaaborne amable the b oo b

Enter a Windows 11 Enterprise product key @ 1\

Brasbar the ccueatiom eeeban

Explanation:
Actions Answer Area
From the Activation settings in the Settings app,
select Change product key
@ Enter a Windows 11 Pro product key
Enter a Windows 11 Enterprise product key From Programs and Fealures, enable the Hyper-\

] @ | Windows fealure
Reslart the operating system

QUESTION NO: 9 - (SIMULATION)

Please wait while the virtual machine loads. Once loaded, you may proceed to the lab section. This may take a few minutes,
and the wait time will not be deducted from your overall test time.

When the Next button is available, click it to access the lab section. In this section, you will perform a set of tasks in a live
environment. While most functionality will be available to you as it would be in a live environment, some functionality (e.g.,
copy and paste, ability to navigate to external websites) will not be possible by design.

Scoring is based on the outcome of performing the tasks stated in the lab. In other words, it doesn’t matter how you
accomplish the task, if you successfully perform it, you will earn credit for that task.
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Labs are not timed separately, and this exam may more than one lab that you must complete. You can use as much time as
you would like to complete each lab. But, you should manage your time appropriately to ensure that you are able to complete
the lab(s) and all other sections of the exam in the time provided.

Please note that once you submit your work by clicking the Next button within a lab, you will NOT be able to return to the lab.

Username and password

CONTOSONAdministrator
| Password B

« ¥
Use the following login credentials as needed:
To enter your password, place your cursor in the Enter password box and click on the password below.
Username: Contoso/Administrator

Password: PasswOrd!
The following information is for technical support purposes only:

Lab Instance: 10921597
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‘Tasks Cmnputor_:!

Client1

Client2

Client3

DC1

You need to connect to your company’s network and create a VPN connection on Client2 named VPN1 that meets the
following requirements:

VPN1 must connect to a server named vpn.contoso.com.
Only traffic to your company’s network must be routed through VPN1.

To complete this task, sign in to the required computer or computers.

ANSWER: Seeexplanationbelow.
Explanation:
Reference:

https://www.themillergroup.com/vpn-windows-10/

QUESTION NO: 10

You have a computer named Computer1 that runs Windows 10. Computer1 contains a folder named Folder1.
You need to log any users who take ownership of the files in Folder1.

Which two actions should you perform? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. Modify the folder attributes of Folder1.

B. Modify the Advanced Security Settings for Folder1.

C. From a Group Policy object (GPO), configure the Audit Sensitive Privilege Use setting.

D. From a Group Policy object (GPO), configure the Audit File System setting.

E. Install the Remote Server Administration Tools (RSAT).
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ANSWER: B C

Explanation:

References: https://docs.microsoft.com/en-us/windows/security/threat-protection/auditing/audit-sensitive-privilege-use

QUESTION NO: 11

You deploy Windows 10 to 20 new laptops.

The laptops will be used by users who work at customer sites. Each user will be assigned one laptop and one Android
device.

You need to recommend a solution to lock the laptop when the users leave their laptop for an extended period.
Which two actions should you include in the recommendation? Each correct answer presents part of the solution.
NOTE: Each correct selection is worth one point.

A. Enable Bluetooth discovery.

B. From the Settings app, configure the Dynamic lock settings.

C. From Sign-in options, configure the Windows Hello settings.

D. From the Settings app, configure the Lock screen settings.

E. Pair the Android device and the laptop.

F. From the Settings app, configure the Screen timeout settings.

ANSWER: D F

QUESTION NO: 12

You customize the Start menu on a computer that runs Windows 10 as shown in the following exhibit.
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You need to add Remote Desktop Connection to Group1 and remove Group3 from the Start menu.

Which two actions should you perform from the Start menu customizations? Each correct answer presents part of the
solution.

NOTE: Each correct selection is worth one point.
A. Unlock Group1.

B. Remove Command Prompt from Group1.

C. Delete Group3.

D. Add Remote Desktop Connection to Group1.

E. Rename Group3 as Group1.
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ANSWER: AD

Explanation:
A: You have to unlock Group1 before you can make any changes to it.

D: If you drag the Remote Desktop Connection from Group3 to Group1, Group3 will disappear.

QUESTION NO: 13

You have a computer named Computer1 that runs Windows 10.

On Computer1, you create the local users shown in the following table.

Name Member of

Userl Users

User2 Users, Guests

User3 Power Users,
Guest

User4 Guests, Users,
Administrators

User5 Users, Distributed
COM Users

Which two user profiles will persist after each user signs out? Each correct answer presents part of the solution.
NOTE: Each correct selection is worth one point.

A. User1

B. User2

C. User3

D. User4

E. User5

ANSWER: AE

QUESTION NO: 14

You have a computer that runs Windows 10.
You need to clear the DNS client cache.
Which command should you run?

A. ipconfig.exe
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B. arp.exe
C. nslookup.exe

D. netstat.exe

ANSWER: A

QUESTION NO: 15

Your company has a main office and a branch office. The offices connect to each other by using a WAN link. Access to the
Internet is provided through the main office.

The branch office contains 25 computers that run Windows 10. The computers contain small hard drives that have very little
free disk space.

You need to prevent the computers in the branch office from downloading updates from peers on the network.
What should you do?

A. From the Settings app, modify the Delivery Optimizations settings.

B. Configure the network connections as metered connections.

C. Configure the computers to use BranchCache in hosted cache mode.

D. Configure the updates to use the Semi-Annual Channel (Targeted) channel.

ANSWER: C

Explanation:

References: https://docs.microsoft.com/en-us/windows/deployment/update/waas-branchcache

QUESTION NO: 16

Your company has an on-premises network that contains an Active Directory domain. The domain is synced to Microsoft
Azure Active Directory (Azure AD). All computers in the domain run Windows 10 Enterprise.

You have a computer named Computer1 that has a folder named C:\Folder1.

You want to use File History to protect C:\Folder1.

Solution: You enable File History on Computer1. You then enable archiving for Folder1.
Does this meet the goal?

A. Yes

B. No

ANSWER: B

Explanation:

File History only backs up copies of files that are in Libraries, and Desktop folders and the OneDrive files available offline on
your PC. If you have files or folders elsewhere that you want backed up, you can add them to one of these folders.

Reference:
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https://support.microsoft.com/en-us/help/17128/windows-8-file-history

Your network contains an Active Directory domain. The domain contains 100 computers that run Windows 10.

You need to configure the computers to send the error events in the System log to a computer named Computer1 that runs
Windows 10.

What should you do? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

ANSWER:

Explanation:

Source-initiated subscriptions allow you to define a subscription on an event collector computer without defining the event
source computers, and then multiple remote event source computers can be set up (using a group policy setting) to forward
events to the event collector computer. Source: https://learn.microsoft.com/en-us/windows/win32/wec/creating-a-source-
initiated-subscription

HOTSPOT
You have a computer named Computer1 that runs Windows 10. Computer1 contains a folder named Data on drive

C. The Advanced Security Settings for the Data folder are shown in the exhibit. (Click the Exhibit tab.)
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Type  Principal Access Inherited from Applies to
L Allow  Administrators {COMPUTERL.  Full control Mone This tolder, cubfolders snd files
AL Alew SYSTEM Full contral MNone This folder, sublolders and hiles
BL Alow  Users (COMPUTER] \Wsers) Read & execute Mone This folder, subfoldess and filer

En
L
Add Femove [y
ll_ll_illll.'h.ﬁ
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(o] [ | 00

You share C:\Data as shown in the following table.

Group or user Share permission
Administrators Change
Users Read
Userl Change

User1 is a member of the Users group.
Administrators are assigned Full control NTFS permissions to C:\Data.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Hot Area:
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Answer Area
Statements Yes

Userl can read and write files when connected to
\Computer]'Data.

O

Userl can read and write files in C:'Data locally.

O
QO] O|8

Administrators can change the NTFS permissions
of files and folders when connected to
‘Computer]'Data.

O

ANSWER:

Answer Area
Statements Yes

Userl can read and write files when connected to
\Computer]'Data.

O

Userl can read and write files in C:'Data locally.

O
& [ e 2

Administrators can change the NTFS permissions O
of files and folders when connected to
‘Computer]'Data.

Explanation:

User1 cannot write files when connected to \\Computer1\Data because the Users group only has Read & Execute NTFS
permission to the C:\Data folder and there are no explicit NTFS permissions for User1.

User1 cannot write files locally because the Users group only has Read & Execute NTFS permission to the C:\Data folder
and there are no explicit NTFS permissions for User1.

Administrators cannot change the NTFS permissions of files and folders when connected to \Computer1\Data because they

only have Change share permission. The would need Full Control share permission. They could do it locally because they
have Full Control NTFS permission.

QUESTION NO: 19

Your company uses Microsoft Deployment Toolkit (MDT) to deploy Windows 10 to new computers.
The company purchases 1,000 new computers.

You need to ensure that the Hyper-V feature is enabled on the computers during the deployment.
What are two possible ways to achieve this goal? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point.

A. Add a task sequence step that adds a provisioning package.

B. In a Group Policy object (GPO), from Computer Configuration, configure Application Control Policies.
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C. Add a custom command to the Unattend.xml file.
D. Add a configuration setting to Windows Deployment Services (WDS).

E. Add a task sequence step that runs dism.exe.

ANSWER: CE

Explanation:

A common way to add a feature such as Hyper-V in MDT is to use the Install Roles and Features task sequence action.
However, that is not an option in this question.

The two valid options are to a command to the Unattend.xml file or to add a task sequence step that runs dism.exe.

To add Hyper-V using dism.exe, you would run the following dism command:

DISM /Online /Enable-Feature /All /FeatureName:Microsoft-Hyper-V

References: https://docs.microsoft.com/en-us/windows/deployment/deploy-windows-mdt/create-a-windows-10-reference-

image https://mdtguy.wordpress.com/2016/09/14/mdt-fundamentals-adding-features-using-dism-from-within-the-task-
sequence/ https://docs.microsoft.com/en-us/virtualization/hyper-v-on-windows/quick-start/enable-hyper-v

QUESTION NO: 20

You have a computer named Computer1 that runs Windows 10.

Computer1 has a folder named C:\Folder1.

You need to meet the following requirements:

= Log users that access C:\Folder1.

= Log users that modify and delete files in C:\Folder1.

Which two actions should you perform?

A. From the properties of C:\Folder1, configure the Auditing settings.

B. From the properties of C:\Folder1, select the Encryption contents to secure data option.
C. From the Audit Policy in the local Group Policy, configure Audit directory service access.
D. From the Audit Policy in the local Group Policy, you configure Audit object access.

E. From the Audit Policy in the local Group Policy, you configure Audit system events.

ANSWER: AD

Explanation:
Files and folders are objects and are audited through object access.

Reference: https://www.netwrix.com/how_to_detect_who_changed_file_or_folder_owner.html
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