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Topic Break Down

Topic No. of Questions

Topic 1, New Update 208

Topic 2, Case Study 1 7

Topic 3, Case Study 2 3

Topic 4, Case Study 3 6

Topic 5, Case Study 4 4

Topic 6, Mixed Questions | 310

Total 538
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QUESTION NO: 1

You configure a conditional access policy. The locations settings are configured as shown in the Locations exhibit. (Click the
Locations tab.)

Control user access based on their physical
location, Learn more

Configure @

Any location
e All trusted locations

Selected locations

The users and groups settings are configured as shown in the Users and Groups exhibit. (Click Users and Groups tab.)
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Users and groups A

Include Exclude

Mone
All users

®) Select users and groups

| Directory roles (preview) ©
Security reader R

nd groups

Members of the Security reader group report that they cannot sign in to Microsoft Active Directory (Azure AD) on their device
while they are in the office.

You need to ensure that the members of the Security reader group can sign in in to Azure AD on their device while they are
in the office. The solution must use the principle of least privilege.

What should you do?

A. From the conditional access policy, configure the device state.

B. From the Azure Active Directory admin center, create a custom control.
C. From the Intune admin center, create a device compliance policy.

D. From the Azure Active Directory admin center, create a named location.

ANSWER: D

Explanation:
References:

https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/location-condition

QUESTION NO: 2

You have a Microsoft 365 tenant.

You plan to manage incidents in the tenant by using the Microsoft 365 security center.
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Which Microsoft service source will appear on the Incidents page of the Microsoft 365 security center?
A. Microsoft Cloud App Security

B. Azure Sentinel

C. Azure Web Application Firewall

D. Azure Defender

ANSWER: A
Explanation:
Reference:

https://docs.microsoft.com/en-us/microsoft-365/security/defender/investigate-alerts?view=0365-worldwide

QUESTION NO: 3

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a
unique solution that might meet the stated goals. Some question sets might have more than one correct solution, while
others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in
the review screen.

You have a new Microsoft 365 subscription.

You need to prevent users from sending email messages that contain Personally Identifiable Information (PII).
Solution: From the Exchange admin center, you create a data loss prevention (DLP) policy.

Does this meet the goal?

A. Yes

B. No

ANSWER: A

QUESTION NO: 4

You have a Microsoft 365 subscription that uses Microsoft 365 compliance center retention policies.

You implement a preservation lock on a retention policy that is assigned to all executive users.

Which two actions can you perform on the retention policy? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point?

A. Add locations to the policy
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B. Reduce the duration of policy
C. Remove locations from the policy
D. Extend the duration of the policy

E. Disable the policy

ANSWER: AD

QUESTION NO: 5 - (HOTSPOT)

HOTSPOT
Your company uses Microsoft Defender Advanced Threat Protection (Microsoft Defender ATP).

The devices onboarded to Microsoft Defender ATP are shown in the following table.

Name Machine group
Devicel ATP1
Device2 ATP1
Device3 ATP2

The alerts visible in the Microsoft Defender ATP alerts queue are shown in the following table.

Name Machine
Alertl Devicel
Alent2 Device2
Alert3 Device3

You create a suppression rule that has the following settings:

= Triggering I0C: Any 10C

= Action: Hide alert

= Suppression scope: Alerts on ATP1 machine group

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Hot Area:
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Answer Area

Statements Yes No

After you create the suppression rule, Alert1 is visible in the alerts queue. O O

After you create the suppression rule, Alert3 is visible in the alerts queue.

O

After you create the suppression rule, a new alert triggered on Device2 is O O
visible in the alerts queue.
ANSWER:
Answer Area

Statements Yes No
After you create the suppression rule, Alert1 is visible in the alerts queue. O O
After you create the suppression rule, Alert3 is visible in the alerts queue. O Q
After you create the suppression rule, a new alert triggered on Device2 is O o

visible in the alerts queue.

Explanation:

A suppression rule will not affect alerts that are already in the alerts queue. Only new alerts will be suppressed.

QUESTION NO: 6

You have Windows 10 Pro devices that are joined to an Active Directory domain.

You plan to create a Microsoft 365 tenant and to upgrade the devices to Windows 10 Enterprise.
You are evaluating whether to deploy Windows Hello for Business.

What are two prerequisites of the deployment? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point.

A. Microsoft Endpoint Manager enroliment

B. Microsoft Azure Active Directory (Azure AD)
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C. smartcards

D. TPM-enabled devices

ANSWER: AB

Explanation:

Reference: https://docs.microsoft.com/en-us/windows/security/identity-protection/hello-for-business/hello-hybrid-aadj-sso-
base

QUESTION NO: 7

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a
unique solution that might meet the stated goals. Some question sets might have more than one correct solution, while
others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in
the review screen.

Your network contains an Active Directory domain named contoso.com that is synced to Microsoft Azure Active Directory
(Azure AD).

You manage Windows 10 devices by using Microsoft System Center Configuration Manager (Current Branch).
You configure pilot co-management.

You add a new device named Device1 to the domain. You install the Configuration Manager client on Device1.
You need to ensure that you can manage Device1 by using Microsoft Intune and Configuration Manager.
Solution: You create a device configuration profile from the Device Management admin center.

Does this meet the goal?

A. Yes

B. No

ANSWER: B

QUESTION NO: 8

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a
unique solution that might meet the stated goals. Some question sets might have more than one correct solution, while
others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in
the review screen.
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You have a Microsoft 365 subscription.

You discover that some external users accessed content on a Microsoft SharePoint site. You modify the SharePoint sharing
policy to prevent sharing outside your organization.

You need to be notified if the SharePoint sharing policy is modified in the future.
Solution: From the SharePoint site, you create an alert.

Does this meet the goal?

A. Yes

B. No

ANSWER: B

QUESTION NO: 9 - (DRAG DROP)

DRAG DROP

You create a Microsoft 365 subscription.

You need to create a deployment plan for Microsoft Defender for Identity.

Which four actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the

answer area and arrange them in the correct order.

Select and Place:
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Actions Answer Area

Configure the sensor settings.

" Download the Defender for Identity
sensor setup package.

Create a Threat policy.

OlY,

Install sensors.

Create a Defender for Identity
instance.

Create an Azure Active Directory
((Azure AD) conditional access policy.

ANSWER:
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Actions Answer Area

Create a Defender for Identity
instance

Download the Defender for Identity
sensor setup package

Create a Threat policy. @ Install sensors. @

@ Configure the sensor settings

Create an Azure Active Directory
(Azure AD) conditional access policy. |

Explanation:

Reference: https://docs.microsoft.com/en-us/defender-for-identity/install-step1 https://docs.microsoft.com/en-us/defender-for-
identity/install-step3 https://docs.microsoft.com/en-us/defender-for-identity/install-step4

QUESTION NO: 10

You plan to use the Security & Compliance admin center to import several PST files into Microsoft 365 mailboxes.
Which three actions should you perform before you import the data? Each correct answer presents part of the solution.
NOTE: Each correct selection is worth one point.

A. From the Exchange admin center, create a public folder.

B. Copy the PST files by using AzCopy.

C. From the Exchange admin center, assign admin roles.

D. From the Microsoft Azure portal, create a storage account that has a blob container.

E. From the Microsoft 365 admin center, deploy an add-in.

F. Create a mapping file that uses the CSV file format.
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ANSWER: BC F

Explanation:

References: https://docs.microsoft.com/en-us/office365/securitycompliance/use-network-upload-to-import-pst-files

QUESTION NO: 11

You have a Microsoft 365 E5 tenant.

Users store data in the following locations:

You need to retain Microsoft 365 data for two years.

What is the minimum number of retention policies that you should create?
A.1

B.2

C.3

D.4

ANSWER: D
Explanation:

Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/create-retention-policies ?view=0365-worldwide

QUESTION NO: 12

You have a Microsoft 365 E5 tenant.

The Microsoft Secure Score for the tenant is shown in the following exhibit.
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Microsoft Secure Score

Overview Improvement actions History Metrics & trends

Actions you can take to improve your Microsoft Secure Score. Score updates may take up to 24 hours.

4+ Export 12 items £ Search + Filter {= Group by

Applied filters:

Rank @ Improvement action Score impact Points achieved
1 Fequire MFA for administrative roles +16.95% 0/10
P Ensure all users can complete multi-factor authentication for.. +15.25% 0/9
3 Enable policy to block legacy authentication +13.56% /8
4 Turn on user risk policy +11.86% 07
5 Turn on sign-in risk policy +11.86% 0/7
6 Do not allow users to grant consent to unmanaged applicatio.. +6.78% 0/4
7 Enable self-service password reset +1.69% 0/1
8 Turn on customer lockbox feature +1.69% 0/1
9 Use limited administrative roles +1.69% 0N
10 Designate more than one global admin +1.69% 0/1

You plan to enable Security defaults for Azure Active Directory (Azure AD).
Which three improvement actions will this affect?

A. Require MFA for administrative roles.

B. Ensure all users can complete multi-factor authentication for secure access
C. Enable policy to block legacy authentication

D. Enable self-service password reset

E. Use limited administrative roles

ANSWER: AB C

Explanation:

Reference: https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/concept-fundamentals-security-defaults

QUESTION NO: 13

You have a Microsoft 365 E5 tenant.
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You need to be notified when emails with attachments that contain sensitive personal data are sent to external recipients.
Which two policies can you use? Each correct answer presents a complete solution.

NOTE: Each correct selection is worth one point.

A. a data loss prevention (DLP) policy

B. a sensitivity label policy

C. a Microsoft Defender for Cloud Apps file policy

D. a communication compliance policy

E. a retention label policy

ANSWER: AD

Explanation:
Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/data-loss-prevention-policies ?view=0365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/compliance/communication-compliance ?view=0365-worldwide

QUESTION NO: 14

Your company has a Microsoft 365 subscription that uses an Azure Active Directory (Azure AD) tenant named contoso.com.
The tenant contains computers that run Windows 10 Enterprise and are managed by using Microsoft Endpoint Manager. The
computers are configured as shown in the following table.

Name CPU Cores RAM TPM
Computerl 64-bit 2 12 GB Enabled
Computer2 64-bit ! 12 GB Enabled
Computer3 64-bit 8 16 GB Disabled
Computerd 32-bat + 4GB Disabled

You plan to implement Windows Defender Application Guard for contoso.com.

You need to identify on which two Windows 10 computers Windows Defender Application Guard can be installed.
Which two computers should you identify? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. Computer1

B. Computer3

C. Computer2
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D. Computer4

ANSWER: B C

Explanation:

Reference:

https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-application-guard/reqs-wd-app-guard

QUESTION NO: 15 - (HOTSPOT)

You have 2,500 Windows 10 devices and a Microsoft 365 E5 tenant that contains two users named User1 and User2. The
devices are not enroliment in Microsoft Intune.

In Microsoft Endpoint Manager, the Device limit restrictions are configured as shown in the following exhibit.

Device himit restrictions

In Azure Active Directory (Azure AD), the Device settings are configured as shown in the following exhibit.

From Microsoft Endpoint Manager, you add User2 as a device enrolilment manager (DEM).

For each of the following statement, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.
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Answer Arca
Statements Yed No
¥ wiy Tt O IF
ir i F i e A
ANSWER:
Answer Area
Statements Yes Mo
i i et o Ir
Explanation:
Aniwer Area
Statements Ves Mo

QUESTION NO: 16 - (DRAG DROP)

DRAG DROP
You have a Microsoft 365 E5 subscription that contains a Microsoft SharePoint Online site named Site1.

You need to automatically label the documents on Site1 that contain credit card numbers.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the
answer area and arrange them in the correct order.

Select and Place:
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Actions

Create a sensitivity label.

Create an auto-labeling policy.
| Create a sensitive information type.

Wait 24 hours, and then turn on the policy.

Publish the label.

Create a retention label.

Wait eight hours, and then turn on the policy.

ANSWER:

Actions

Create a sensitive information type.

Wait 24 hours, and then turn on the policy.

Create a retention label.

Wait eight hours, and then turn on the policy.

Explanation:

Reference:

Answer Area

Answer Area

Create a sensitivity label.

Publish the label.

| Create an auto-labeling policy.

https://docs.microsoft.com/en-us/microsoft-365/compliance/sensitivity-labels?view=0365-worldwide#what-label-policies-can-
do https://docs.microsoft.com/en-us/microsoft-365/compliance/apply-sensitivity-label-automatically?view=0365-worldwide

QUESTION NO: 17

You create a new Microsoft 365 subscription and assign Microsoft 365 E3 licenses to 100 users.

From the Security & Compliance admin center, you enable auditing.

You are planning the auditing strategy.

Which three activities will be audited by default? Each correct answer presents a complete solution.

NOTE: Each correct selection is worth one point.
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A. An administrator creates a new Microsoft SharePoint site collection.
B. An administrator creates a new mail flow rule.

C. A user shares a Microsoft SharePoint folder with an external user.
D. A user delegates permissions to their mailbox.

E. A user purges messages from their mailbox.

ANSWER: ABC

Explanation:

References: https://docs.microsoft.com/en-us/office365/securitycompliance/search-the-audit-log-in-security-and-
compliance?redirectSourcePath=%252farticle %252f0d4d0f35-390b-4518-800e-0c7ec95e946¢

QUESTION NO: 18
You have a Microsoft 365 E5 subscription that uses an Azure Active Directory (Azure AD) tenant named

contoso.com.

You need to ensure that users can enroll devices in Microsoft Endpoint Manager without manually entering the address of
Microsoft Endpoint Manager.

Which two DNS records should you create? Each correct answer presents part of the solution.
NOTE: Each correct selection is worth one point.

a CNAME record for AutoDiscover.contoso.com

a CNAME record for EnterpriseEnroliment.contoso.com

a TXT record for EnterpriseRegistration.contoso.com

an SRV record for _SIPfederationTLS.contoso.com

A.

B.

C.

D. an SRV record for _SIP._TLS.contoso.com

E.

F. a CNAME record for EnterpriseRegistration.contoso.com
G.

a TXT record for EnterpriseEnroliment.contoso.com

ANSWER: B F

QUESTION NO: 19

You have a Microsoft 365 subscription that contains an Azure Active Directory (Azure AD) tenant named contoso.com. The
tenant contains the users shown in the following table.
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Name Username Type
Userl Userl@contoso.com Member
User2 User2@sub.contoso.com Member
User3 User3@adatum.com Member
Userd Userd@outlook.com Guest
User5 User5@gmail.com Guest

You create and assign a data loss prevention (DLP) policy named Policy1. Policy1 is configured to prevent documents that
contain Personally Identifiable Information (PIl) from being emailed to users outside your organization.

To which users can User1 send documents that contain PII?
A. User2 only

B. User2 and User3 only

C. User2, User3, and User4 only

D. User2, User3, User4, and User5

ANSWER: B

Explanation:

Guest accounts are considered “outside your organization”. Users who have non-guest accounts in a host organization's
Active Directory or Azure Active Directory tenant are considered as people inside the organization.

Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/data-loss-prevention-policies?view=0365-worldwide

QUESTION NO: 20

You have a Microsoft 365 E5 subscription that uses Microsoft Defender Advanced Threat Protection (Microsoft Defender
ATP).

D18912E1457D5D1DDCBD40AB3BF70D5D

From Microsoft Defender ATP, you turn on the Allow or block file advanced feature.
You need to block users from downloading a file named File1.exe.

What should you use?

A. a suppression rule

B. an indicator

C. a device configuration profile
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ANSWER: C

Explanation:

Reference:

https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/respond-filealerts#allow-or-block-

file
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