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QUESTION NO: 1

At which stage of the kill chain will an attacker use tools, such as nmap, ARIN, and banner grabbing, on the targeted
organization’s network?

A. Exploitation
B. Reconnaissance
C. Lateral movement

D. Weaponization

ANSWER: B

QUESTION NO: 2

Which samples can FortiClient submit to FortiSandbox for analysis? (Choose two.)
A. Downloads from emails

B. URLs from web requests

C. Command and control traffic

D. Files from removable storage

ANSWER: AC

QUESTION NO: 3

Which of the following scan job report sections are generated by static analysis? (Choose two.)
A. Office Behaviors

B. Launched Processes

C. Registry Changes

D. Virtual Simulator
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ANSWER: CD

QUESTION NO: 4

Examine the FortiClient configuration shown in the exhibit. then answer the following question:

Enable FortiSandbox Detection & Analysis «|

Address [10.200.4.213 " Test

'~ | Wait for FortiSandbox results before allowing file access

Timeout:|0 seconds

Deny Access to file if sandbox is unreachable

What is the general rule you should follow when configuring the Timeout value for files submitted to FortiSandbox?
A. It should be long enough for FortiSandbox to complete an antivirus scan of files.

B. It should be long enough for FortiSandbox to complete a cloud query of file hashes.

C. It should be long enough for FortiSandbox to complete sandbox analysis of files.

D. It should be long enough for FortiSandbox to complete a static analysis of files.

ANSWER: C

Explanation:

Reference https://help.fortinet.com/fclient/olh/5-6-6/FortiClient-5.6-
Admin/800_Sandbox%20Detection/0605_Config%20submission%20and%20remediation.h tm

QUESTION NO: 5

Examine the virtual Simulator section of the scan job report shown in the exhibit, then answer the following question:
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Action
WScript CroateObject
XMLHTTP.open
Connectisn
Wcript CreateDbject
XMLHTTP.0open
Connectien
Whcript_CroateObject
HMLHTTP.opeén
Connection
Wicript.CreateDbject
XMLHTTF.open
Connection
Whcript _CroateObject
NMLHTTP.open
Connection

Based on the behavior observed by the virtual simulator, which of the following statements is the most likely scenario?

Mong
Hone
None
Hone
None
None
Nong
HNane
Hone
Hone
None
MNone
Hong
None

Mone

Description
MSXMLINMLHTTR

url-http:ffbv truecompassdesigns net) counter/ 20000,

abourbank - - GET —=hiipy/f e Trustompassdes. .
MESXMLINMLHTTP

url-hitp:ffbv.truecompassdesigns. netf counterf 20000...

aboutblank - - GET -->http:fbw.truecompassdes..,
BASKMLZ KM LHTTR

wurl-http ;f'.l'lw.Llumrrlpas:des.l'gn:-.l'-el.l':uull!er.f?ﬂl:l:ﬂ:l...

about-tlank - - GET —=hitp:/fbw truscompassdes....
BASKMLIXMLHTTP

url-http:ffbv.truecompassdesigns. net/ counter/?0000....
aboutblank - - GET —->http:/fbwtruecompassdes...

BASKMLIXMLHTTP

url-http:ffbv truecompassd esigne et counter 20000,

abourblank - - GET —=hitp:ffbv truscompassdes....

A. The file contained a malicious image file.

B. The file contained malicious JavaScript.

C. The file contained a malicious macro.

D. The file contained a malicious URL.

ANSWER: B

Mathod
Dynamic Analysis
Chynamic Andabysis
Chyrnarmic Analysis
Dynamic Analysls
Dynamic Analysis
Dynamic Analysis
Dynamic Analysis
Chyrarmet Arabysis
Chynarmed Analysis

Dynanc Analysis

Dynamic Analysis
Dynamic Anabysis
Dynamic &nalysis
Chyrnarmic Anabysis

Dynanuc Analysis

Timestamp
2018:01-27 0408 31,31 3405
20168:01-21 Od:08:31. 313733
201E01-21 Od:0B:31. 313808
2015-01-21 D:0E:31.314096
2015401-30 00831, 314600
2O18401-21 O4:08:31, 314657
F1801-21 0d:08:31.314894
20 18-01-21 (40831315164
2018-01-21 04:08:31.315232
Z018-01-21 04:08:31.315397
2018-01-21 04:08:31 315624
2018401-21 4:08:31,315679
FMB01-21 4:08:31.315838
2018-01-21 04:08:31.316091
2018-01-21 4:08:31,316159
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