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Topic Break Down

Topic No. of Questions

Topic 1, Cloud Foundry 11

Topic 2, Docker 3

Topic 3, Kubernetes 13

Topic 4, DevOps 17

Topic 5, Mix Questions 35

Total 79
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QUESTION NO: 1

In Istio, the control plane configures mixers for which two items?

A. Sidecar

B. Data logging

C. User registry

D. Enforcing policies

E. Collecting telemetry

ANSWER: D E 

Explanation:

In the Istio architecture that included Mixer, Mixer was a control-plane component responsible for applying policy decisions to 
service-mesh traffic and producing observability information. Therefore, it was configured to perform enforcing policies and 
collecting telemetry. Policy enforcement included checks such as authorization, quotas, rate limits, and other controls that 
determine whether a request should be allowed or otherwise handled according to configured rules. Telemetry collection 
covered operational data generated from requests, such as metrics, logs, and distributed tracing information, which could 
then be sent to monitoring and observability back ends.

This reflects the historical Istio design used by the exam: proxy sidecars contacted Mixer for policy checks and telemetry 
reporting, while other control-plane capabilities handled proxy configuration and service discovery. Modern Istio versions 
have removed Mixer and moved these responsibilities into other mechanisms, but the question uses the earlier Mixer-based 
architecture. Istio’s archived architecture documentation describes Mixer as enforcing access-control and usage policies and 
collecting telemetry: Istio 1.4: What is Istio?. Additional historical details are available in the Istio 1.5 architecture 
documentation.

QUESTION NO: 2

What does the Twelve Factor App methodology define a 'backing service' as?

A. Any service that is contained within the application to manage state.

B. Any service the application consumes over the network as part of its normal operation.

C. Any service that is disposable, meaning it can be started or stopped at a moment's notice.

D. Any resource managed by the same systems administrators as the applications runtime deploy.

ANSWER: B 

Explanation:

The correct definition is “Any service the application consumes over the network as part of its normal operation.” In the 
Twelve-Factor App methodology, backing services are resources an application uses to perform its work but does not 
implement itself as part of its codebase. Common examples include databases, message queues, caching systems, SMTP 
services, and object storage. The application should treat each such service as an attached resource, accessed through 
configuration such as a URL or connection string rather than through environment-specific assumptions.

This approach creates a clear boundary between the application and its operational dependencies. Because access details 
are stored in configuration, a backing service can be changed—for example, replacing a locally managed database with a 
managed cloud database—without requiring code changes. The application continues to use the dependency through the 
same resource interface, while deployment configuration supplies the new credentials and endpoint. This portability is a core 
goal of cloud-native application design and supports moving workloads between development, test, and production 
environments. The official Twelve-Factor App guidance defines backing services as “any service the app consumes over the 
network as part of its normal operation.” See The Twelve-Factor App: Backing services and IBM Cloud’s Twelve-factor app 
methodology overview.
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QUESTION NO: 3

What are two features of Compose for Redis?

A. Slow logs

B. SSL binding

C. TLS encryption

D. NoSQL deployment

E. Continuous integration

ANSWER: B C 

Explanation:

SSL binding and TLS encryption are features that support secure application connectivity to Compose for Redis, now 
provided within the IBM Cloud Databases for Redis offering. SSL binding supplies an application with service connection 
information and the TLS material needed to establish a protected connection. This reduces the need to manually distribute 
connection credentials or separately configure trust material when an application is bound to the database service.

TLS encryption protects data while it travels between an application and the Redis deployment. The client connects using 
the endpoint and credentials supplied for the service, validates the service certificate as required by the selected connection 
method, and encrypts traffic in transit. This is particularly important when application workloads and managed database 
infrastructure communicate across network boundaries. IBM Cloud documentation describes Redis connection credentials, 
including TLS-enabled connection information, and documents how applications use service credentials to connect securely. 
See the IBM Cloud Databases for Redis documentation and the Redis connection strings documentation.

QUESTION NO: 4

Which factor of the Twelve-Factor App methodology discusses how best to understand an applications lifecycle?

A. Logs

B. Processes

C. Disposability

D. Build, release, run

ANSWER: D 

Explanation:

Build, release, run is correct because this Twelve-Factor App principle explicitly defines an application’s lifecycle as three 
distinct stages. The build stage converts source code and its declared dependencies into a runnable build artifact. The 
release stage combines that immutable build with deployment-specific configuration, creating a release that can be 
deployed. The run stage starts one or more processes from that release in the target execution environment.

Keeping these stages separate gives teams a clear model for how an application moves from code to production. In 
particular, it supports repeatability and traceability: a specific release can be identified, promoted between environments, and 
run without changing the underlying build artifact. This separation is especially valuable for cloud-native delivery pipelines, 
where automated builds, configuration management, deployment, rollback, and scaling must be handled consistently. The 
Twelve-Factor App methodology describes this factor as requiring a strict separation between build, release, and run stages, 
making it the factor that directly addresses how to understand and manage the application lifecycle. See the Twelve-Factor 
App: Build, release, run and IBM’s overview of twelve-factor applications.

QUESTION NO: 5
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Which is an application design pattern for avoiding cascading service failure?

A. Nanoservice

B. Circuit Breaker

C. Service Discovery

D. Service Authorization

ANSWER: B 

Explanation:

The correct answer is Circuit Breaker. This resilience pattern protects a distributed application when a downstream service 
is slow, unavailable, or repeatedly returning errors. Rather than continuing to send requests to a failing dependency, the 
circuit breaker detects a failure threshold and opens the circuit. While open, it fails fast or returns a defined fallback 
response, preventing request queues, thread pools, and connection pools from being exhausted. This containment is 
essential for avoiding a failure in one service propagating through dependent services and causing a broader outage.

After a configured delay, a circuit breaker can enter a half-open state and allow a limited number of trial requests. If the 
dependency has recovered, normal traffic resumes; if it is still failing, the circuit opens again. This controlled recovery 
behavior improves application availability and reduces unnecessary load on an unhealthy service. IBM Cloud Architecture 
Center identifies circuit breakers as a microservices resiliency approach for handling failures in service-to-service calls. The 
pattern is also described in the widely used cloud-design-pattern guidance from Microsoft. See the IBM Cloud Architecture 
Center microservices reference architecture and the Circuit Breaker pattern documentation.

QUESTION NO: 6

Which Twelve-Factor App principle requires configuration that varies between deployments to be stored outside the 
application code?

A. Config

B. Dependencies

C. Processes

D. Logs

ANSWER: A 

Explanation:

Config is correct. The Config factor requires deployment-specific settings to be stored in the environment rather than 
embedded in source code. Examples include database connection information, credentials, service endpoints, and feature 
settings. This allows the same application build to be promoted through development, test, and production while each 
environment supplies its own values.

Keeping configuration separate from code reduces the risk of exposing credentials in a source repository and prevents 
teams from rebuilding an application merely to change an environment-specific value. IBM Cloud applications can receive 
configuration through environment variables, service bindings, Secrets, or other deployment configuration mechanisms. See 
The Twelve-Factor App: Config and IBM Cloud twelve-factor application guidance.

QUESTION NO: 7

Which two practices support a shift-left approach to application security?

A. Run security scans in the continuous integration pipeline.

B. Review security requirements during application design.
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C. Perform security testing only after a production deployment.

D. Remove automated tests to shorten the delivery pipeline.

E. Share production administrator credentials with all developers.

ANSWER: A B 

Explanation:

Running security checks in the continuous integration pipeline supports shift-left security because vulnerabilities can be 
detected while a change is being built and tested, before it is deployed to later environments. Examples include static 
application security testing, dependency scanning, secret detection, and container image scanning.

Reviewing security requirements during design is also a shift-left practice. Considering authentication, authorization, data 
protection, threat scenarios, and compliance requirements early helps teams make security-informed architecture decisions 
before implementation becomes expensive to change. Deferring all security testing until after production deployment is the 
opposite of shift left. See the IBM guidance on shift-left testing and the IBM DevSecOps overview.
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