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Topic Break Down

Topic No. of Questions

Topic 1, Case Study 1 0

Topic 2, Case Study 2 1

Topic 3, Case Study 3 2

Topic 4, Case Study 4 3

Topic 5, Case Study 5 1

Topic 6, Case Study 6 2

Topic 7, Case Study 7 2

Topic 8, Mixed Questions 132

Total 143
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QUESTION NO: 1

Note: This question is a part of series of questions that present the same scenario. Each question in the series contains a 
unique solution that might meet the stated goals. Some question sets might have more than one correct solution, while 
others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in 
the review screen. 

Your company has an on-premises data center and an Azure subscription. The on-premises data center contains a 
Hardware Security Module (HSM). 

Your network contains an Active Directory domain that is synchronized to an Azure Active Directory (Azure AD) tenant. 

The company is developing an application named Application1. Application1 will be hosted in Azure by using 10 virtual 
machines that run Windows Server 2016. Five virtual machines will be in the West Europe Azure region and five virtual 
machines will be in the East US Azure region. The virtual machines will store sensitive company information. All the virtual 
machines will use managed disks. 

You need to recommend a solution to encrypt the virtual machine disks by using BitLocker Drive Encryption (BitLocker). 

Solution: Export a security key from the on-premises HSM. Create one Azure AD service principal. Configure the virtual 
machines to use Azure Storage Service Encryption. 

Does this meet the goal?

A. Yes 

B. No 

ANSWER: B 

Explanation:

We use the Azure Premium Key Vault with Hardware Security Modules (HSM) backed keys.

The Key Vault has to be in the same region as the VM that will be encrypted.

Reference:

https://www.ciraltos.com/azure-disk-encryption-v2/

QUESTION NO: 2

Note: This question is a part of series of questions that present the same scenario. Each question in the series contains a 
unique solution that might meet the stated goals. Some question sets might have more than one correct solution, while 
others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in 
the review screen. 

You have an Azure subscription that contains a resource group named RG1.

You create an Azure Active Directory (Azure AD) group named ResearchUsers that contains the user accounts of all 
researchers.

You need to recommend a solution that meets the following requirements:

 The researchers must be allowed to create Azure virtual machines.

 The researchers must only be able to create Azure virtual machines by using specific Azure Resource Manager templates.

Solution: Create a lab in Azure DevTest Lab. Configure the DevTest Labs settings. Assign the DevTest Labs User role to the 
ResearchUsers group.
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Does this meet the goal?

A. Yes

B. No

ANSWER: B 

Explanation:

Instead: On RG1, assign the Contributor role to the ResearchUsers group. Create a custom Azure Policy definition and 
assign the policy to RG1.

QUESTION NO: 3

You manage an application instance. The application consumes data from multiple databases. Application code references 
database tables using a combination of the server, database, and table name. 

You need to migrate the application instance to Azure. 

What are two possible ways to achieve this goal? Each correct answer presents a complete solution. 

NOTE: Each correct selection is worth one point. 

A. SQL Server Stretch Database

B. SQL Server in an Azure virtual machine

C. Azure SQL Database

D. SQL Managed Instance

ANSWER: A D 

Explanation:

A: Access your SQL Server data seamlessly regardless of whether it's on-premises or stretched to the cloud. You set the 
policy that determines where data is stored, and SQL Server handles the data movement in the background. The entire table 
is always online and queryable. And, Stretch Database doesn't require any changes to existing queries or applications - the 
location of the data is completely transparent to the application.

D: The managed instance deployment model is designed for customers looking to migrate a large number of apps from on-
premises or IaaS, self-built, or ISV provided environment to fully managed PaaS cloud environment, with as low migration 
effort as possible. Using the fully automated Data Migration Service (DMS) in Azure, customers can lift and shift their on-
premises SQL Server to a managed instance that offers compatibility with SQL Server on-premises and complete isolation of 
customer instances with native VNet support.

Reference: https://docs.microsoft.com/en-us/sql/sql-server/stretch-database/stretch-database https://docs.microsoft.com/en-
us/azure/sql-database/sql-database-managed-instance

QUESTION NO: 4

You plan to create an Azure Cosmos DB account that uses the SQL API. The account will contain data added by a web 
application. The web application will send data daily.

You need to recommend a notification solution that meets the following requirements:

 Sends email notification when data is received from IoT devices.  Minimizes compute cost.
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What should you include in the recommendation?

A. Deploy an Azure logic app that has the Azure Cosmos DB connector configured to use a SendGrid action.

B. Deploy a function app that is configured to use the Consumption plan and a SendGrid binding.

C. Deploy an Azure logic app that has a SendGrid connector configured to use an Azure Cosmos DB action.

D. Deploy a function app that is configured to use the Consumption plan and an Azure Event Hubs binding.

E. Deploy an Azure logic app that has a webhook configured to use a SendGrid action.

ANSWER: B 

Explanation:

You can send email by using SendGrid bindings in Azure Functions. Azure Functions supports an output binding for 
SendGrid.

Note: When you're using the Consumption plan, instances of the Azure Functions host are dynamically added and removed 
based on the number of incoming events.

Reference: https://docs.microsoft.com/en-us/azure/azure-functions/functions-bindings-sendgrid 
https://docs.microsoft.com/en-us/azure/azure-functions/functions-scale#consumption-plan

QUESTION NO: 5

You have an on-premises Active Directory forest and an Azure Active Directory (Azure AD) tenant. All Azure AD users are 
assigned a Premium P1 license.

You deploy Azure AD Connect.

Which two features are available in this environment that can reduce operational overhead for your company’s help desk? 
Each correct answer presents a complete solution.

NOTE: Each correct selection is worth one point.

A. Azure AD Privileged Identity Management policies

B. access reviews

C. self-service password reset

D. Microsoft Cloud App Security Conditional Access App Control

E. password writeback

ANSWER: C E 

QUESTION NO: 6

You architect a solution that calculates 3D geometry from height-map data.

You have the following requirements:

 Perform calculations in Azure.

 Each node must communicate data to every other node.
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 Maximize the number of nodes to calculate multiple scenes as fast as possible.  Require the least amount of effort to 
implement.

You need to recommend a solution.

Which two actions should you recommend? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. Create a render farm that uses Azure Batch.

B. Enable parallel file systems on Azure.

C. Enable parallel task execution on compute nodes.

D. Create a render farm that uses virtual machine (VM) scale sets.

E. Create a render farm that uses virtual machines (VMs).

ANSWER: A C 

QUESTION NO: 7

Note: This question is a part of series of questions that present the same scenario. Each question in the series contains a 
unique solution that might meet the stated goals. Some question sets might have more than one correct solution, while 
others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in 
the review screen. 

You have an Azure subscription named Project1. Only a group named Project1admins is assigned roles in the Project1 
subscription. The Project1 subscription contains all the resources for an application named Application1.

Your company is developing a new application named Application2. The members of the Application2 development team 
belong to an Azure Active Directory (Azure AD) group named App2Dev.

You identify the following requirements for Application2:

 The members of App2Dev must be prevented from changing the role assignments in Azure.

 The members of App2Dev must be able to create new Azure resources required by Application2.

 All the required role assignments for Application2 will be performed by the members of Project1admins.

You need to recommend a solution for the role assignments of Application2.

Solution: In Project1, create a resource group named Application2RG. Assign Project1admins the Owner role for 
Application2RG. Assign App2Dev the Contributor role for Application2RG.

Does this meet the goal?

A. Yes

B. No

ANSWER: B 

Explanation:

You should use a separate subscription for Project2.
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QUESTION NO: 8

Note: This question is a part of series of questions that present the same scenario. Each question in the series contains a 
unique solution that might meet the stated goals. Some question sets might have more than one correct solution, while 
others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in 
the review screen. 

Your company has an on-premises Active Directory Domain Services (AD DS) domain and an established Azure Active 
Directory (Azure AD) environment.

Your company would like users to be automatically signed in to cloud apps when they are on their corporate desktops that 
are connected to the corporate network.

You need to enable single sign-on (SSO) for company users.

Solution: Configure an AD DS server in an Azure virtual machine (VM). Configure bidirectional replication.

Does the solution meet the goal?

A. Yes

B. No

ANSWER: B 

QUESTION NO: 9

You plan to deploy 200 Microsoft SQL Server databases to Azure by using Azure SQL Database and Azure SQL Database 
Managed Instance.

You need to recommend a monitoring solution that provides a consistent monitoring approach for all deployments. The 
solution must meet the following requirements:

 Support current-state analysis based on metrics collected near real-time, multiple times per minute, and maintained for up 
to one hour  Support longer term analysis based on metrics collected multiple times per hour and maintained for up to two 
weeks.  Support monitoring of the number of concurrent logins and concurrent sessions.

What should you include in the recommendation?

A. dynamic management views

B. trace flags

C. Azure Monitor

D. SQL Server Profiler

ANSWER: C 

QUESTION NO: 10

You have an on-premises Hyper-V cluster. The cluster contains Hyper-V hosts that run Windows Server 2016 Datacenter. 
The hosts are licensed under a

Microsoft Enterprise Agreement that has Software Assurance.
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The Hyper-V cluster hosts 30 virtual machines that run Windows Server 2012 R2. Each virtual machine runs a different 
workload. The workloads have predictable consumption patterns.

You plan to replace the virtual machines with Azure virtual machines that run Windows Server 2016. The virtual machines 
will be sized according to the consumption pattern of each workload.

You need to recommend a solution to minimize the compute costs of the Azure virtual machines.

Which two recommendations should you include in the solution? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. Purchase Azure Reserved Virtual Machine Instances for the Azure virtual machines

B. Create a virtual machine scale set that uses autoscaling

C. Configure a spending limit in the Azure account center

D. Create a lab in Azure DevTest Labs and place the Azure virtual machines in the lab

E. Activate Azure Hybrid Benefit for the Azure virtual machines

ANSWER: A E 

Explanation:

A: With Azure Reserved VM Instances (RIs) you reserve virtual machines in advance and save up to 80 percent.

E: For customers with Software Assurance, Azure Hybrid Benefit for Windows Server allows you to use your on-premises 
Windows Server licenses and run Windows virtual machines on Azure at a reduced cost. You can use Azure Hybrid Benefit 
for Windows Server to deploy new virtual machines with Windows OS.

Reference:

https://azure.microsoft.com/en-us/pricing/reserved-vm-instances/

https://docs.microsoft.com/en-us/azure/virtual-machines/windows/hybrid-use-benefit-licensing

QUESTION NO: 11

You have a web app named App1 that is hosted on-premises and on four Azure virtual machines. Each virtual machine is in 
a different region.

You need to recommend a solution to ensure that users will always connect to the closest instance of App1. The solution 
must prevent the users from attempting to connect to a failed instance of App1.

Which two possible recommendations achieve the goal? Each correct answer presents a complete solution.

NOTE: Each correct selection is worth one point.

A. Azure Front Door Service

B. Azure Load Balancer

C. round-robin DNS

D. Azure Traffic Manager

E. Azure Application Gateway

ANSWER: A D 
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QUESTION NO: 12

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a 
unique solution that might meet the stated goals. Some question sets might have more than one correct solution, while 
others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in 
the review screen. 

You have an on-premises Hyper-V clusters that hosts 20 virtual machines. Some virtual machines run Windows Server 2016 
and some run Linux.

You plan to migrate the virtual machines to an Azure subscription.

You need to recommend a solution to replicate the disks of the virtual machines to Azure. The solution must ensure that the 
virtual machines remain available during the migration of the disks.

Solution: You recommend implementing an Azure Storage account, and then running AzCopy.

Does this meet the goal?

A. Yes

B. No

ANSWER: B 

Explanation:

AzCopy only copy files, not the disks. Instead use Azure Site Recovery.

References: https://docs.microsoft.com/en-us/azure/site-recovery/site-recovery-overview

QUESTION NO: 13

You have an Azure subscription.

Your on-premises network contains a file server named Server1. Server1 stores 5 TB of company files that are accessed 
rarely.

You plan to copy the files to Azure Storage.

You need to implement a storage solution for the files that meets the following requirements:

 The files must be available within 24 hours of being requested.  Storage costs must be minimized.

Which two possible storage solutions achieve this goal? Each correct answer presents a complete solution.

NOTE: Each correct selection is worth one point.

A. Create a general-purpose v2 storage account that is set to the Cool access tier. Create a file share in the storage account 
and copy the files to the file share.

B. Create a general-purpose v2 storage account that is set to the Host access tier. Create a blob container, copy the files to 
the blob container, and set each file to the Archive access tier.

C. Create a general-purpose v1 storage account. Create a file share in the storage account and copy the files to the file 
share.

D. Create an Azure Blob storage account that is set to the Cool access tier. Create a blob container, copy the files to the 
blob container, and set each file to the Archive access tier.
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E. Create a general-purpose v1 storage account. Create a blob container and copy the files to the blob container.

ANSWER: A E 

Explanation:

A: Azure storage offers different access tiers, which allow you to store blob object data in the most cost-effective manner. 
The Cool access tier is optimized for storing data that is infrequently accessed and stored for at least 30 days.

E: Using a file share is cheaper than using a blob container.

Incorrect Answers:

B, D: The Archive tier is optimized for storing data that is rarely accessed and stored for at least 180 days with flexible 
latency requirements (on the order of hours).

C: Using a Blob container would be cheaper than using a file share.

References:

https://docs.microsoft.com/en-us/azure/storage/blobs/storage-blob-storage-tiers

QUESTION NO: 14

You have an Azure subscription that contains an Azure Blob storage account named store1.

You have an on-premises file server named Server1 that runs Windows Server 2016. Server1 stores 500 GB of company 
files.

You need to store a copy of the company files in store1.

Which two possible Azure services achieve this goal? Each correct answer presents a complete solution.

NOTE: Each correct selection is worth one point.

A. an Azure Import/Export job

B. an integration account

C. an Azure Batch account

D. Azure data Factory

E. an On-premises data gateway

ANSWER: A D 
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