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QUESTION NO: 1

A security administrator needs to set up multifactor authentication for a cloud application. Which of the following should the
administrator use to establish an authentication process? (Choose two.)

A. Logs

B. Password
C. Receipt
D. Encryption
E. Database

F. Software token

ANSWER: B F

QUESTION NO: 2

Concerned with vulnerabilities on a home network, an administrator replaces the wireless router with a recently released new
device. After configuring the new device utilizing the old SSID and key, some light switches are no longer communicating.
Which of the following is the MOST likely cause?

A. The light switches do not support WPA2.

B. The router is operating on a different channel.

C. The key does not meet password complexity requirements.

D. The SSID is not being broadcast.

ANSWER: B

QUESTION NO: 3

A technician replaces the video card in a user's PC. The user reports the resolution on the display seems very low, but the
operating system will not let the user adjust it any higher. Which of the following steps would MOST likely fix this problem?

A. Replace the user’s display.
B. Update the PC’s operating system.

C. Replace the video cable.
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D. Install new video drivers.

ANSWER: D

QUESTION NO: 4

Which of the following operating systems do not require extensions on files to execute a program? (Choose two.)
A. Windows 7

B. Windows 8

C. UNIX

D. Windows Server 2012

E. Android

F. Linux

ANSWER: CF

QUESTION NO: 5

Which of the following network protocols will MOST likely be used when sending and receiving Internet email? (Choose two.)
A. SMTP

B. POP3

C. SNMP

D. DHCP

E. ICMP

F. SFTP

ANSWER: AB

QUESTION NO: 6

A company’s team members have both old and new laptops. Which of the following connectors should be available in the
conference room to ensure everyone can use the conference room projectors? (Choose two.)

A. USB
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B. HDMI
C. FireWire
D.VGA
E. Bluetooth
F. RJ45

ANSWER: BD

QUESTION NO: 7

Which of the following BEST describes a LAN-hosted application? (Choose two.)
A. Internet access required

B. Services required

C. Network required

D. Files saved to the cloud

E. Internet access not required

F. Cloud availability

ANSWER: C E

QUESTION NO: 8

Which of the following programming constructs would be used to repeat a statement 100 times in a loop?
A.IF

B. ELSE

C. RETURN

D. WHILE

ANSWER: D

QUESTION NO: 9
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All users have access to an application at a company. The data from the application is stored on a centralized device located
on the network. Which of the following devices would MOST likely be used to store the data?

A. Server
B. Tape library
C. External HDD

D. Workstation

ANSWER: A

QUESTION NO: 10

A systems administrator wants to run a script at a certain time every day. Which of the following is the BEST way to achieve
this?

A. Perform process management.
B. Perform task scheduling.
C. Set the system date and time.

D. Set a reminder to run the script.

ANSWER: B

QUESTION NO: 11

Which of the following storage devices have a spinning disk? (Choose two.)
A. Optical drive

B. SSD

C.HDD

D. Flash drive

E. RAM

F. ROM

ANSWER: AC
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QUESTION NO: 12

Which of the following intellectual property concepts BEST represents a legally protected slogan of a business?
A. Contract

B. Patent

C. Copyright

D. Trademark
ANSWER: D

QUESTION NO: 13

An employee’s laptop does not connect to the Internet when it is used in a coffee shop. Which of the following is the MOST
likely cause?

A. Script blocker
B. Proxy settings
C. Private browsing

D. Full browser cache

ANSWER: B

QUESTION NO: 14

Which of the following is the BEST example of structured data?
A. Employee beverage preferences organized in a single text field
B. Manager home addresses stored in a flat file without fields

C. Vendor order information stored in unnamed fields

D. Customer information that can be sorted or grouped by any field

ANSWER: D

QUESTION NO: 15
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Which of the following are the primary functions of an operating system? (Choose two.)
A. Provide structure for file and data management.

B. Provide protection against malware and viruses.

C. Provide peer-to-peer networking capability.

D. Provide user data encryption.

E. Provide virtual desktop capability.

F. Provide system resources.

ANSWER: AF
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