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QUESTION NO: 1

Which three authorization results can Cisco ISE return to a switch as part of an authorization profile? (Choose three.)

A. Downloadable ACL

B. VLAN assignment

C. URL redirect

D. Access point radio-channel assignment

E. Switch software-image upgrade

F. Spanning Tree root-bridge priority

ANSWER: A B C 

Explanation:

Cisco ISE authorization profiles can return attributes that instruct a network access device how to enforce access for an 
authenticated endpoint. A downloadable ACL can be returned so that the switch applies a per-session access-control 
policy. A VLAN assignment can place the endpoint into the VLAN appropriate for its authorization result. A URL redirect 
can redirect an endpoint to a guest, client provisioning, posture, or other web portal.

These results allow Cisco ISE to make policy decisions centrally while the switch or wireless controller remains the 
enforcement point. Cisco documents authorization profiles and RADIUS-based authorization attributes in the Cisco ISE 
Administrator Guide.

QUESTION NO: 2

Which two functions can be applied by a Cisco wireless LAN controller when AAA override is enabled for a WLAN? (Choose 
two.)

A. Per-user VLAN assignment

B. Downloadable ACL assignment

C. Access point radio channel assignment

D. Access point transmit power adjustment

E. Controller management IP address assignment

ANSWER: A B 

Explanation:

AAA override allows a RADIUS server to return session-specific authorization attributes that the wireless LAN controller 
applies to a successfully authenticated client. A per-user VLAN assignment and a downloadable ACL are supported 
examples. This allows Cisco ISE or another RADIUS server to assign access dynamically according to identity and 
authorization policy.

AAA override does not modify the access point radio channel or transmit power, because these are Radio Resource 
Management functions. It also does not change the controller management IP address. Cisco documents RADIUS 
authorization attributes and AAA override in the Cisco Wireless Controller Configuration Guide.

QUESTION NO: 3

Which option describes the benefits of a secure BYOD architecture using SGT?
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A. complex network design and lower operational costs

B. eliminates ACL explosion and offloads filtering to ASA for rich and scalable policy rule automation

C. complex network design and topology dependent segmentation using Security Group

D. Segmentation using Security Group is topology dependent and offloads filtering to ASA for rich and scalable policy rule 
automation.

ANSWER: B 

Explanation:

The statement “eliminates ACL explosion and offloads filtering to ASA for rich and scalable policy rule automation” describes 
the central operational advantage of using Cisco TrustSec Security Group Tags (SGTs) in a BYOD design. Rather than 
basing access policy solely on individual IP addresses, subnets, VLANs, or physical location, TrustSec assigns 
authenticated users and devices to security groups. Policy can then be defined once between source and destination groups 
and applied consistently as those endpoints move across the network. This substantially reduces the number of network-
specific access-control entries required to express the same business intent, commonly called ACL explosion.

For BYOD, this model is especially useful because device location and addressing can change frequently. Cisco Identity 
Services Engine can classify endpoints during authentication and associate the appropriate SGT, while TrustSec-capable 
enforcement points apply the resulting group-based policy. Cisco security platforms, including ASA in supported TrustSec 
integrations, can use this contextual group identity to enforce security policy at the firewall layer. The result is more scalable, 
centrally managed, and automation-friendly segmentation than maintaining large sets of IP- and VLAN-based rules. Cisco 
describes TrustSec as delivering scalable, policy-based access control using security group tags; see Cisco TrustSec and 
Cisco TrustSec Architecture.

QUESTION NO: 4

Which feature should you recommend if a customer has high-density wireless deployments and they want to monitor 
bandwidth consumption and manage network resource utilization?

A. CleanAir

B. Bonjour

C. ACL

D. AVC

ANSWER: D 

Explanation:

Application Visibility and Control (AVC) is the appropriate feature because it provides application-aware traffic visibility and 
policy enforcement for Cisco wireless networks. In a high-density deployment, aggregate client traffic can quickly consume 
available radio and wired uplink capacity. AVC uses Network-Based Application Recognition to identify applications and 
classify their traffic, allowing administrators to see which applications are consuming bandwidth rather than viewing only 
generic IP flows or client totals. This visibility supports capacity planning and operational troubleshooting by exposing traffic 
patterns that affect network resource utilization.

AVC also enables application-specific controls, such as applying quality-of-service markings and rate limits to selected 
application traffic. An organization can therefore prioritize business-critical applications while limiting traffic that is less 
important to its operational goals. This combination of detailed application-level bandwidth monitoring and policy-based 
resource management makes AVC particularly valuable where many wireless clients share finite RF airtime and network 
bandwidth. Cisco documents wireless AVC as a capability for application classification, visibility, and control through 
application-based policies. See the Cisco Catalyst 9800 Wireless Controller AVC configuration guide and Cisco’s Application 
Visibility and Control overview.
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QUESTION NO: 5

Within Cisco ISE, which persona or node is responsible for enforcing policy?

A. Policy Administration Node

B. Guest Service persona

C. Inline Posture Node

D. Policy Service Node

ANSWER: D 

Explanation:

The Policy Service Node is responsible for policy enforcement in Cisco Identity Services Engine. It is the runtime persona 
that receives authentication and authorization requests from network access devices, evaluates those requests against the 
configured identity and authorization policies, and returns the resulting authorization decision. For example, when a user or 
endpoint connects through a switch, wireless controller, or VPN gateway, the Policy Service Node processes the applicable 
RADIUS transaction and supplies the authorization result that the enforcement device uses to allow, deny, restrict, or 
otherwise control access.

Policy Service Nodes can be deployed in a distributed design so that requests are handled close to access devices and so 
that the deployment can scale and remain available. They rely on centrally administered policy and identity-related 
configuration, but their operational role is to apply that policy during live network-access sessions. Cisco describes the Policy 
Service persona as providing network access, posture, guest, and client-provisioning services, with authentication and 
authorization processing being central to its function. See Cisco’s Identity Services Engine deployment guidance and the 
Cisco ISE administrator guide overview.
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