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QUESTION NO: 1

Which two design practices improve resiliency for a branch that uses broadband Internet and MPLS as WAN transports?
(Choose two.)

A. Use diverse service providers.

B. Use physically diverse access paths.

C. Terminate both circuits on the same provider edge.
D. Use one static default route for all transports.

E. Use the same building entrance for both circuits.

ANSWER: AB

Explanation:

Using diverse service providers and using physically diverse access paths are correct because they reduce shared failure
dependencies. Separate providers can protect against an individual carrier outage, while diverse local access paths,
demarcations, and building entrances reduce the likelihood that a single last-mile or physical-facility event affects both
circuits.

Using the same provider edge and the same local access path can leave both transports dependent on common
infrastructure. A single static default route also does not provide transport failover by itself. Cisco SD-WAN supports policy-
based use of multiple available WAN transports, but underlay diversity remains essential to resilient design. See the Cisco
SD-WAN solutions overview.

QUESTION NO: 2

Which two IPv6 transition approaches allow IPv6 and IPv4 traffic to coexist during a migration? (Choose two.)
A. dual stack

B. tunneling

C. ARP proxying

D. VLAN pruning

E. route summarization

ANSWER: AB

Explanation:

Dual stack and tunneling are correct. Dual stack enables a device or network to run IPv4 and IPv6 simultaneously, allowing
communication over either protocol as required. This is often used while applications, service providers, and remote sites
transition at different times.

Tunneling carries IPv6 packets across an IPv4-only network by encapsulating the IPv6 packet within an IPv4 packet
between tunnel endpoints. It provides IPv6 connectivity when the intervening transport does not yet natively support IPv6.
Translation is another transition category, but it is used to enable communication between IPv4-only and IPv6-only endpoints
rather than to transport one protocol unchanged across the other protocol's network. Cisco discusses IPv6 deployment and
transition methods in the Cisco I0S XE IPv6 Configuration Guide.

QUESTION NO: 3

What are the three architectural building blocks of the enterprise WAN? (Choose three.)
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A. regional WAN

B. MAN (metro WAN)
C.LAN

D. WAN core

E. data center interconnect

F. virtual overlay

ANSWER: ABD

Explanation:

The enterprise WAN is commonly designed as a hierarchical architecture with a WAN core, a regional WAN, and a MAN
(metro WAN). The WAN core provides the resilient, high-capacity backbone that interconnects geographically distributed
regions and supports long-distance transport. It is the foundation for scalable connectivity across the enterprise and between
major network locations.

The regional WAN aggregates connectivity within a broad geographic region. It provides an intermediate architectural layer
between the backbone and metropolitan or local sites, allowing the design to scale while applying consistent routing,
resiliency, security, and service policies within each region.

The MAN, meaning metropolitan-area network or metro WAN in this context, provides connectivity among sites within the
same metropolitan area. This layer commonly connects offices, campuses, and local facilities to regional aggregation points,
often using high-speed provider Ethernet, private transport, or similar metropolitan services. Together, these three layers
create clear fault domains and a scalable transport hierarchy for enterprise connectivity. Cisco describes WAN architectures
and the role of WAN services in connecting distributed enterprise sites in its Enterprise WAN solutions overview and its SD-
WAN architecture overview.

QUESTION NO: 4

Flexible NetFlow has the ability to view both key and nonkey fields. What is one example of a key field?
A. packet data

B. destination IP

C. routing source

D. timestamp sys-uptime last

ANSWER: B

Explanation:

destination IP is a Flexible NetFlow key field because it can be used as a match criterion that identifies and separates traffic
into distinct flow-cache entries. In a Flexible NetFlow record, key fields are configured with the match keyword. Packets with
different values for a matched field, such as different destination IP addresses, are accounted for in different flows. This lets
administrators analyze traffic according to the endpoints receiving it, which is essential for visibility into application paths,
traffic destinations, capacity use, and security monitoring.

For example, a record can include match ipv4 destination address or the corresponding IPv6 match field. The
destination address then contributes to the flow’s identity along with any other configured match fields, such as source
address, transport protocol, or port. Cisco distinguishes these identifying match fields from collected fields, which provide
counters, timestamps, or other statistics associated with an already identified flow. Cisco’s Flexible NetFlow documentation
describes match fields as fields used to define a flow and provides destination IP address as a supported field in flow
records. See the Cisco Flexible NetFlow overview and the Cisco Flexible NetFlow command reference.
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QUESTION NO: 5

How is a TrustSec tag used with a site-to-site VPN?

A. by being passed separately from the packet through SXP
B. by being preserved in the GRE/IPsec VPN header

C. by being marked as a TrustSec packet

D. by being added to the data packet

ANSWER: A

Explanation:

With a site-to-site VPN, TrustSec identity information is propagated separately from the encapsulated user packet by using
the Security Group Tag Exchange Protocol (SXP). SXP distributes IP-address-to-Security-Group-Tag bindings between the
VPN sites, allowing the receiving site to associate traffic with the correct Security Group Tag after it emerges from the tunnel.
This preserves the identity context needed for Security Group Access Control List policy enforcement even though the tag is
not carried as an inline tag in the GRE or IPsec encapsulation header. The VPN tunnel provides protected transport for the
traffic, while SXP communicates the corresponding binding information so that the remote TrustSec-capable device can
classify traffic consistently and apply its local security policy based on the originating security group. Cisco describes SXP as
the mechanism for propagating IP-to-SGT bindings across network boundaries and environments where inline tagging is
unavailable. See the Cisco 10S XE TrustSec SXP documentation and the Cisco TrustSec overview.

QUESTION NO: 6

What is integrated into Cisco ISR G2 router platforms?
A. Cisco CWS license

B. ScanCenter portal

C. Cisco CWS connector

D. Cisco CWS tower

ANSWER: C

Explanation:

Cisco CWS connector is correct because it is the software component integrated with supported Cisco Integrated Services
Router Generation 2 platforms to connect branch traffic to Cisco Cloud Web Security. The connector enables the router to
identify and redirect applicable web traffic to the cloud-based security service, where web access policies and security
inspection can be applied before users reach Internet destinations. This approach lets a branch use its existing ISR G2 as
the integration point rather than requiring a separate on-premises web-security appliance for that traffic path.

In Cisco’s deployment model, the connector is configured on the router and works with the cloud service to provide protected
Internet access for remote and branch locations. Its role is therefore specifically router integration and traffic forwarding to
the CWS infrastructure, which matches the question’s wording. Cisco documentation for the ISR G2 Cloud Web Security
integration describes the CWS connector configuration and its function on ISR platforms. See the Cisco Cloud Web Security
for ISR G2 Configuration Guide and Cisco’s Cloud Web Security product information.

QUESTION NO: 7

Which two measurements are commonly evaluated by Cisco SD-WAN application-aware routing when determining whether
a tunnel meets an SLA class? (Choose two.)

A. loss
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B. latency
C. MTU
D. bandwidth contract term

E. Ethernet duplex setting

ANSWER: AB

Explanation:

Loss and latency are correct because Cisco SD-WAN application-aware routing uses bidirectional forwarding detection
tunnel probes to measure path quality. An SLA class can define thresholds for loss, latency, and jitter. When a preferred path
exceeds a configured threshold, policy can steer matching application traffic to another tunnel that satisfies the SLA.

Bandwidth and MTU are important WAN design considerations, but they are not SLA-class performance measurements
used by application-aware routing in this context. See the Cisco SD-WAN Application-Aware Routing documentation.

QUESTION NO: 8

Which two methods provide security with the Cisco IWAN solution? (Choose two.)
A. intrusion prevention device

B. Cisco CWS

C. Cisco PIX firewall

D. zone-based firewall

E. Cisco AVC

ANSWER: BD

Explanation:

Cisco CWS and zone-based firewall are security capabilities used with Cisco IWAN. Cisco CWS extends web security to
branch users by applying cloud-delivered policy enforcement to web traffic. It provides controls such as URL filtering,
malware protection, and policy-based handling of Internet-bound traffic without requiring all inspection services to reside at
every branch. Within an IWAN design, this supports consistent protection for direct Internet access and complements the
WAN's application-aware path selection capabilities.

A zone-based firewall provides the router-based, stateful firewall function at the WAN edge. Interfaces are assigned to
security zones, and zone-pair policies explicitly control and inspect traffic moving between those zones. This enables
segmentation between trusted internal networks, WAN transports, Internet-facing connections, and other branch segments.
Stateful inspection tracks permitted sessions and applies the configured policy in both directions, making it appropriate for
enforcing branch security policy directly on Cisco IOS WAN routers used in IWAN deployments.

Cisco’s IWAN deployment guidance describes integrating cloud web security and branch security services into the WAN
architecture, while Cisco’s I0OS XE documentation details zone-based policy firewall operation and configuration. See the
Cisco IWAN Deployment Guide and Cisco I0S XE Zone-Based Policy Firewall Configuration Guide.

QUESTION NO: 9

In which way does Cisco PfRv3 passive monitoring work to ensure link quality?
A. by generating synthetic data of each application type and monitoring for any link issues

B. by generating generic synthetic data and monitoring for any link issues
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C. by listening to all traffic on the link for any issues

D. by listening to application-specific traffic on the link and monitoring for any application link issues

ANSWER: D

Explanation:

Cisco PfRv3 passive monitoring works by listening to application-specific traffic on the link and monitoring for any
application link issues. Rather than injecting probe packets, passive monitoring derives performance information from real
user traffic already traversing the network. This lets Performance Routing evaluate the actual experience of applications and
traffic classes that matter to the organization, including characteristics such as loss, delay, jitter, and reachability-related
behavior where the applicable telemetry is available.

PfRv3 uses this measured application-aware information to make intelligent path-control decisions. If the observed
performance of a monitored application no longer meets its configured policy thresholds, PfRv3 can select a more suitable
exit path or WAN transport. Because the measurements come from production flows, the resulting decision reflects the
conditions experienced by the application itself instead of conditions inferred solely from artificial test traffic. This is especially
useful when different applications have distinct service-level requirements and may be affected differently by congestion,
loss, or variable latency on the same WAN link.

Cisco describes Performance Routing as an application-aware path-control technology that monitors network performance
and steers traffic according to policy. See Cisco’s Performance Routing overview and the Cisco IOS XE Performance
Routing configuration guide.

QUESTION NO: 10

Which type of traffic does Akamai deliver?
A. web

B. Internet

C. branch

D. WAN

ANSWER: A

Explanation:

web is correct. Akamai is a content delivery network and edge platform designed to deliver web content and application
traffic efficiently to end users. It places edge servers in geographically distributed locations and serves cached or optimized
content from a location close to the requesting user. This reduces round-trip delay, improves page and application
responsiveness, and helps origin infrastructure handle high demand. Typical delivered traffic includes website assets such
as HTML, images, style sheets, JavaScript, downloadable objects, streaming media, and traffic for web applications and
APIs. Akamai can also apply web-focused security and delivery controls at the edge, including protections for web
applications and APls, before requests reach the origin environment. In an enterprise-network context, this service is
therefore characterized as delivery of web traffic rather than a branch-connectivity or generic WAN transport service. Akamai
describes its CDN as a globally distributed platform for delivering websites, applications, and media closer to users, and its
web-security portfolio similarly focuses on internet-facing web applications and APIs. See Akamai Content Delivery Network
and Akamai Web Application Security.
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