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Topic Break Down

Topic No. of Questions

Topic 1, Mobile Application Testing – General 32

Topic 2, Mobile Application Test Types 34

Topic 3, Mobile Application Test Process 28

Topic 4, Mix Questions 2
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QUESTION NO: 1

For a navigation application on a smart phone, which is the most importance device capability?

A. Telephony

B. Camera

C. Email

D. Geolocation

ANSWER: D 

Explanation:

Geolocation is the most important device capability for a smartphone navigation application because the application needs to 
establish the device’s real-world position in order to provide location-aware functionality. Position information, commonly 
obtained through GPS and potentially supplemented by Wi-Fi and cellular-network signals, enables core navigation 
behaviours such as identifying the user’s current location, calculating a route from that location, updating progress while 
travelling, detecting deviation from a planned route, and presenting relevant map data and directions. Mobile testing must 
therefore consider how the app behaves when location services are enabled or disabled, when permissions are granted or 
denied, when the reported position is imprecise, and when the device moves through areas with weak positioning signals. 
These conditions directly affect the essential user outcome of receiving accurate, timely navigation guidance. The ISTQB 
mobile testing syllabus identifies location services as a mobile-device capability that may be relevant to an application and 
should be assessed according to the product’s intended use. For a navigation product, that dependency is fundamental 
rather than optional. See the ISTQB Certified Tester Mobile Application Testing certification page and Android’s location and 
sensors documentation for further details on mobile location capabilities.

QUESTION NO: 2

What is a major difference between mobile applications and traditional software?

A. Mobile applications are easier to develop

B. Traditional users are somewhat committed to using an application even if it is slow

C. Mobile users are somewhat committed to using an application even if it is slow

D. Traditional applications are easier to develop

ANSWER: B 

Explanation:

Traditional users are somewhat committed to using an application even if it is slow is correct because users of conventional 
desktop or enterprise software commonly have a more established relationship with the system. They may need it to 
complete a work process, access organizational data, or perform a task for which alternatives are less immediately available. 
This can make them more willing to tolerate some performance delay while remaining productive within the application.

In contrast, mobile use is frequently situational, brief, and surrounded by readily available alternatives. A mobile user may 
abandon an app quickly when response time is poor, particularly where a comparable service can be obtained through 
another app or website. This difference makes perceived performance and responsiveness especially important quality 
considerations when testing mobile applications. Mobile testing therefore needs to consider real user conditions such as 
variable network performance, limited device resources, interruptions, and short user sessions, because these conditions 
directly affect whether users continue using the product. The ASTQB Mobile Tester certification describes testing practices 
focused on the specific risks and characteristics of mobile applications; see the ASTQB Mobile Tester certification page and 
the ISTQB Mobile Application Testing certification information.

QUESTION NO: 3
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You are testing an application for a smart phone. You have determined that you only need to test one device from the target 
family of devices because the behavior of all devices in that family will be the same for this application. 

This is an example of what test design technique?

A. Boundary value analysis

B. Combinatorial

C. Decision tables

D. Equivalence Partitioning

ANSWER: D 

Explanation:

Equivalence Partitioning is correct because the target devices have been grouped into a class whose members are expected 
to exhibit the same relevant application behaviour. The key premise is that, for the characteristics being tested, each device 
in that family is equivalent: executing the same test on another member of the family would be expected to produce the 
same outcome. A representative device can therefore be selected and tested on behalf of that partition, reducing the number 
of device executions while retaining purposeful coverage.

This is an application of the general equivalence-partitioning principle to mobile-device selection rather than only to 
conventional input values. The tester first identifies the property that makes the devices comparable for the application—for 
example, an equivalent operating-system version, screen capability, hardware behaviour, or supported feature set—and then 
chooses one representative device. This approach is valid only when the stated equivalence assumption has been 
established and remains appropriate for the application’s risks and target environments. ISTQB defines equivalence 
partitioning as dividing data into partitions expected to be processed in the same way; the same representative-selection 
logic supports this device-family scenario. See the ISTQB Glossary definition of equivalence partitioning and the ISTQB 
Foundation Level syllabus resources.

QUESTION NO: 4

When conducting security testing on a mobile application, which is the correct set of basic areas to cover?

A. Access, data protection, documentation

B. Code, functionality, documentation, security policy

C. Data creation, data storage, data transfer

D. Access, data storage, data transfer, security policy

ANSWER: D 

Explanation:

Access, data storage, data transfer, security policy is the correct set of basic areas for mobile application security 
testing. Mobile applications commonly handle sensitive information while operating across potentially untrusted networks, 
devices, and third-party services. Testing access controls checks that authentication, authorization, session handling, and 
permissions appropriately restrict functions and information to legitimate users. Testing data storage addresses protection of 
information retained on the device, including secure use of local databases, files, caches, logs, and removable storage. 
Testing data transfer examines whether data is protected while moving between the application and external services, 
particularly through appropriate transport security and secure handling of transmitted credentials or personal data. Security-
policy testing verifies that the application’s implemented controls conform to the organization’s defined security requirements, 
rules, and constraints. Together, these areas cover the essential exposure points identified for mobile security testing: who 
can gain access, how data is protected at rest, how it is protected in transit, and whether the implementation follows the 
applicable policy. This aligns with the Mobile Application Testing syllabus published by ISTQB and made available through 
ASTQB certification resources. See the ISTQB Certified Tester Mobile Application Testing certification page and ASTQB 
Mobile Application Testing certification page.
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QUESTION NO: 5

Which of the following the tester must understand while selecting the test tool?

A. All of the answers are correct

B. Testing requirements

C. Environments to be supported

D. Capabilities of the application

ANSWER: A 

Explanation:

“All of the answers are correct” is correct because effective test-tool selection starts with understanding the testing 
requirements, the environments that must be supported, and the application’s capabilities. Requirements establish the 
testing objectives and the activities the tool needs to support, such as test design, execution, reporting, defect management, 
or automation. The supported environments are especially important for mobile testing because a tool may need to work 
across particular device types, operating-system versions, emulators, real devices, networks, browsers, and continuous-
integration infrastructure. The application’s capabilities and technical characteristics also affect whether a tool is suitable. For 
example, the selected tool must be able to interact reliably with the application technology and its relevant user-interface 
elements, services, permissions, and platform-specific features. Considering these areas together helps the tester determine 
whether a tool is compatible, practical, maintainable, and capable of supporting the intended test approach. This reflects the 
syllabus emphasis that tool choice must be based on the project’s context and needs rather than on a tool’s popularity or 
feature list alone. See the ISTQB Certified Tester Mobile Application Testing certification overview and the ASTQB Mobile 
Tester certification information.

QUESTION NO: 6

Which of the following is correct regarding security in mobile testing?

A. Security testing is best left in the hands of security experts

B. Security testing doesn’t involve any coding skills

C. The tester doesn’t need any knowledge about security testing because it is not his responsibility

D. The tester should perform all the security testing required for the application

ANSWER: A 

Explanation:

Security testing is best left in the hands of security experts is correct because mobile-application security assessment often 
requires specialist knowledge, methods, and tooling beyond the normal scope of functional mobile testing. Security 
specialists are equipped to identify and assess threats such as insecure data storage, weak authentication or session 
handling, insecure network communication, improper platform permissions, and vulnerabilities in third-party components. 
They can also conduct activities such as threat modelling, penetration testing, code review, and validation against 
recognized security requirements and standards.

This does not mean that the wider test team has no role in security. A mobile tester should recognize security-sensitive 
areas, apply relevant test techniques within their competence, report observed risks, and ensure that security requirements 
are considered during planning and testing. However, deep security assurance and specialist vulnerability investigation 
should be performed or directed by suitably skilled security professionals. This division supports reliable coverage while 
ensuring that complex security risks receive the expertise they require. The Mobile Tester syllabus identifies security as a 
relevant mobile-testing concern, while OWASP provides practical guidance on the principal risks and controls for mobile 
applications. See the ISTQB Mobile Application Testing certification page and the OWASP Mobile Application Security 
project.
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QUESTION NO: 7

What type of testing methodologies should mobile applications testers seek?

A. Leaner and more efficient

B. Faster and more reliable

C. Secure and more usable

D. Documented and more repeatable

ANSWER: A 

Explanation:

“Leaner and more efficient” is correct because mobile application testing must accommodate rapid delivery cycles, frequent 
application updates, broad device fragmentation, varying operating-system versions, and changing network conditions. A 
mobile tester therefore needs methods that focus effort on the most valuable risks and user journeys while reducing 
avoidable test execution, unnecessary duplication, and delays in feedback. This includes selecting suitable devices and 
configurations based on usage and risk, combining manual exploratory testing with appropriate automation, using emulators 
or simulators where they are sufficient, and running tests early and repeatedly within the delivery pipeline. Lean testing does 
not mean reducing quality or skipping essential coverage; it means using available time, environments, devices, and test 
data intelligently so that testing provides timely, meaningful evidence about the product’s quality. Efficient approaches are 
particularly important in mobile contexts because exhaustive testing across every possible device, platform, locale, 
connectivity state, and hardware feature is generally impractical. The Certified Mobile Application Testing syllabus identifies 
the need for mobile testers to seek leaner and more efficient testing approaches in response to these constraints. See the 
ASTQB Mobile Tester certification overview and the ISTQB Certified Tester Mobile Application Testing syllabus page.

QUESTION NO: 8

Which of the following is a generic tool that would be useful for a mobile application testing project?

A. A Simulator

B. An emulator

C. A defect tracking system

D. A performance testing tool

ANSWER: C 

Explanation:

“A defect tracking system” is correct because it is a general-purpose test-management support tool that remains valuable 
regardless of whether the product under test is a mobile app, web service, desktop application, or embedded system. 
Testers use it to record incidents with reproducible steps, attach evidence such as screenshots, device logs, video, build 
identifiers, and environmental details, then follow the issue through triage, fixing, retesting, and closure. This workflow is 
especially useful in mobile projects because a reported failure often depends on contextual information including the device 
model, operating-system version, app version, network state, locale, permissions, and orientation. A defect tracking system 
provides a shared, auditable record that enables testers, developers, product owners, and support teams to communicate 
consistently and assess defect status and quality trends. It is therefore classified as a generic testing-support tool rather than 
a tool tied to a particular mobile platform, device type, or mobile-specific test technique. The ISTQB mobile tester syllabus 
identifies defect-management support among the broadly applicable tools used alongside mobile-specific tooling. See the 
ISTQB Certified Tester Mobile Application Testing certification page and the ISTQB glossary definition of a defect 
management tool.

QUESTION NO: 9
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Which of the following is true about a browser-based application?

A. It is designed to exercise capabilities of a particular device

B. It runs on the device

C. It is portable to any device that can run the supported browser

D. It is generally faster than a native application

ANSWER: C 

Explanation:

“It is portable to any device that can run the supported browser” is correct because a browser-based application is delivered 
and executed through a web browser rather than being installed as a device-specific application package. Its user interface 
and application logic are commonly implemented using web technologies such as HTML, CSS, and JavaScript, which are 
interpreted or executed by a compatible browser. Consequently, the same deployed application can be accessed from 
different device types and operating systems, including phones, tablets, and desktop systems, provided that each device has 
a supported browser, network access where required, and sufficient support for the web features used by the application. 
This cross-platform reach is a fundamental characteristic of browser-based mobile applications and is why they can be 
deployed centrally: updating the server-hosted application generally makes the revised version available to users when they 
next load or refresh it. Portability does not mean that every browser will render every feature identically, so mobile testing 
should cover the supported browser and device combinations, responsive layouts, touch interaction, permissions exposed by 
browsers, and relevant connectivity conditions. The ASTQB Mobile Tester certification describes browser-based applications 
as one of the mobile application types that requires consideration of browser and device compatibility. See the ASTQB 
Mobile Tester certification overview and the W3C overview of HTML and CSS web standards.
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