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QUESTION NO: 1

Why does a company need an Antivirus profile?
A. To prevent command-and-control traffic

B. To protect against viruses, worms, and trojans
C. To prevent known exploits

D. To prevent access to malicious web content

ANSWER: B

QUESTION NO: 2

Which the app-ID application will you need to allow in your security policy to use facebook-chat?
A. facebook-email

B. facebook-base

C. facebook

D. facebook-chat

ANSWER: B D

QUESTION NO: 3

An administrator would like to use App-ID's deny action for an application and would like that action updated with dynamic
updates as new content becomes available.

Which security policy action causes this?
A. Reset server

B. Reset both

C. Deny

D. Drop

ANSWER: C

Explanation:
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Reference:

https://docs.paloaltonetworks.com/pan-0s/8-1/pan-os-admin/firewall-administration/manage- configuration backups/revert-
firewall-configuration- changes.html

QUESTION NO: 4

What are three valid ways to map an IP address to a username? (Choose three.)
A. using the XML API

B. DHCP Relay logs

C. a user connecting into a GlobalProtect gateway using a GlobalProtect Agent
D. usernames inserted inside HTTP Headers

E. WildFire verdict reports

ANSWER: ACD

QUESTION NO: 5

What is a prerequisite before enabling an administrative account which relies on a local firewall user database?
A. Configure an authentication policy

B. Configure an authentication sequence

C. Configure an authentication profile

D. Isolate the management interface on a dedicated management VLAN

ANSWER: C

QUESTION NO: 6

When creating a Panorama administrator type of Device Group and Template Admin, which two things must you create first?
(Choose two.)

A. password profile
B. access domain
C. admin rote

D. server profile

ANSWER: CD
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QUESTION NO: 7

Your company requires positive username attribution of every IP address used by wireless devices to support a new
compliance requirement. You must collect IP —to-user mappings as soon as possible with minimal downtime and minimal
configuration changes to the wireless devices themselves. The wireless devices are from various manufactures.

Given the scenario, choose the option for sending IP-to-user mappings to the NGFW.
A. syslog

B. RADIUS

C. UID redistribution

D. XFF headers

ANSWER: A

QUESTION NO: 8

Actions can be set for which two items in a URL filtering security profile? (Choose two.)
A. Block List

B. Custom URL Categories

C. PAN-DB URL Categories

D. Allow List

ANSWER: AD
Explanation:

https://docs.paloaltonetworks.com/pan-0s/8-1/pan-os-admin/url-filtering/url-filtering-concepts/url-filtering-profile-actions

QUESTION NO: 9

What are three valid information sources that can be used when tagging users to dynamic user groups? (Choose three.)
A. Blometric scanning results from iOS devices

B. Firewall logs

C. Custom API scripts

D. Security Information and Event Management Systems (SIEMS), such as Splun

E. DNS Security service

ANSWER: BCE
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QUESTION NO: 10

How are Application Fillers or Application Groups used in firewall policy?

A. An Application Filter is a static way of grouping applications and can be configured as a nested member of an Application
Group

B. An Application Filter is a dynamic way to group applications and can be configured as a nested member of an Application
Group

C. An Application Group is a dynamic way of grouping applications and can be configured as a nested member of an
Application Group

D. An Application Group is a static way of grouping applications and cannot be configured as a nested member of
Application Group

ANSWER: B

QUESTION NO: 11

Which two Palo Alto Networks security management tools provide a consolidated creation of policies, centralized
management and centralized threat intelligence. (Choose two.)

A. GlobalProtect
B. Panorama
C. Aperture

D. AutoFocus

ANSWER: B D

QUESTION NO: 12

An administrator is configuring a NAT rule

At a minimum, which three forms of information are required? (Choose three.)
A. name

B. source zone

C. destination interface

D. destination address

E. destination zone

ANSWER: BD E
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Which URL Filtering Profile action does not generate a log entry when a user attempts to access a URL?

A. override
B. allow
C. block

D. continue

' ANSWER: B

Match each rule type with its example

a policy with source zones A and B. The rule will apply
traffic within zone A and all traffic within zone B, but not to
betwesn rones A and B.

a palicy with source zones A and B and destination Zc
and B. The rule should apply to all traffic within zone A, all t
zone B, all raffic from zone A to zone B, and all traffic |

e B o zone A,

eale a policy with source zones A and B and destination Zc
and B. The rule would apply to traffic from zone A to zone E
zone B to zone A, bul nol iraffic within zones A or B.

Inberzone

' ANSWER:

Emnmﬁmmlﬁ"&mmuiﬁ
traffic within zore A and all traffic within zone B, bul not to
rﬂbmmhﬂa

a palicy with source zones A and B and destination zc
and B. The rule should apply o ail traffic within zone A, all |
zona B, all traffic from zone A to zone B, and all traffic |

Creabe & policy with source zones A and B and destinalion zc
A and B. The rule would apply io traffic from zone A ko zone E
from zone B to rone A, but not traffic within zones A or B.

Explanation:
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and B, The rule would apply 1o traffic from zone A to zons E
| zone B to zone A, bul not traffic within zones Aor B,

between zones A and B.

a palicy with source 2ones A and B and destinalion zc
and B, The nule should apply to all traffic within zone A, all |
zone B, all traffic from zone A o zone B, and all traffic |
B o zone A
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Answer Area
reate a policy with source zones A and B and destination zones
and B. The rule would apply to traffic from zone A to zone B, and Universal
om zone B to zone A, but not traffic within zones Aor B

Il traffic within zone A and all traffic within zone B, but not to Intrazone

reate a policy with source zones A and B. The rule will apply to
raffic between zones A and B.

reate a policy with source zones A and B and destination zones
and B. The rule should apply to all traffic within zone A, all traffic| Interzone
hin zone B, all traffic zone A lo zone B, and all traffic from
B to zone A

QUESTION NO: 15

How many zones can an interface be assigned with a Palo Alto Networks firewall?
A. two

B. three

C. four

D. one

ANSWER: D

Explanation:

References:
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