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QUESTION NO: 1 - (DRAG DROP)

Place the following steps in the packet processing order of operations from first to last.

ANSWeEr Area

¥

ANSWER:

ANIWEr Area

. L -

Explanation:

Palo Alto Networks processes traffic through several enforcement stages so that potentially excessive or malicious traffic is
handled as early as possible and permitted traffic receives the policy and inspection services that apply to its session. The
correct sequence begins with DoS protection. This early protection stage is designed to mitigate flood-style traffic and
protect firewall and network resources before traffic proceeds through more resource-intensive processing. Palo Alto
Networks documents DoS protection as a mechanism for protecting critical resources from denial-of-service attacks; see the
Denial of Service Protection documentation.

Next, the firewall performs the security policy lookup. The lookup determines the policy treatment for the traffic based on
the match criteria and allows the firewall to apply the appropriate forwarding and security controls to the session. Palo Alto
Networks security policy is the primary mechanism used to control which traffic is permitted between zones, as described in
the Security Policy documentation.

After the traffic has been evaluated for policy handling, content inspection takes place. Content inspection provides the
Content-ID inspection capabilities used to identify and prevent threats in allowed traffic, including malware, exploits,
command-and-control activity, and other threat content. This inspection is a core part of safely allowing application traffic
through the firewall.
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Finally, QOS shaping applied is the last listed operation. QoS applies configured bandwidth management and prioritization

to the traffic as it is handled for egress, ensuring that the firewall can enforce the defined bandwidth profile and traffic priority.
Palo Alto Networks describes QoS shaping and prioritization in its Quality of Service documentation. Thus, the required first-
to-last order is DoS protection, security policy lookup, content inspection, and QoS shaping applied.

QUESTION NO: 2

Refer to the exhibit. An administrator is using DNAT to map two servers to a single public IP address. Traffic will be steered
to the specific server based on the application, where Host A (10.1.1.100) receives HTTP traffic and Host B (10.1.1.101)
receives SSH ftraffic.

DST NAT: 1.1.1.100 t0 10.1.1.100 Dst Port 80
| 1.1.1.100 to 10.1.1.101 Dst Port 22

Untrust-13 Trust-I3

"""Hﬁ_._““ E1/3
1.1.1.250 11.1.100/24 |, E1/2
1t 192.168.1.0/24

\ l 10.1.1.101

10.1.1.100
Which two Security policy rules will accomplish this configuration? (Choose two.)
A. Untrust (Any) to DMZ (1.1.1.100), ssh - Allow
B. Untrust (Any) to Untrust (10.1.1.1), web-browsing -Allow
C. Untrust (Any) to Untrust (10.1.1.1), ssh -Allow
D. Untrust (Any)to DMZ (10.1.1.100. 10.1.1.101), ssh, web-browsing-Allow

E. Untrust (Any) to DMZ (1.1.1.100), web-browsing - Allow

ANSWER: AE

Explanation:

For destination NAT, Palo Alto Networks firewall security-policy matching uses a combination of the original, pre-NAT
destination IP address and the post-NAT destination zone. Therefore, inbound sessions arriving from the Untrust zone for
the shared public address must be allowed by Security policy from Untrust to the DMZ zone, while retaining the public
address, 1.1.1.100, as the destination-address match criterion. The DNAT rule then translates the session to the appropriate
internal server based on the configured service or application mapping.

“Untrust (Any) to DMZ (1.1.1.100), ssh - Allow” permits SSH sessions addressed to the public IP and forwarded to Host B.
“Untrust (Any) to DMZ (1.1.1.100), web-browsing - Allow” permits web traffic addressed to that same public IP and forwarded
to Host A. Using application-specific rules also enforces the intended least-privilege design: each published service is
explicitly authorized only for its required application. Palo Alto Networks documents that Security policy evaluation for
destination NAT uses the pre-NAT address and post-NAT zone; policy rules should be constructed accordingly. See the NAT
Policy Overview and Security Policy Matching Criteria.
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QUESTION NO: 3

Four configuration choices are listed, and each could be used to block access to a specific URL. If you configured each
choices to block the sameURL then which choice would be the last to block access to the URL?

A. EDL in URL Filtering Profile.

B. Custom URL category in Security Policy rule.
C. Custom URL category in URL Filtering Profile.
D. PAN-DB URL category in URL Filtering Profile.

ANSWER: D

Explanation:

PAN-DB URL category in URL Filtering Profile. is correct because a PAN-DB category is a predefined URL category, and
predefined category matching has the lowest precedence among the URL classification mechanisms represented in the
question. When the firewall evaluates a URL that appears in more than one classification source, it applies URL-category
match precedence rather than treating all matching sources equally. Explicit URL entries in a URL Filtering profile and
administrator-defined custom URL categories take precedence over external dynamic list-derived URL categories. The
firewall then uses the PAN-DB classification as the predefined categorization source after those more specific sources have
been considered. Therefore, if the same URL is configured for blocking through every listed mechanism, the PAN-DB URL
category is the last matching classification that would be reached for the URL. This behavior lets administrators override
broad cloud-delivered URL categorizations with local, more specific URL controls when necessary, while retaining PAN-DB
as the baseline categorization service. Palo Alto Networks documents URL filtering profile behavior and predefined URL
categories in its URL Filtering Profile documentation and explains locally defined category controls in its Custom URL
Categories documentation.

QUESTION NO: 4

How many zones can an interface be assigned with a Palo Alto Networks firewall?
A. two

B. three

C. four

D. one

ANSWER: D

Explanation:

one is correct. On a Palo Alto Networks firewall, a Layer 3, Layer 2, virtual wire, tap, or tunnel interface is assigned to a
single security zone within a virtual system. The zone assignment establishes the interface’s security context and is a
fundamental input to Security policy processing: policies are evaluated using the source zone and destination zone
associated with traffic. Assigning one interface to one zone provides a clear trust boundary and ensures that traffic entering
or leaving through that interface is consistently classified for policy enforcement, logging, and inspection.

This does not prevent a firewall from using many zones overall, or from applying different zone assignments to separate
logical interfaces. For example, physical Ethernet interfaces and their subinterfaces can be configured separately, and each
such interface can be placed in its own appropriate zone. However, the individual interface itself has one zone membership
at a time. Palo Alto Networks describes zone-based policy enforcement and interface-to-zone assignment in its Security
Policy Fundamentals documentation and provides interface configuration guidance in the Configure Interfaces
documentation.

QUESTION NO: 5
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What are three factors that can be used in domain generation algorithms? (Choose three.)
A. cryptographic keys

B. time of day

C. other unique values

D. URL custom categories

E. IP address

ANSWER: ABC

Explanation:

Domain generation algorithms (DGAs) enable malware to generate large sets of potential domain names that can be used to
locate a command-and-control server. Rather than relying on one static, easily blockable domain, the malware and its
operator independently apply the same algorithm and inputs to arrive at the same candidate domains. Palo Alto Networks
identifies cryptographic keys, time of day, and other unique values as factors that can seed or influence this generation
process. A cryptographic key or seed provides a value known to both the malware and its controller, while time-based input
allows the generated domain set to change predictably at specified intervals. Other unique values can include malware-
specific or campaign-specific inputs that make the generated domains distinct. DNS Security detects DGA-generated
domains using machine learning to identify the characteristics of algorithmically generated names, helping prevent malware
from resolving domains associated with command-and-control infrastructure. Palo Alto Networks documentation describes
DGAs and explicitly lists these example inputs in its DGA detection overview: Domain Generation Algorithm Detection. For
current DNS Security configuration and protection context, see Palo Alto Networks DNS Security.

QUESTION NO: 6

A network administrator created an intrazone Security policy rule on the firewall. The source zones were set to IT. Finance,
and HR.

Which two types of traffic will the rule apply to? (Choose two)
A. traffic between zone IT and zone Finance

B. traffic between zone Finance and zone HR

C. traffic within zone IT

D. traffic within zone HR

E. Subcategory

ANSWER: CD

Explanation:

An intrazone Security policy rule controls traffic whose source and destination are in the same security zone. When IT,
Finance, and HR are specified for an intrazone rule, the rule can match same-zone sessions for each listed zone, assuming
the corresponding destination-zone criteria are configured for those same zones. Therefore, traffic within zone IT and traffic
within zone HR are both valid matches for this rule. A Security policy is evaluated using the traffic’s source zone and
destination zone, rather than merely the addresses of the endpoints. For intrazone traffic, those zone values must be the
same; the traffic can traverse different firewall interfaces, but those interfaces must belong to the same zone. This is useful
when a zone contains multiple interfaces or network segments and the administrator needs explicit control over
communication among systems assigned to that zone. Palo Alto Networks describes Security policy matching and zone-
based rule evaluation in its Security Policy Overview. The platform’s default intrazone behavior and the purpose of intrazone
rules are also documented under Default Security Rules.

QUESTION NO: 7
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Which URL profiling action does not generate a log entry when a user attempts to access that URL?
A. Override

B. Allow

C. Block

D. Continue

ANSWER: B

Explanation:

Allow is the URL Filtering profile action that permits a user’s request without generating a URL Filtering log entry merely
because the URL was accessed. This action is appropriate when the organization wants to allow access to a URL category
without recording each individual web request in the URL Filtering log. In contrast, URL Filtering logging is typically produced
when an action requires enforcement visibility, such as presenting an interstitial page or blocking access, or when the profile
is configured to alert on a category. Administrators who need visibility into permitted browsing should use the alert action for
the relevant URL category rather than allow. Palo Alto Networks documents that the allow action enables access and does
not generate a URL Filtering log, whereas alert allows access while logging the request. This distinction helps control log
volume while retaining the ability to monitor categories that matter to an organization’s security policy. See the Palo Alto
Networks documentation for URL Filtering profile actions and the PAN-OS URL Filtering administration guide.

QUESTION NO: 8

Which three types of authentication services can be used to authenticate user traffic flowing through the firewalls data plane?
(Choose three )

A. TACACS
B. SAML2

C. SAML10
D. Kerberos

E. TACACS+

ANSWER: BD E

Explanation:

SAML2, Kerberos, and TACACS+ are supported authentication service types that can be selected in a Palo Alto Networks
authentication profile for authenticating users whose traffic is handled by the firewall data plane. Authentication profiles
associate an authentication method with the policy or feature that requires user authentication, enabling the firewall to
validate a user’s identity before granting access as configured. SAML 2.0 supports federated authentication through a SAML
identity provider, allowing the firewall to rely on the organization’s identity service for user sign-in. Kerberos provides
authentication using tickets issued by a Kerberos key distribution center, commonly in Microsoft Active Directory
environments. TACACS+ is also a supported authentication type and uses the enhanced TACACS+ protocol to
communicate with a TACACS+ authentication server. These service types are included in the PAN-OS authentication types
supported for authentication profiles. Palo Alto Networks documents the supported profile methods and their configuration in
its Authentication Types documentation. For configuration context on associating these methods with user authentication,
see the Configure an Authentication Profile documentation.

QUESTION NO: 9

An administrator wants a Security policy rule to create a log entry only after an allowed session terminates.

Which logging setting should the administrator enable?
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A. Log at Session End
B. Log at Session Start
C. Log Forwarding Profile

D. Packet Capture

ANSWER: A

Explanation:

Log at Session End is correct because it generates a Traffic log entry when the session closes. This log includes session
details that are finalized only after traffic processing completes, such as bytes sent and received, elapsed time, and the final
application identification.

Log at Session Start generates a Traffic log when the firewall establishes the session. Although this can provide immediate
visibility, it does not replace session-end logging when the administrator needs the completed-session information. The Log
Forwarding profile determines whether matching logs are forwarded to external destinations, but the session-end option
controls when the firewall creates the Traffic log. Palo Alto Networks describes these settings in the Security Policy Rule
Actions documentation.

QUESTION NO: 10

What does an application filter help you to do?

A. It dynamically provides application statistics based on network, threat, and blocked activity,

B. It dynamically filters applications based on critical, high, medium, low. or informational severity.

C. It dynamically groups applications based on application attributes such as category and subcategory.

D. It dynamically shapes defined application traffic based on active sessions and bandwidth usage.

ANSWER: C

Explanation:

It dynamically groups applications based on application attributes such as category and subcategory. An application filter is
an Application-ID object that identifies applications matching administrator-defined characteristics rather than requiring every
application to be selected individually. You can build the filter using attributes including category, subcategory, technology,
risk, tags, and characteristics such as whether an application is evasive, used for file transfer, or capable of tunneling other
applications. The firewall evaluates the filter dynamically against the current application database, so newly added
applications that meet the configured criteria are automatically included in the filter's match results. This makes application-
based Security policy more scalable and easier to maintain, particularly when policy intent is based on a class of
applications—for example, a category and subcategory—rather than a fixed list of application names. Application filters can
be used in Security policy rules to control traffic according to those grouped application attributes. Palo Alto Networks
documents application filters as dynamic application groupings and distinguishes them from manually maintained application
groups. See Application Filters and App-ID Administration.

QUESTION NO: 11

Which three configuration settings are required on a Palo Alto networks firewall management interface?
A. default gateway

B. netmask

C. IP address

D. hostname
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E. auto-negotiation

ANSWER: ABC

Explanation:

The required Layer 3 settings for a firewall management interface are default gateway, netmask, and IP address.
Together, these values establish the management interface’s IPv4 network configuration. The IP address uniquely identifies
the interface on the management network, while the netmask defines which addresses are on the same local subnet. The
default gateway supplies the next-hop router used to reach management systems that are outside that local subnet, such as
Panorama, DNS/NTP services, authentication infrastructure, software-update servers, or administrators connecting from a
remote network.

During initial firewall setup, Palo Alto Networks directs administrators to configure the management interface with an IP
address, netmask, and default gateway so that the firewall can communicate on the management network. These settings
are configured independently of dataplane interfaces and enable administrative access and outbound management
connectivity as permitted by the network design. Palo Alto Networks also documents the initial configuration workflow and
management-interface network parameters in its administrator documentation: Perform Initial Configuration and How to
Configure Management Interface.

QUESTION NO: 12

Which Security policy match condition would an administrator use to block traffic from IP addresses on the Palo Alto
Networks EDL of Known Malicious IP Addresses list?

A. destination address
B. source address
C. destination zone

D. source zone

ANSWER: B

Explanation:

The correct match condition is source address. The Palo Alto Networks Known Malicious IP Addresses external dynamic
list contains IP addresses identified as malicious indicators. Because the requirement is to block traffic from those
addresses, the firewall must evaluate the initiating host’s IP address, which is the source address field of a Security policy
rule. An administrator can reference an IP-type external dynamic list directly in the Source Address field of the rule and set
the policy action to deny or drop, depending on the organization’s logging and traffic-handling requirements. When the
firewall receives traffic, it compares the packet’s source IP address against the dynamically retrieved list; a matching address
causes the Security policy to match and enforce the configured block action. External dynamic lists allow threat intelligence
entries to be updated centrally and refreshed by the firewall without manually editing every policy whenever the list changes.
Palo Alto Networks documents that IP address external dynamic lists can be used as source or destination address objects
in policy rules. See the External Dynamic Lists documentation and the Security Policy documentation.

QUESTION NO: 13

During the packet flow process, which two processes are performed in application identification? (Choose two.)
A. pattern based application identification

B. application override policy match

C. session application identified

D. application changed from content inspection
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ANSWER: AB

Explanation:

Application identification in the PAN-OS packet-processing flow includes checking whether the session matches an
Application Override rule and, when normal App-ID processing applies, using protocol decoders and signatures to identify
the application. Therefore, application override policy match is a valid application-identification process: an override rule can
classify matching traffic as the administrator-specified application rather than using the standard App-ID classification
process. pattern based application identification is also performed as part of App-ID. The firewall examines traffic using
application signatures and protocol analysis, allowing it to recognize applications regardless of the port used and to refine
identification as additional packets in the session are inspected. These mechanisms provide the application context that
PAN-OS uses for policy enforcement and visibility. Palo Alto Networks describes Application Override behavior in its
Application Override documentation and explains App-ID inspection and classification in the App-ID administration
documentation.

QUESTION NO: 14

When creating a Panorama administrator type of Device Group and Template Admin, which two things must you create first?
(Choose two.)

A. password profile
B. access domain
C. admin role

D. server profile

ANSWER: B C

Explanation:

A Device Group and Template Admin account requires both an administrative role and an access domain to be defined
before the administrator can be configured. The administrative role establishes the permissions granted to the account, such
as the Panorama functions and configuration areas that the administrator is allowed to use. This lets Panorama apply least-
privilege administration rather than granting unrestricted access.

The access domain defines the scope of managed configuration objects available to that administrator. For this administrator
type, the scope consists of the device groups and templates to which the account is assigned. Panorama uses the
combination of the administrative role and access domain to enforce both what the administrator can do and where they can
do it. After these two objects exist, they can be selected while creating the Device Group and Template Admin account. Palo
Alto Networks documents Panorama’s centralized administrative model and its use of roles and scoped access in the
Panorama Administrator Guide and its Administrative Roles documentation.

QUESTION NO: 15

A website is unexpectedly allowed due to miscategorization.
What are two ways to resolve this issue for a proper response? (Choose two.)

A. Identify the URL category being assigned to the website.
Edit the active URL Filtering profile and update that category's site access settings to block.

B. Create a URL category and assign the affected URL.
Update the active URL Filtering profile site access setting for the custom URL category to block.

C. Review the categorization of the website on https://urlfiltering.paloaltonetworks.com.
Submit for "request change®, identifying the appropriate categorization, and wait for confirmation before testing again.
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D. Create a URL category and assign the affected URL.
Add a Security policy with a URL category qualifier of the custom URL category below the original policy. Set the policy
action to Deny.

ANSWER: B C

Explanation:

Creating a custom URL category, assigning the affected URL to it, and configuring that custom category as block in the
active URL Filtering profile provides an immediate, organization-specific control. Custom URL categories take precedence
for the URLSs they contain, allowing the firewall to apply the intended URL Filtering action even while the cloud-based
categorization remains unchanged. Because the relevant URL Filtering profile is attached to the Security policy that permits
the traffic, the block action is enforced for sessions matching that policy.

Reviewing the site with Palo Alto Networks URL Filtering and submitting a change request is also an appropriate remediation
path. The URL Filtering portal lets an administrator check the category currently returned for a URL and request correction
when that categorization is inaccurate. Once Palo Alto Networks evaluates and approves the request, the corrected category
is distributed through URL Filtering updates, so policy enforcement based on the proper category can take effect. This
addresses the underlying categorization issue, while the custom-category approach can maintain the required local
protection during the review process. See the Palo Alto Networks URL Filtering documentation and the URL Filtering test
and change-request portal.

QUESTION NO: 16 - (DRAG DROP)

DRAG DROP

Match the Palo Alto Networks Security Operating Platform architecture to its description.

Select and Place:

Identifies and mspects all traffic to block

known threats.
Threat Intelligence Cloud Drag answer here
Gathers, analyzes, correlates, and
: : . disseminates threats to and from the
Next-Generation Firewall Drag answer here network and endpoints located within the

network.

Inspects processes and files to prevent

Advanced Endpolnt known and unknown exploits

Drag answer here
Protection

ANSWER:
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Gathers, analyzes, correlates, and Identifies and inspects all traffic to block
disseminates threats to and from the e

Threat Intelligence Cloud  network and endpoints located within the
network.

Identifies and inspects all traffic to block ~ Gathers, analyzes, correlates, and

) _ } ) Enan s disseminates threats to and from the
Next-Generation Firewall network and endpoints located within the
network.
Inspects processes and files to prevent Inspects processes and files to prevent
known and unknown exploits. kmown and unknown exploits.

Advanced Endpoint
Protection

Explanation:

The Palo Alto Networks Security Operating Platform combines network enforcement, endpoint protection, and shared threat
intelligence so that security decisions can be applied consistently across the environment. The correct mapping reflects the
role of each architectural element in that model. Threat Intelligence Cloud gathers, analyzes, correlates, and disseminates
threat information between the network and endpoints. This centralized intelligence function provides the context and threat
data that helps the rest of the platform recognize evolving malicious activity. Palo Alto Networks describes its cloud-delivered
security services and intelligence capabilities as a way to share protections broadly and keep defenses current; see the Palo
Alto Networks Network Security overview.

The Next-Generation Firewall identifies and inspects traffic to block known threats. It is the network control point that
evaluates traffic using application, user, content, and threat information, then enforces the organization’s security policy. The
firewall’s inspection and prevention role is fundamental to protecting traffic moving across network boundaries and between
internal segments. Advanced Endpoint Protection inspects endpoint processes and files to prevent both known and unknown
exploits. Endpoint-focused inspection is necessary because malicious activity may execute locally on a host, where
behavioral and exploit-prevention techniques can stop threats before they compromise the device or spread further. Palo
Alto Networks’ Cortex XDR information describes endpoint detection and prevention capabilities that support this endpoint
security function. Together, these three mapped roles show how intelligence, network inspection, and endpoint protection
operate as connected parts of the platform.

QUESTION NO: 17

Which two features can be used to tag a user name so that it is included in a dynamic user group? (Choose two)
A. XML API

B. log forwarding auto-tagging

C. GlobalProtect agent

D. User-ID Windows-based agent

ANSWER: AD

Explanation:

XML API and the User-ID Windows-based agent can assign tags to usernames for use with Dynamic User Groups
(DUGSs). A DUG is defined by user tags rather than by a static list of users. When a tag is registered to a username, the
firewall can evaluate that username against the group’s tag-based filter and dynamically include the user in the group. This
allows Security policy rules to respond quickly to changes in a user’s role, risk classification, or other external context without
requiring administrators to edit group membership manually.
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The XML API enables external systems, such as identity management, security orchestration, or monitoring platforms, to
register and unregister user-to-tag mappings programmatically. The Windows-based User-ID agent can also register user
tags, including tags derived from directory information, so that Active Directory-related user context can drive DUG
membership. The firewall then uses the registered tags during User-ID-based policy evaluation. Palo Alto Networks
documents Dynamic User Groups and user-tag registration in its Dynamic User Groups documentation and its XML API
user-tag registration guidance.

QUESTION NO: 18

Which firewall feature do you need to configure to query Palo Alto Networks service updates over a data-plane interface
instead of the management interface?

A. Data redistribution
B. Dynamic updates
C. SNMP setup

D. Service route

ANSWER: D

Explanation:

Service route is correct. By default, the firewall uses its management interface to reach external Palo Alto Networks
services, including update servers used for content, antivirus, WildFire, and software updates. A service route lets an
administrator override that default behavior for specified services and direct their traffic through a Layer 3 data-plane
interface instead. The service route configuration identifies the source interface and source IP address, and can specify the
next-hop gateway when required, so update queries and downloads can follow the intended production-network path. This is
particularly useful when the management interface is isolated, has no Internet access, or when organizational routing policy
requires external service traffic to originate from a data-plane network. Configure service routes under Device > Setup >
Services, then use the appropriate service-route entry for Palo Alto Networks update services. The firewall must also have
valid routing, security policy, and DNS connectivity along the selected data-plane path so it can resolve and contact the
update infrastructure. See Palo Alto Networks’ Device Setup Services documentation and the Service Routes administration

quide.

QUESTION NO: 19

Which two statements are correct about address groups? (Choose two.)

A. A static address group can contain address objects.

B. A dynamic address group uses tags to determine membership.

C. A dynamic address group requires each member IP address to be added manually.

D. A static address group can contain only a single address object.

ANSWER: AB

Explanation:

A static address group contains address objects and can also include other address groups. It is maintained manually by the
administrator.

A dynamic address group uses a match criterion based on tags. When an IP address is registered with a matching tag, the
firewall dynamically includes the address in the group. See the Address Groups documentation.
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QUESTION NO: 20

Identify the correct order to configure the PAN-OS integrated USER-ID agent.

3. add the service account to monitor the server(s)

2. define the address of the servers to be monitored on the firewall

4. commit the configuration, and verify agent connection status

1. create a service account on the Domain Controller with sufficient permissions to execute the User- ID agent
A. 2-3-4-1

B. 1-4-3-2

C. 3-1-24

D. 1-3-2-4

ANSWER: D

Explanation:

The correct configuration order is 1-3-2-4. First, create a dedicated service account in Active Directory with the permissions
needed to query the domain controllers and read the security event logs used for user-to-IP address mapping. Establishing
this account first ensures that valid credentials are available before the firewall is configured to monitor any servers.

Next, add that service account to the appropriate permissions group or otherwise grant it the required monitoring access on
each domain controller. The exact permission method can vary by PAN-OS release and whether the firewall uses server
monitoring, but the account must be authorized before it can successfully retrieve login events.

Then, on the firewall, configure the monitored server addresses and associate the monitoring configuration with the service-
account credentials. After all required User-ID settings have been entered, commit the candidate configuration. Finally, verify
that the firewall can connect to the monitored servers and that User-ID mappings are being learned, using the User-ID
monitoring and mapping-status views.

For Palo Alto Networks implementation guidance, see the Configure Server Monitoring Using the Integrated User-ID Agent
documentation and the PAN-OS User-ID administration guide.

QUESTION NO: 21

Which path in PAN-OS 10.0 displays the list of port-based security policy rules?
A. Policies> Security> Rule Usage> No App Specified

B. Policies> Security> Rule Usage> Port only specified

C. Policies> Security> Rule Usage> Port-based Rules

D. Policies> Security> Rule Usage> Unused Apps

ANSWER: A

Explanation:

Policies > Security > Rule Usage > No App Specified is the correct path. In PAN-OS, port-based security rules are
typically rules that do not constrain traffic by a specific App-ID application; instead, they rely on service or port criteria while
the Application field is set to any. The Rule Usage view includes the No App Specified filter specifically to identify these
rules, giving administrators a focused list of policies that can be reviewed and, where appropriate, migrated toward App-ID-
based controls.
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This view supports security-policy optimization by exposing rules that lack an application definition. An administrator can
inspect the observed applications associated with traffic matching each rule and use that information to refine policy safely.
This is particularly useful when transitioning from traditional port-and-protocol filtering to Palo Alto Networks’ application-
aware policy model, where App-ID identifies traffic independently of its default or nonstandard port.

Palo Alto Networks documents this workflow in its guidance for identifying and migrating port-based rules: Migrate Port-
Based to App-ID-Based Security Policy Rules. Related Rule Usage and policy-optimization guidance is available in the PAN-
OS 10.0 Security Policy Rule Optimization documentation.

QUESTION NO: 22

Which interface type requires no routing or switching but applies Security or NAT policy rules before passing allowed traffic?
A. Layer 3

B. Virtual Wire

C.Tap

D. Layer 2

ANSWER: B

Explanation:

Virtual Wire is correct because it transparently places the firewall inline between two network devices or network segments
without requiring the firewall to participate in Layer 2 switching or Layer 3 routing. A virtual wire binds two physical interfaces
together as a pass-through path, allowing traffic to traverse the firewall while preserving the existing network design and
addressing. This makes it useful when an organization wants to insert security controls into an established connection with
minimal network reconfiguration.

Although the firewall does not route or switch traffic in a virtual-wire deployment, it still identifies traffic flows and evaluates
them against Security policy. It can also apply NAT policy when required, then forwards only traffic permitted by the
configured rules. The virtual-wire interfaces themselves are not assigned IP addresses for forwarding purposes, because
they are designed for transparent inline inspection rather than acting as routed endpoints. Palo Alto Networks describes
virtual wire as a deployment mode that transparently connects two interfaces while enabling security policy enforcement and
NAT. See the Palo Alto Networks Virtual Wire Interfaces documentation and the NAT documentation.

QUESTION NO: 23

Which two statements are correct about Security Profile Groups? (Choose two.)

A. A Security Profile Group can contain multiple Security profiles.

B. A Security Profile Group can be attached to a Security policy rule.

C. A Security Profile Group replaces the allow or deny action of a Security policy rule.

D. A Security Profile Group can be applied only to deny rules.

ANSWER: AB

Explanation:

A Security Profile Group can contain multiple Security profiles, such as Antivirus, Anti-Spyware, Vulnerability Protection, URL
Filtering, File Blocking, and WildFire Analysis profiles. Applying a profile group to an allow rule simplifies consistent threat-
prevention enforcement across policy rules.

A Security Profile Group is attached in the Actions tab of a Security policy rule. The rule permits the traffic, and the profiles in
the group inspect that allowed traffic. See the Security Profile Groups documentation.
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QUESTION NO: 24

Which two actions can a Log Forwarding profile perform when a log matches its configured match list? (Choose two.)
A. Forward logs to an external destination

B. Assign tags to source or destination IP addresses

C. Modify the action of the matching Security policy rule

D. Create a new Security policy rule automatically

ANSWER: AB

Explanation:

A Log Forwarding profile can forward logs to an external destination, such as a syslog server, SNMP server, email
recipient, HTTP server, or Panorama, depending on the configured forwarding method. This enables centralized monitoring
and integration with security operations tools.

A Log Forwarding profile can also assign tags to source or destination IP addresses through log forwarding auto-tagging.
The registered tags can then be used by Dynamic Address Groups, allowing Security policy rules to react automatically to
observed activity. For example, a threat log can trigger a tag that causes the associated source address to match a
restrictive policy rule. Palo Alto Networks documents Log Forwarding profiles and auto-tagging in the Configure Log
Forwarding documentation.

QUESTION NO: 25

What is a prerequisite before enabling an administrative account which relies on a local firewall user database?
A. Configure an authentication policy

B. Configure an authentication sequence

C. Configure an authentication profile

D. Isolate the management interface on a dedicated management VLAN

ANSWER: C

Explanation:

Configure an authentication profile is correct because PAN-OS uses an authentication profile to define how the firewall
validates credentials for an administrator account. For an account that relies on the firewall’s local user database, the
administrator must first have an authentication profile configured with the Local Database authentication method. The profile
provides the reusable authentication settings that can then be associated with the administrator configuration, allowing PAN-
OS to look up the supplied username and password against locally defined users and groups.

This configuration also enables consistent administrative authentication behavior: the local users are created and maintained
on the firewall, while the authentication profile specifies that this local repository is the credential source. After the profile
exists, it can be selected for the administrative account as part of configuring role-based administrator access. Palo Alto
Networks documents the process of creating an authentication profile and selecting Local Database as its authentication
service in its Configure Local Database Authentication guidance. For the related administrator-account configuration
workflow, see Manage Firewall Administrators.

QUESTION NO: 26

You have been tasked to configure access to a new web server located in the DMZ
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Based on the diagram what configuration changes are required in the NGFW virtual router to route traffic from the 10 1 1
0/24 network to 192 168 1 0/247?
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A. Add a route with the destination of 192 168 1 0/24 using interface Eth 1/3 with a next-hop of 192.168 1.10
B. Add a route with the destination of 192 168 1 0/24 using interface Eth 1/2 with a next-hop of 172.16.1.2
C. Add a route with the destination of 192 168 1 0/24 using interface Eth 1/3 with a next-hop of 172.16.1.2

D. Add a route with the destination of 192 168 1 0/24 using interface Eth 1/3 with a next-hop of 192.168.1.254

ANSWER: C

Explanation:

Add a route with the destination of 192 168 1 0/24 using interface Eth 1/3 with a next-hop of 172.16.1.2 is correct because
the firewall needs a forwarding entry for the DMZ subnet that identifies both the egress Layer 3 interface and the directly
reachable next-hop router. Traffic sourced from 10.1.1.0/24 and destined for 192.168.1.0/24 is matched against the virtual
router’s route table by its destination prefix. The 192.168.1.0/24 static route then directs packets out Ethernet 1/3, where the
firewall resolves and forwards to 172.16.1.2. The next hop must be reachable through the selected egress interface; this
provides the path to the router that serves the DMZ destination network. Configuring the route in the virtual router is the
routing prerequisite for the firewall to send traffic toward the new web-server network; corresponding security policy and,
where applicable, NAT configuration are evaluated separately. Palo Alto Networks describes virtual routers as the
mechanism that maintains routes and determines the best path for forwarded traffic, and static routes as manually
configured destination-prefix-to-next-hop mappings. See Virtual Router Overview and Configure a Static Route.

QUESTION NO: 27

Which Security profile must be added to Security policies to enable DNS Signatures to be checked?
A. Anti-Spyware

B. Antivirus

C. Vulnerability Protection

D. URL Filtering

ANSWER: A

Explanation:
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Anti-Spyware is the required Security profile because Palo Alto Networks DNS Security is enforced through an Anti-
Spyware profile attached to the Security policy that permits DNS traffic. DNS Security analyzes DNS requests against Palo
Alto Networks cloud-delivered DNS signatures and threat intelligence, identifying domains associated with threats such as
command-and-control infrastructure, malware distribution, phishing, and newly registered or otherwise suspicious domains.
Within the Anti-Spyware profile, DNS Policies define the action to take for DNS categories, such as allowing, alerting,
blocking, or sinkholing a query. The firewall must also have a valid DNS Security license and appropriate connectivity to the
Palo Alto Networks DNS Security cloud service so that signature and category lookups can occur. Applying the profile to the
relevant Security policy ensures that matching DNS sessions are inspected and that the configured DNS policy action is
enforced. Palo Alto Networks documents DNS Security configuration as part of the Anti-Spyware profile workflow: DNS
Security documentation and Configure DNS Security.

QUESTION NO: 28

All users from the internal zone must be allowed only Telnet access to a server in the DMZ zone. Complete the two empty
fields in the Security Policy rules that permits only this type of access.
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Choose two.

A. Service = "any"

B. Application = "Telnet"

C. Service - "application-default”

D. Application = "any"

ANSWER: B C
Explanation:

The correct policy settings are Application = "Telnet" and Service - "application-default”. Palo Alto Networks Security
policy rules identify and control traffic primarily by its application, rather than only by port number. Selecting the Telnet
application causes the rule to match traffic that App-ID identifies as Telnet, which limits the permitted application to the
required remote terminal protocol.

Using the application-default service further restricts the rule to the standard port or ports that Palo Alto Networks associates
with the Telnet application. Telnet’s default service is TCP port 23. This combination follows the recommended least-
privilege approach: the rule allows the explicitly required application only on its normal assigned service, preventing the
same application from being permitted over arbitrary nonstandard ports. Application-default is particularly useful in Security
policy because it aligns the permitted service with the App-ID definition and keeps application and port enforcement
consistent. Palo Alto Networks describes application-based policy enforcement and App-ID in its App-ID documentation; its
Security Policy overview explains the role of applications and services in policy rules.

QUESTION NO: 29

Which two certificates are required to configure SSL Forward Proxy decryption? (Choose two.)
A. Forward Trust certificate
B. Forward Untrust certificate

C. Root certificate for SSL Inbound Inspection
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D. Device certificate

ANSWER: AB

Explanation:

An SSL Forward Proxy deployment requires a Forward Trust certificate and a Forward Untrust certificate. WWhen the
firewall decrypts a session to a site with a certificate that the firewall considers trusted, it uses the Forward Trust certificate to
generate and sign the certificate presented to the client. Client systems must trust the issuing certificate authority so that
they trust the dynamically generated certificates.

The Forward Untrust certificate is used when the destination server presents an untrusted certificate. It enables the firewall
to present a certificate that clearly indicates the destination certificate is not trusted, allowing the client to display a warning
or reject the connection according to its certificate-validation behavior. Palo Alto Networks documents these certificate roles
in the Configure SSL Forward Proxy documentation.

QUESTION NO: 30

An administrator creates a Security policy rule that allows the ssl and web-browsing applications from the Trust zone to the
Internet zone. The administrator wants to restrict the rule so that the applications can use only their default ports.

Which service setting should be configured on the Security policy rule?
A. application-default

B. any

C. service-http

D. service-https

ANSWER: A

Explanation:

application-default is correct because it restricts allowed applications to the ports that Palo Alto Networks identifies as their
standard ports. For example, web-browsing is normally permitted on TCP port 80 and ssl is normally permitted on TCP port
443. If either application is detected on a nonstandard port, the session does not match a rule configured with application-
default.

Using application-default supports least-privilege policy design because it prevents permitted applications from using
arbitrary ports. A service of any allows matching applications on any port, while a custom service is used when an
organization must explicitly permit an application on a defined nonstandard port. Palo Alto Networks documents service
settings and application-default usage in the Security Policy Rule Components documentation.
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