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QUESTION NO: 1

Why should each system user and administrator have individual accounts? (Choose TWO.) 

A. Using generic user names and passwords increases system security and reliability.

B. Using separate accounts for each user reduces resource consumption, particularly disk space.

C. By using individual login names and passwords, user actions can be traced.

D. If users do not have individual login names, processes can automatically run with root/administrator access.

E. A generic user name and password for users and security administrators provides anonymity, which prevents useful 
logging and auditing.

ANSWER: C E 

QUESTION NO: 2

Why does the (ISC)2 access-control systems and methodology functional domain address both the confidentiality and 
integrity aspects of the Information Security Triad? Access-control systems and methodologies:

A. are required standards in health care and banking.

B. provide redundant systems and data backups. 

C. control who is allowed to view and modify information.

D. are academic models not suitable for implementation. 

E. set standards for acceptable media-storage devices.

ANSWER: C 

QUESTION NO: 3

Organizations____________ risk, when they convince another entity to assume the risk for them.

A. Elevate

B. Assume

C. Deny

D. Transfer
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E. Mitigate

ANSWER: D 

QUESTION NO: 4

When attempting to identify OPSEC indicators, information-security professionals must: (Choose THREE.)

A. Discover the information daily activities yield.

B. Meet with adversaries. 

C. Perform business impact analysis surveys.

D. Scrutinize their organizations' daily activities.

E. Analyze indicators, to determine the information an adversary can glean both from routine and nonroutine activities.

ANSWER: A D E 

QUESTION NO: 5

Which of the following is the BEST method for managing users in an enterprise? 

A. Enter user data in a spreadsheet.

B. Implement centralized access control.

C. Deploy Kerberos.

D. Place them in a centralized Lightweight Directory Access Protocol.

E. Use a Domain Name System.

ANSWER: D 

QUESTION NO: 6

Which of these metrics measure how a biometric device performs, when attempting to authenticate subjects? (Choose 
THREE.)

A. False Rejection Rate 

B. User Acceptance Rate

C. Crossover Error Rate
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D. False Acceptance Rate 

E. Enrollment Failure Rate

ANSWER: A C D 

QUESTION NO: 7

Which TWO of the following items should be accomplished, when interviewing candidates for a position within an 
organization?

A. Hire an investigation agency to run background checks. 

B. Verify all dates of previous employment. 

C. question candidates, using polygraphs, n

D. Contact personal and professional references.

E. Run criminal-background checks.

ANSWER: B D 

QUESTION NO: 8

How do virtual corporations maintain confidentiality? 

A. Encryption

B. Checksum

C. Data hashes

D. Redundant servers

E. Security by obscurity

ANSWER: A 

QUESTION NO: 9

Which of the following should be included in an enterprise Business Continuity Plan (BCP)? (Choose THREE.)

A. Accidental or intentional data deletion

B. Severe weather disasters 
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C. Employee terminations

D. Employee administrative leave

E. Minor power outages

ANSWER: A B E 

QUESTION NO: 10

------- can mimic the symptoms of a denial-of-service attack, and the resulting loss in productivity can be no less devastating 
to an organization. 

A. ICMPtraffic

B. Peak traffic 

C. Fragmented packets 

D. Insufficient bandwidth

E. Burst traffic

ANSWER: D 
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