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Topic Break Down

Topic No. of Questions

Topic 1, Network Design Principles 13

Topic 2, Network Design Methodology 15

Topic 3, Network Design Considerations | 56

Topic 4, Network Design Validation 1
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QUESTION NO: 1

Which two elements of customer data would you use to determine the applications that your customer usesmost often?
(Choose two.)

A. business goals
B. QUESTION naires
C. corporate policies

D. interviews

ANSWER: BD

Explanation:

“QUESTION naires” and “interviews” are the appropriate customer-data sources for identifying the applications a customer
uses most frequently. A questionnaire provides a structured way to collect consistent information from multiple stakeholders,
such as the business applications they use, the departments or user groups relying on them, usage frequency, criticality,
traffic characteristics, and expected growth. This information gives the network designer a broad, repeatable view of
application requirements across the organization.

Interviews complement questionnaires by enabling direct discussion with application owners, IT operations staff, and
representative end users. They help uncover practical details that may not appear in a standardized survey, including peak-
use periods, workflow dependencies, user-experience expectations, remote-access needs, and application behavior during
failures. Combining both sources lets a designer validate reported usage and build a more accurate application inventory,
which is fundamental to translating business and technical requirements into a network design. Juniper’s design certification
track emphasizes gathering customer requirements and applying them to network designs; see Juniper Design Certification
Track and Juniper Certification Program.

QUESTION NO: 2

You are asked to secure the routing engine of all Junos devices in your design. The design should not affect transit traffic.
Which action will accomplish this task?

A. Use a firewall filter on a revenue port.

B. Use a firewall filter on the loopback interface.

C. Use a firewall filter on the fxp0 interfaces.

D. Use a firewall filter on the management interface.

ANSWER: B

Explanation:

Use a firewall filter on the loopback interface. On Junos devices, the loopback interface, typically 100, is the logical interface
associated with the Routing Engine. Applying an input firewall filter to its family-specific loopback unit creates a control-plane
protection policy: packets addressed to the router itself are evaluated before they are delivered to Routing Engine processes.
This lets the design explicitly permit required control and management protocols, such as routing-protocol sessions, SSH,
SNMP, NTP, or BGP, while discarding unwanted traffic directed at the device.

Crucially, transit packets are forwarded through physical or logical transit interfaces and are not sent to the Routing Engine
merely because a loopback filter exists. Therefore, a filter on 100 protects the control plane without imposing filtering policy
on ordinary traffic being routed through the device. Juniper documents this technique as protecting the Routing Engine by
applying firewall filters to the loopback interface; filters should be configured separately as appropriate for IPv4 and IPv6
traffic families. See Juniper’s loopback firewall-filter documentation and its Routing Engine protection guidance.
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QUESTION NO: 3

What are two characteristics of using the Virtual Chassis technology in the aggregation tier of a data center? (Choose two.)
A. You can fully use all up-links from the access tier.

B. It increases the control plane complexity.

C. If reduces the control plane complexity.

D. You cannot fully use all up-links from the access tier.

ANSWER: AC

Explanation:

Virtual Chassis enables multiple physical Juniper switches to operate as one logical switching system. In a data-center
aggregation tier, this architecture lets access-layer devices form link aggregation groups to member switches in the Virtual
Chassis. Consequently, the available uplinks can actively forward traffic rather than leaving a redundant path blocked by
Spanning Tree Protocol. This provides both greater usable bandwidth and resilient forwarding while retaining a
straightforward operational model.

Because the member switches are managed as a single logical device, Virtual Chassis also reduces control-plane and
management complexity. The system has a unified configuration and coordinated control-plane functions rather than
requiring the access tier to interact with independent aggregation switches as separate devices. This logical-single-device
behavior simplifies configuration, monitoring, and maintenance, while supporting link aggregation across member switches.
Juniper’s Virtual Chassis documentation describes a Virtual Chassis as multiple switches interconnected and managed as a
single logical device, including a shared control-plane model. See Juniper Virtual Chassis overview and Understanding
Virtual Chassis technology.

QUESTION NO: 4

Click the Exhibit button.

M\ Exhibit =
Device Device Device
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Which device plays the role of authenticator in an 802.1X design as shown in the exhibit?
A. Device C
B. Device A
C. Device D

D. Device B
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ANSWER: A

Explanation:

Device C is the authenticator because it is the network access device positioned between the endpoint requesting network
access and the authentication infrastructure. In an IEEE 802.1X design, the authenticator is typically an Ethernet access
switch or wireless access point that controls whether the client’s port is authorized to carry normal user traffic. It exchanges
EAP over LAN messages with the supplicant and relays the authentication exchange to the authentication server, commonly
through RADIUS. Until the authentication succeeds, the authenticator restricts access according to the configured access-
control policy; after a successful result, it authorizes the port and can apply any returned authorization attributes, such as a
VLAN assignment or filter policy. This placement and traffic-control responsibility identify Device C as the authenticator in the
illustrated design. Juniper’s 802.1X documentation describes the switch as the authenticator and explains its role in
communicating with the supplicant and RADIUS server. See Juniper 802.1X Authentication Overview and Juniper Network
Access Control Documentation.

QUESTION NO: 5

What information is included in an RFP issuance?
A. design requirements

B. product features

C. product positioning

D. COGS pricing

ANSWER: A

Explanation:

design requirements is correct because a request for proposal (RFP) communicates what the issuing organization needs a
prospective vendor to design, deliver, implement, or support. In a network-design context, these requirements provide the
basis for vendors to develop a technically appropriate solution and proposal. They commonly describe the desired scope,
business objectives, technical constraints, performance and availability expectations, interoperability needs, security
requirements, implementation considerations, and acceptance criteria. The requirements do not have to dictate every
implementation detail; instead, they establish the outcomes and constraints against which a proposed design can be
evaluated.

This is central to an RFP because the issuer needs comparable vendor responses that address the same defined problem. A
clear requirements section lets the customer assess whether each proposed architecture, equipment selection, and
implementation approach satisfies operational and technical needs. Formal procurement guidance similarly treats the
statement of work, specifications, and related requirements as core solicitation content. The U.S. Federal Acquisition
Regulation describes solicitation requirements and proposal instructions in FAR 15.203, Requests for Proposals, while FAR
15.204, Contract Format identifies specifications and the statement of work as substantive contract sections.

QUESTION NO: 6

Which two design practices help reduce the impact of a Layer 2 loop in a campus network? (Choose two.)
A. using Rapid Spanning Tree Protocol

B. limiting Layer 2 domain size

C. configuring every redundant link as an access port

D. disabling all link-state routing protocols

ANSWER: AB
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Explanation:

Using Rapid Spanning Tree Protocol and limiting Layer 2 domain size help reduce the impact of Layer 2 loops. Rapid
Spanning Tree Protocol provides loop-free forwarding by blocking redundant paths where necessary while converging more
quickly than traditional Spanning Tree Protocol after a topology change.

Limiting the size of Layer 2 domains reduces the number of switches and endpoints that can be affected if a loop or
broadcast storm occurs. A routed access or properly segmented design confines broadcast traffic and failure domains to
smaller portions of the network. Juniper documents spanning-tree protocols as mechanisms for preventing Layer 2 loops in
Ethernet switching environments. See the Junos spanning-tree protocol documentation.

QUESTION NO: 7

Which two functions can be performed by routing policy in a Junos design? (Choose two.)
A. filtering route advertisements

B. modifying route attributes

C. encrypting packet payloads

D. assigning Ethernet MAC addresses

ANSWER: AB

Explanation:

Filtering route advertisements and modifying route attributes are functions of routing policy. A routing policy can accept
or reject routes when they are imported into or exported from a routing protocol. This allows the designer to control which
prefixes are learned, advertised, or redistributed.

Routing policy can also modify route characteristics such as BGP local preference, MED, communities, or other protocol-
specific attributes. These modifications influence route selection and traffic-engineering behavior without requiring changes
to the underlying network topology. Juniper documents routing policy as a mechanism for controlling and modifying routes.
See the Juniper routing policy overview.

QUESTION NO: 8

You are reviewing a proposed network design. The customer requires a document that shows routing domains, security
zones, and application traffic flows without identifying interface names or cable locations.

Which document should be provided?
A. a high-level logical design

B. a low-level physical design

C. a device inventory report

D. a maintenance schedule

ANSWER: A

Explanation:

A high-level logical design should be provided. A logical design describes how network functions and services relate to
one another, including routing boundaries, security zones, VLANSs, routing instances, traffic flows, and policy enforcement
points. It focuses on the intended network behavior rather than the physical implementation details.

Interface names, device rack locations, cable paths, and media types are normally included in a low-level physical design.
Separating logical and physical documentation enables stakeholders to validate architecture and policy decisions before
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finalizing implementation-specific details. Juniper design resources describe the importance of translating customer
requirements into a logical architecture before implementation. See the Juniper Design certification track.
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