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QUESTION NO: 1

Which of the following documents helps disaster recovery team members in getting the alternate sites up and running?

A. Technical guide 

B. Executive summary 

C. Department-specific plan 

D. Checklist 

ANSWER: A 

QUESTION NO: 2

Which of the following processes measures the maturity level of the security program?

A. Risk analysis 

B. GAP analysis 

C. Risk assessment 

D. Risk mitigation 

ANSWER: B 

QUESTION NO: 3

Which of the following are some of the parts of a project plan?

Each correct answer represents a complete solution. Choose all that apply. 

A. Risk identification 

B. Team members list 

C. Risk analysis 

D. Project schedule 

ANSWER: A B C D 

QUESTION NO: 4
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Which of the following control measures are considered while creating a disaster recovery plan?

Each correct answer represents a part of the solution. Choose three. 

A. Detective measures 

B. Supportive measures 

C. Corrective measures 

D. Preventive measures 

ANSWER: A C D 

QUESTION NO: 5

Against which of the following does SSH provide protection?

Each correct answer represents a complete solution. Choose two. 

A. Broadcast storm 

B. Password sniffing 

C. DoS attack 

D. IP spoofing 

ANSWER: B D 

QUESTION NO: 6

Which of the following statements about disaster recovery plan documentation are true?

Each correct answer represents a complete solution. Choose all that apply. 

A. The documentation regarding a disaster recovery plan should be stored in backup tapes. 

B. The documentation regarding a disaster recovery plan should be stored in floppy disks. 

C. The disaster recovery plan documentation should be stored onsite only. 

D. The disaster recovery plan documentation should be stored offsite only. 

ANSWER: A D 

QUESTION NO: 7

Which of the following security procedures is related to the SDLC's implementation?
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A. Risk assessment 

B. Security accreditation 

C. Media sanitation 

D. Information preservation 

ANSWER: B 

QUESTION NO: 8

Which of the following refers to the ability to ensure that the data is not modified or tampered with? 

A. Integrity 

B. Confidentiality 

C. Availability 

D. Non-repudiation 

ANSWER: A 

QUESTION NO: 9

Which of the following are common applications that help in replicating and protecting critical information at the time of 
disaster? 

Each correct answer represents a complete solution. Choose all that apply. 

A. Asynchronous replication 

B. Synchronous replication 

C. Tape backup 

D. Disk mirroring 

ANSWER: A B C D 

QUESTION NO: 10

Which of the following governance bodies provides management, operational, and technical controls to satisfy the security 
requirements? 

A. Chief Information Security Officer 

B. Senior Management 
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C. Business Unit Manager 

D. Information Security Steering Committee 

ANSWER: B 

QUESTION NO: 11

Which of the following classification schemes is considered to be of a personal nature and is

intended for company use only?

A. Sensitive information 

B. Private information 

C. Public information 

D. Confidential information 

ANSWER: B 

QUESTION NO: 12

You are working as a project manager in your organization. You are nearing the final stages of project execution and looking 
towards the final risk monitoring and controlling activities. For your project archives, which one of the following is an output of 
risk monitoring and control? 

A. Risk audits 

B. Qualitative risk analysis 

C. Quantitative risk analysis 

D. Requested changes 

ANSWER: D 

QUESTION NO: 13

Which of the following RAID levels provides fault tolerance? 

A. RAID-5 

B. RAID-1 

C. RAID-10 

D. RAID-0 
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ANSWER: A 

QUESTION NO: 14

Which of the following should the administrator ensure during the test of a disaster recovery plan?

A. Ensure that each member of the disaster recovery team is aware of their responsibility. 

B. Ensure that all the servers in the organization are shut down. 

C. Ensure that the plan works properly 

D. Ensure that all client computers in the organization are shut down. 

ANSWER: A C 

QUESTION NO: 15

Which of the following statements are true about security risks?

Each correct answer represents a complete solution. Choose three.

A. They can be mitigated by reviewing and taking responsible actions based on possible risks. 

B. They can be analyzed and measured by the risk analysis process. 

C. They are considered an indicator of threats coupled with vulnerability. 

D. They can be removed completely by taking proper actions. 

ANSWER: A B C 
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