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QUESTION NO: 1

The principal switch on a Fibre Channel network fails to assign requested domain to a subordinate switch. What are two 
reasons? (Choose two.)

A. Cisco Fabric Services distribution is not enabled on the switch.

B. The fabric is locked.

C. The requested domain is outside the allowed list.

D. The persistent FC ID feature is not enabled.

E. An existing switch already has the requested domain assigned.

ANSWER: C E 

Explanation:

A principal switch assigns Fibre Channel domain IDs during fabric initialization and when switches join the fabric. The 
requested domain must satisfy the domain-ID constraints configured for the fabric, including the permitted domain-ID list or 
range. Therefore, The requested domain is outside the allowed list. is a valid reason that assignment can fail: the principal 
switch cannot allocate a domain value that is not allowed by the active fabric configuration.

An existing switch already has the requested domain assigned. is also correct because a domain ID must be unique within a 
Fibre Channel fabric. The principal switch maintains the fabric-wide domain-ID allocation and cannot grant the same domain 
to two operational switches. In this situation, the joining or subordinate switch must receive another available permitted 
domain, or its requested domain must be changed to an unused value. Cisco documents domain-ID assignment, 
uniqueness, and permitted-domain controls as part of Fibre Channel fabric configuration and domain management. See the 
Cisco MDS NX-OS Fabric Configuration Guide and Cisco’s MDS NX-OS Command Reference.

QUESTION NO: 2

A storage network engineer is implementing a port channel for multiple FCIP interfaces with write acceleration in a client’s 
storage network. Which channel mode must be used?

A. on

B. passive

C. active

D. force

ANSWER: D 

Explanation:

The required channel mode is force. Cisco MDS FCIP write acceleration is designed to improve throughput for remote SAN 
extension by accelerating write operations across the IP network. When multiple FCIP interfaces are bundled into an FCIP 
port channel and write acceleration is enabled, the port channel must be statically formed with force mode. This configuration 
provides the deterministic FCIP interface aggregation behavior required by the write-acceleration feature.

Configure the FCIP interfaces as members of the same port channel using the force setting, and ensure that the interfaces in 
the bundle have compatible FCIP and TCP characteristics. The port channel then presents a logical FCIP path while 
allowing the member interfaces to carry the accelerated traffic. Cisco documents this requirement in its FCIP configuration 
guidance and identifies the special port-channel considerations that apply when write acceleration is used. See the Cisco 
MDS 9000 Series FCIP Configuration Guide and the Cisco MDS NX-OS Command Reference for FCIP port-channel 
configuration details.

QUESTION NO: 3
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Which command identifies the application and the user that have a Cisco Fabric Services session open?

A. show cfs application

B. show zoneset active

C. show cfs lock

D. show device-alias database

ANSWER: C 

Explanation:

The correct command is show cfs lock. Cisco Fabric Services (CFS) uses locks to coordinate fabric-wide configuration 
changes and to prevent concurrent changes to the same distributed feature. When an application opens a CFS session for a 
configuration operation, it acquires a CFS lock. The show cfs lock command displays the active lock information, 
including the application that owns the lock and the user associated with the session. This lets an administrator identify who 
initiated an in-progress CFS-controlled operation and which feature is currently holding the configuration lock before taking 
operational action.

This information is particularly useful when a distributed configuration operation remains open or when an administrator 
needs to determine the ownership of a lock affecting a fabric service. Cisco documents CFS lock monitoring through the 
show cfs lock command in the NX-OS command reference: Cisco NX-OS CFS Commands Reference. Additional CFS 
operational context is available in the Cisco Fabric Services configuration guide.

QUESTION NO: 4 - (DRAG DROP)

DRAG DROP

Drag and drop the mechanisms of Cisco Secure Boot from the left into the correct order on the right.

Select and Place:

ANSWER:
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Explanation:

Cisco Secure Boot establishes a hardware-based chain of trust before the device is allowed to run its operating system. The 
process begins with the microloader instruction set being stored in a genuine hardware anchor. Because this foundational 
code is rooted in trusted hardware and is not dependent on an unverified software image, it provides the initial trusted 
component for the boot process. Cisco describes Secure Boot as a mechanism that verifies the integrity and authenticity of 
software images during startup; see the Cisco NX-OS Security Configuration Guide.

After the trusted microloader begins execution, it validates the Cisco digital signature on the next set of instructions. 
Successful signature validation confirms that the next code component is Cisco-authorized and has not been altered since it 
was signed. That verified component continues the trusted startup sequence and validates the genuineness of the device 
operating system. This extends the trust decision from the initial hardware-rooted boot code to the OS image that will control 
the switch.

Only after every required authenticity and integrity check has passed is the operating system launched. This ordering is 
essential because no later component is permitted to execute until it has been verified by a previously trusted component. 
The approach prevents an unauthorized or modified boot image from becoming active and supports platform integrity from 
power-on through OS startup. Cisco’s Secure Boot overview summarizes this hardware-rooted verification model and its 
purpose of protecting the device boot process.

QUESTION NO: 5

A storage administrator observes that a host is not discovering a newly added storage target after the target completes fabric 
login. Which Fibre Channel service notifies registered devices about this change in the fabric?

A. Registered State Change Notification

B. Fabric Shortest Path First

C. Exchange Link Parameters

D. Fabric Controller registration

ANSWER: A 

Explanation:

Registered State Change Notification (RSCN) is the Fibre Channel service that notifies registered fabric devices when a 
change occurs in the fabric, such as a device login, logout, or change to registered name-server information. After receiving 
an RSCN, a host can query the name server again and discover the newly available storage target.

RSCNs reduce the need for devices to continuously poll the name server for changes. Cisco documents Fibre Channel 
name-server and registered-state-change services in the Cisco MDS 9000 Series NX-OS Fabric Configuration Guide.

QUESTION NO: 6
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Refer to the exhibit.

A network engineer must configure the SAN telemetry streaming feature to stream statistics form a Cisco MDS 9000 Series 
Switch to two external receivers with the IP addresses 192.168.1.4 and 192.168.1.5. Which two configurations accomplish 
this configuration? (Choose two.)

A. Add IP address 192.168.1.5 port 50005 protocol gRPC encoding GPB under destination-group 100.

B. Add IP address 192.168.1.5 port 50005 protocol gRPC encoding GPB under destination-group 300.

C. Add dst-grp 200 under subscription 100.

D. Add dst-grp 300 under subscription 200.

E. Add dst-grp 100 under subscription 200.

ANSWER: A C 

Explanation:

Cisco MDS SAN telemetry separates receiver definitions from telemetry subscriptions. A destination group defines one or 
more collector endpoints, including the collector IP address, TCP port, transport protocol, and encoding. Therefore, adding 
192.168.1.5 with port 50005, gRPC, and GPB encoding to destination-group 100 adds the second receiver to the group 
already used for telemetry export. A single destination group can contain multiple destination addresses, allowing the same 
subscribed telemetry stream to be delivered to both collectors.

A subscription can also associate with more than one destination group by adding another dst-grp entry. Adding 
destination-group 200 under subscription 100 causes that subscription’s selected sensor data and sampling interval to be 
sent to the receivers defined in both of its associated destination groups. This provides the alternative supported method of 
delivering the same telemetry statistics to the two external receivers while retaining independently managed receiver 
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definitions. Cisco documents telemetry destination groups and subscription-to-destination-group associations in the Cisco 
MDS 9000 Series Telemetry Configuration Guide. Additional MDS software configuration documentation is available from 
Cisco’s MDS 9000 configuration guide library.

QUESTION NO: 7

A storage administrator is enabling DH-CHAP for the first time on a Fibre Channel fabric. Which condition must the 
administrator consider while configuring this feature?

A. NTP must be configured on all devices or the configuration fails.

B. The MD5 hash must be used if TACACS+ or RADIUS authentication for FCSP is enabled.

C. All switches on the fabric must be configured for the same password.

D. Enabling DH-CHAP protocol feature is unsupported on FCIP interfaces.

ANSWER: B 

Explanation:

The MD5 hash must be used if TACACS+ or RADIUS authentication for FCSP is enabled. Cisco MDS Fibre Channel 
Security Protocol (FC-SP) supports DH-CHAP to authenticate switches and hosts in the fabric, and it can use different hash 
algorithms when locally configured credentials are used. However, when DH-CHAP authentication is integrated with an 
external AAA service through TACACS+ or RADIUS, Cisco requires MD5 as the DH-CHAP hash algorithm. This is an 
interoperability and implementation requirement for the external authentication workflow, so the administrator must select 
MD5 before relying on TACACS+ or RADIUS to validate FC-SP DH-CHAP credentials.

Planning this detail before enabling authentication is important because the configured hash algorithm must align with the 
authentication method used by the fabric. In a production SAN, administrators should also ensure that the AAA server 
contains the appropriate credentials and that the intended FC-SP authentication policy is consistently applied to the relevant 
entities. Cisco documents DH-CHAP configuration and its interaction with AAA authentication in the Cisco MDS 9000 Series 
Security Configuration Guide. FC-SP and DH-CHAP are part of Cisco’s broader SAN security capabilities described in the 
Cisco MDS SAN security overview.

QUESTION NO: 8

Which two statements about iSCSI discovery are correct? (Choose two.)

A. SendTargets discovery returns target information to an initiator.

B. iSNS maintains registration information for iSCSI nodes.

C. CHAP provides target discovery for an iSCSI initiator.

D. FLOGI is required before an iSCSI initiator can discover a target.

E. iSCSI discovery requires an active Fibre Channel zoneset.

ANSWER: A B 

Explanation:

SendTargets discovery enables an iSCSI initiator to query a target or discovery portal for available target names and 
associated network portals. The initiator can then use the returned information to establish an iSCSI session to the intended 
target.

iSNS provides a centralized discovery service in which iSCSI initiators and targets can register their attributes. An iSNS 
server maintains this registration information and can provide discovery information to participating iSCSI nodes. CHAP is an 
authentication mechanism, not an iSCSI discovery method. See the Cisco MDS 9000 Series NX-OS IP Services 
Configuration Guide.
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