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QUESTION NO: 1

What type of flash memory card comes in either Type | or Type Il and consumes only five percent of the power required by
small hard drives?

A. SD memory
B. CF memory
C. MMC memory

D. SM memory

ANSWER: B

Explanation:

CF memory is correct because CompactFlash cards were specifically standardized in two physical form factors: Type | and
Type Il. Both use the same 50-pin CompactFlash interface, but Type | cards are thinner, while Type Il cards provide
additional thickness for devices such as Microdrives. This Type I/Type Il distinction is a defining characteristic commonly
associated with CompactFlash media in forensic hardware identification material.

CompactFlash was designed as solid-state removable storage for portable computing and embedded devices. Because a
flash-based CF card has no spinning platters, actuator, or motor, it can use far less power than the small mechanical hard
disks available when the format was introduced. The stated consumption of roughly five percent of the power used by small
hard drives reflects this low-power advantage. This matters in forensic work because identifying the correct removable-media
format helps an examiner select compatible readers, preserve the original media, and acquire its contents without altering
evidence. The CompactFlash Association identifies CompactFlash as a removable flash-storage standard, and PCMag’s
reference entry describes its Type | and Type Il form factors: CompactFlash Association and PCMag CompactFlash
reference.

QUESTION NO: 2

What will the following Linux command accomplish? dd if=/dev/mem of=/home/sam/mem.bin bs=1024
A. Copy the master boot record to a file

B. Copy the contents of the system folder to a file

C. Copy the running memory to a file

D. Copy the memory dump file to an image file

ANSWER: C

Explanation:

The command copies the running system’s memory to the file /home/sam/mem.bin, using a block size of 1,024 bytes. In
dd syntax, i f=/dev/mem specifies the input source, while of=/home/sam/mem.bin specifies the output file to create or
overwrite. The /dev/mem device is a character device that provides access to physical memory addresses; consequently,
reading it is traditionally a method for acquiring volatile-memory data during Linux forensic collection. The resulting mem.bin
is a raw memory-acquisition output that can be preserved and examined with appropriate forensic tools.

The bs=1024 parameter only controls the transfer block size and does not change the source or make the output a disk
image. Access to /dev/mem normally requires elevated privileges, and modern Linux kernels may restrict access to portions
of physical memory through settings such as CONFIG STRICT DEVMEM. Those restrictions affect what can be read on a
particular host, but the command’s intended operation remains acquisition of memory contents from /dev/mem. See the dd
manual page and the mem(4) manual page.

QUESTION NO: 3
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Which of the following actions are appropriate when an investigator receives a valid legal hold notice involving electronically
stored information? (Choose three.)

A. suspend routine deletion of information relevant to the hold

B. identify systems and accounts likely to contain responsive data
C. preserve relevant data together with available metadata

D. delete duplicate records immediately without review

E. allow backup rotation to continue without considering responsive data

ANSWER: ABC

Explanation:

Suspending routine deletion relevant to the hold, identifying likely sources of responsive data, and preserving relevant data
and metadata are appropriate actions. A legal hold requires an organization to take reasonable steps to prevent the loss or
destruction of potentially relevant electronically stored information. Relevant sources can include user workstations, file
shares, e-mail systems, cloud services, backup systems, mobile devices, and application databases.

The scope of preservation should be coordinated with legal counsel and the organization's records-management and
incident-response processes. Deleting information that may be responsive, or allowing ordinary retention processes to
overwrite it, risks loss of evidence and potential legal consequences. The Federal Rules of Civil Procedure address
preservation failures involving electronically stored information in Eederal Rule of Civil Procedure 37(e).

QUESTION NO: 4

At what layer of the OSI model do routers function on?
A. 4
B.3
C.1

D.5

ANSWER: B

Explanation:

Routers principally function at OSI Layer 3, the Network layer. Their core responsibility is to forward packets between
separate networks based on logical network addresses, most commonly IP addresses. When a router receives an IP packet,
it examines the destination IP address, consults its routing table, selects an appropriate next hop or outgoing interface, and
forwards the packet toward its destination. This Layer 3 behavior enables communication beyond a single local network
segment and supports route selection across interconnected networks.

Although a router necessarily uses lower-layer technologies to receive and transmit traffic on its interfaces—for example,
Ethernet framing at the Data Link layer and electrical, optical, or radio signaling at the Physical layer—the routing decision
itself is made from Network-layer information. Modern devices may also provide additional functions such as firewalling,
NAT, or application inspection, but those capabilities do not change the fundamental OSI layer at which routing operates.
Cisco’s networking documentation describes routers as devices that use Layer 3 information to move packets between
networks, and the Internet Engineering Task Force defines IP as the protocol responsible for addressing and forwarding
datagrams across interconnected networks. See Cisco: What Is a Router? and IETF RFC 791: Internet Protocol.

QUESTION NO: 5

What file is processed at the end of a Windows XP boot to initialize the logon dialog box?
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A. NTOSKRNL.EXE
B. NTLDR

C. LSASS.EXE

D. NTDETECT.COM

ANSWER: C

Explanation:

LSASS.EXE is the intended answer in the Windows XP boot-sequence context. The Local Security Authority Subsystem
Service is started during the final part of system initialization to establish the security services required for an interactive user
logon. It loads and coordinates the authentication components that validate credentials, applies local security policy, and
creates the security context associated with a successfully authenticated user. Consequently, when the system reaches the
point at which it can present and process interactive logon credentials, LSASS.EXE is the security subsystem that makes
that logon operation possible. In traditional Windows XP boot descriptions, this is commonly characterized as the final
process involved in initializing the logon stage. Microsoft describes the Local Security Authority as the component that
enforces local security policy and supplies authentication-related services, while the Windows authentication architecture
relies on LSA-managed authentication packages to process sign-in credentials. See Microsoft: Credential processes in
Windows authentication and Microsoft: LSA authentication.

QUESTION NO: 6

Why is it a good idea to perform a penetration test from the inside?
A. It is never a good idea to perform a penetration test from the inside
B. Because 70% of attacks are from inside the organization

C. To attack a network from a hacker's perspective

D. It is easier to hack from the inside

ANSWER: B

Explanation:

Because 70% of attacks are from inside the organization is the intended answer because internal penetration testing
evaluates the risks that arise once an attacker, malicious insider, contractor, or compromised employee device has access to
the organization’s internal environment. This perspective is essential in forensic and security assessments because an
internal foothold may permit access to trusted network segments, shared services, sensitive data repositories, and
credentials that would not be exposed to an unauthenticated Internet-based attacker. The purpose is to validate whether
internal segmentation, least-privilege access, monitoring, logging, and incident-response controls limit damage after that
foothold is obtained. Insider-threat risk includes both intentional misuse and unintentional actions by trusted individuals, as
well as accounts taken over by an external adversary. CISA describes insider threats as threats posed by persons with
authorized access who may intentionally or unintentionally cause harm, underscoring why this testing viewpoint is valuable.
A properly authorized internal assessment therefore provides evidence of how effectively an organization can detect,
contain, and investigate activity originating from within its trusted boundary. See CISA’s Insider Threat Mitigation guidance
and NIST guidance on managing cybersecurity risk.

QUESTION NO: 7

E-mail logs contain which of the following information to help you in your investigation? (Choose four.)
A. user account that was used to send the account

B. attachments sent with the e-mail message

C. unique message identifier
- Page 5 of 16


https://vtsimu.com/redirect?url=https%3A%2F%2Fdumpsboss.co
https://vtsimu.com/redirect?url=https%3A%2F%2Fdumpsboss.co%2Fid%2F377
https://learn.microsoft.com/en-us/windows-server/security/windows-authentication/credentials-processes-in-windows-authentication
https://learn.microsoft.com/en-us/windows-server/security/windows-authentication/credentials-processes-in-windows-authentication
https://learn.microsoft.com/en-us/windows/win32/secauthn/lsa-authentication
https://www.cisa.gov/topics/physical-security/insider-threat-mitigation
https://www.nist.gov/privacy-framework/nist-privacy-framework-and-cybersecurity-framework

D. contents of the e-mail message

E. date and time the message was sent

ANSWER:ACDE

Explanation:

Email evidence is valuable because it can associate a message with a particular account, event time, and message record.
The user account that was used to send the account provides an investigator with an identity or mailbox attribution point,
which can be correlated with authentication records, account activity, and other server logs. A unique message identifier,
commonly represented by a Message-ID value, supports tracking and correlation of the same message across systems and
copies of an email record. The contents of the e-mail message provide direct evidentiary context, such as
communications, instructions, claims, or indicators relevant to the incident. The date and time the message was sent
establish chronology and enable correlation with network events, endpoint activity, login records, and other forensic artifacts.
Accurate preservation of these fields helps investigators reconstruct events and demonstrate the origin, timing, and
substance of relevant communications. For Message-ID field specifications, see RFC 5322, |dentification Fields. For
Microsoft’s overview of message trace information used in investigations, see Message trace in Exchange Online.

QUESTION NO: 8

You just passed your ECSA exam and are about to start your first consulting job running security audits for a financial
institution in Los Angeles. The IT manager of the company you will be working for tries to see if you remember your ECSA
class. He asks about the methodology you will be using to test the company's network. How would you answer?

A. Microsoft Methodology
B. Google Methodology
C. IBM Methodology

D. LPT Methodology

ANSWER: D

Explanation:

LPT Methodology is correct because EC-Council’s penetration-testing education path emphasizes a structured, authorized
methodology for conducting professional security assessments. A consulting engagement—especially for a financial
institution—must follow an organized process that establishes the scope and rules of engagement, gathers intelligence,
identifies and validates vulnerabilities, conducts authorized exploitation where appropriate, documents evidence, and reports
actionable remediation guidance. This approach ensures that testing is repeatable, defensible, minimally disruptive, and
aligned with the customer’s written authorization.

The Licensed Penetration Tester credential represents EC-Council’s advanced practical penetration-testing track and is
associated with the professional processes expected of consultants conducting real-world assessments. The methodology is
not merely a collection of tools or technical attacks; it provides the engagement discipline needed to protect systems,
preserve evidence, communicate findings responsibly, and give stakeholders a useful risk-based report. This is particularly
important in regulated environments, where assessment activities must be carefully scoped and documented. EC-Council
describes the LPT Master program and its focus on professional penetration-testing practice at EC-Council LPT Master. Its
broader penetration-testing training path is described at EC-Council CPENT.

QUESTION NO: 9

An investigator is analyzing a suspicious e-mail message. Which header fields can provide useful information about the path
and timing of the message? (Choose three.)

A. Received:

B. Date:
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C. Message-ID:
D. Subject:

E. Importance:

ANSWER: ABC

Explanation:

Received: fields, the Date: field, and the Message-ID: field can all assist an e-mail investigation. Each receiving mail
transfer agent normally adds a Received field that records routing information about the SMTP hop. The Date field states the
message date and time asserted by the sender's mail client, although it should be corroborated because it can be inaccurate
or manipulated. The Message-ID field is an identifier that can be useful for correlating a message across mailboxes, server
logs, and related copies.

The From field is useful for understanding the claimed author, but it is not a reliable record of the message route. RFC 5322
defines the Date and Message-ID identification fields and describes trace fields, including Received fields, in Internet
messages. See RFC 5322.

QUESTION NO: 10

You setup SNMP in multiple offices of your company. Your SNMP software manager is not receiving data from other offices
like it is for your main office. You suspect that firewall changes are to blame. What ports should you open for SNMP to work
through Firewalls? (Choose two.)

A. 162
B. 161
C. 163
D. 160

ANSWER: AB

Explanation:

SNMP communication normally requires UDP port 161 and UDP port 162. UDP 161 is the well-known SNMP port used by
an SNMP manager to send polling requests, such as GET, GETNEXT, GETBULK, and SET messages, to managed
devices. It is also the destination port used for the agents’ corresponding responses. Firewall policy must therefore permit
the manager and remote SNMP agents to exchange the required UDP 161 traffic, including return traffic where the firewall is
stateless.

UDP 162 is the well-known SNMP trap port. Network devices, servers, and other SNMP agents use it to send unsolicited
traps or SNMPv2/SNMPvV3 notifications to the manager or trap receiver. Opening this port on the receiving management
system and allowing the appropriate remote-office source networks enables the manager to receive these event-driven
alerts. The IANA service-name registry assigns snmp to UDP port 161 and snmptrap to UDP port 162. SNMP notification
transport behavior is also defined in RFC 3417. In a production deployment, rules should be restricted to authorized
manager and agent addresses, and SNMPv3 should be used where possible to provide authentication and privacy.

References: IANA Service Name and Port Number Registry; RFEC 3417: Transport Mappings for SNMP.

QUESTION NO: 11

While searching through a computer under investigation, you discover numerous files that appear to have had the first letter
of the file name replaced by the hex code byte 5h. What does this indicate on the computer?

A. The files have been marked as hidden

B. The files have been marked for deletion
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C. The files are corrupt and cannot be recovered

D. The files have been marked as read-only

ANSWER: B

Explanation:

The files have been marked for deletion. In a FAT-family file system, deletion is generally a logical operation rather than an
immediate erasure of the file’s contents. The file system changes the first byte of the directory entry’s short filename to the
deletion marker, conventionally represented as E5h. This tells the operating system that the directory entry is available for

reuse, while the clusters previously assigned to the file may still contain the original data until they are overwritten by later

activity.

Forensic examiners can therefore often recover deleted files by locating directory entries carrying this marker, extracting
their metadata, and reconstructing the data from clusters that have not been reallocated. The recovery result depends on
whether the file’s clusters remain intact and whether file-system metadata needed for reconstruction is still available. This
behavior is central to forensic acquisition and recovery procedures because a deleted file may retain evidentiary value
despite no longer appearing in normal directory listings. NIST’s forensic guidance discusses preserving and examining
residual data during incident investigations; see NIST SP 800-86. Microsoft also documents the FAT file-system family in its
File Allocation Tables overview.

QUESTION NO: 12

Where does Encase search to recover NTFS files and folders?
A. MBR

B. MFT

C. Slack space

D. HAL

ANSWER: B

Explanation:

MFT is correct because the Master File Table is the central NTFS metadata structure that records information about files and
folders. Each NTFS file-system object is represented by a file record in the MFT, containing attributes such as the object’s
name, timestamps, parent-directory relationship, security information, size, and—where applicable—pointers to the disk
clusters holding its content. When a file is deleted, its MFT record and data-cluster allocation information may remain
available until they are reused or overwritten. EnCase can parse these records to identify deleted entries, reconstruct
directory relationships, locate associated data runs, and recover file content when the relevant disk sectors remain intact.
This makes MFT analysis a core source for NTFS recovery and forensic examination, including recovery of deleted files and
folders that are no longer visible through the normal file-system interface. Microsoft's NTFS documentation describes the
Master File Table as the database in which NTFS stores information about every file and directory on a volume. For further
technical background, see Microsoft's NTFS overview and the NTFS Master File Table reference.

QUESTION NO: 13

Which of the following are common indicators that a file may be disguised as a different file type? (Choose three.)
A. file extension does not match the header signature

B. filename contains two extensions

C. executable file is stored in an unexpected user-data directory

D. file has a valid cryptographic hash
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E. file is stored on an NTFS volume

ANSWER: ABC

Explanation:

A mismatch between a file extension and its header signature, a double extension, and an executable file located in an
unexpected user-data directory are useful indicators of possible file disguise. File extensions are easy to change and should
not be accepted as proof of the underlying format. A file named report.pdf.exe, for example, may appear to be a
document if known extensions are hidden. Similarly, an executable stored in a temporary, download, or document directory
may warrant closer examination, especially when it has an unexpected signature or origin.

These indicators do not independently prove malicious intent. The examiner should validate the file signature, determine the
actual format, calculate hashes, review metadata and execution artifacts, and examine the file in an approved analysis
environment. The National Institute of Standards and Technology discusses file-type identification resources in its Software
Identification Tool information.

QUESTION NO: 14

Which of the following actions are appropriate when an examiner identifies potentially exculpatory digital evidence? (Choose
three.)

A. Preserve the evidence using the same controls applied to inculpatory evidence
B. Document the finding in examination notes and the report

C. Disclose the finding through the applicable investigative or legal process

D. Delete the artifact because it does not support the allegation

E. Exclude the finding from the report to avoid confusion

ANSWER: ABC

Explanation:

The examiner should preserve the evidence, document it in the examination notes and report, and disclose it through the
applicable investigative or legal process. Exculpatory evidence is information that may tend to show that the suspect did not
commit the alleged act, that another person may be responsible, or that a relevant event has an innocent explanation.
Objectivity requires reporting material findings whether they support or weaken the original allegation.

Ignoring, deleting, or withholding such evidence compromises the integrity of the examination and may violate legal
disclosure obligations. The U.S. Department of Justice discusses the disclosure of favorable information in Disclosure of
Exculpatory and Impeachment Information.

QUESTION NO: 15

Which of the following are valid reasons to calculate and document a SHA-256 hash when acquiring digital evidence?
(Choose three.)

A. Verify the integrity of the acquired image

B. Compare the forensic image with the original source

C. Demonstrate later that the examined copy has not changed
D. Encrypt the evidence before examination

E. Identify the person who created a file
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ANSWER: ABC

Explanation:

SHA-256 hashing supports integrity verification, allows comparison of the original source with the forensic image, and
provides a documented value that can be recalculated later to demonstrate that a copy remains unchanged. A hash function
produces a fixed-length digest for the supplied data. If the source and acquired image produce the same SHA-256 value, the
examiner has strong evidence that the two data sets are bit-for-bit identical at the time of calculation.

A hash value does not identify the author of a file and does not encrypt the evidence. The examiner should record the
algorithm, tool, version, date and time, operator, source identifier, and resulting value in the acquisition documentation. SHA-
256 is specified in FIPS PUB 180-4, Secure Hash Standard.

QUESTION NO: 16

When cataloging digital evidence, the primary goal is to
A. Make bit-stream images of all hard drives

B. Preserve evidence integrity

C. Not remove the evidence from the scene

D. Not allow the computer to be turned off

ANSWER: B

Explanation:

The correct answer is Preserve evidence integrity. Cataloging is a core evidence-handling activity in digital forensics
because it establishes an accurate, traceable record of each item collected. The catalog should uniquely identify the
evidence and document relevant details such as its description, source or location, collection date and time, the person
collecting it, and its current storage or custody status. This documentation supports chain of custody and helps demonstrate
that the item presented during analysis or legal proceedings is the same item originally acquired.

Evidence integrity means maintaining the evidence in an unaltered, reliable state while ensuring that every transfer,
examination, and storage action is accountable. A well-maintained catalog enables investigators to locate evidence
efficiently, correlate it with case records, and substantiate that appropriate controls were used throughout the investigation.
Digital-forensics practice therefore treats careful documentation and custody tracking as essential safeguards for the
authenticity, admissibility, and evidentiary value of collected material. The National Institute of Standards and Technology
emphasizes preserving digital evidence and documenting handling actions in its Guide to Integrating Forensic Techniques
into Incident Response. Additional evidence-handling principles are provided by the NIST Forensic Science program.

QUESTION NO: 17

What will the following command produce on a website login page? SELECT email, passwd, login_id, full_name FROM
members WHERE email = 'someone@somehwere.com’; DROP TABLE members; --'

A. Deletes the entire members table
B. Inserts the Error! Reference source not found.email address into the members table
C. Retrieves the password for the first user in the members table

D. This command will not produce anything since the syntax is incorrect

ANSWER: A

Explanation:
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Deletes the entire members table is the intended result of this SQL-injection payload when the application concatenates the
supplied input into a query and the database interface permits execution of multiple SQL statements. The first statement
closes the quoted email-value context and completes a syntactically valid SELECT query. The semicolon then terminates that
statement. The subsequent DROP TABLE members; statement instructs the database to remove the members table,
including its definition and stored data. Finally, —-- begins a SQL comment (in common SQL dialects, subject to the dialect’s
comment syntax requirements), so the trailing quote added by the vulnerable application is ignored. This illustrates the
serious impact of SQL injection: untrusted input can change the intended query structure and potentially execute destructive
commands rather than merely perform authentication lookup. In a properly implemented login page, parameterized
queries/prepared statements keep user input separate from SQL code, and the application database account should have
only the minimum permissions needed, preventing destructive operations such as dropping tables. OWASP describes SQL
injection and its prevention at OWASP SQL Injection and recommends parameterized queries in the SQL Injection
Prevention Cheat Sheet.

QUESTION NO: 18

The MD5 program is used to:

A. wipe magnetic media before recycling it
B. make directories on an evidence disk
C. view graphics files on an evidence drive

D. verify that a disk is not altered when you examine it

ANSWER: D

Explanation:

The MD5 program is used to verify that a disk is not altered when you examine it. MD5 calculates a fixed-length
cryptographic hash value—a digital fingerprint—for a set of data. In a forensic workflow, an examiner calculates and records
the hash of the original evidence and/or the forensic image when it is acquired. Recalculating the hash later and obtaining
the same value demonstrates that the data set is unchanged at the bit level since the prior calculation. This supports
evidence integrity, repeatability of examination results, and chain-of-custody documentation.

Although MD5 is no longer suitable for security-sensitive uses such as digital signatures because collision attacks are
practical, it remains widely encountered in forensic tools and legacy evidence records as an integrity-check value. Current
practice commonly records a stronger hash, such as SHA-256, alongside or instead of MD5. The key forensic principle is
that matching independently calculated hash values provide strong evidence that the acquired image and the examined copy
contain identical data. NIST describes MD5 as a hash function and documents its security limitations in FIPS 180-4; NIST’s
computer-forensics guidance also addresses preserving and validating digital evidence through hashing in SP 800-86.

QUESTION NO: 19

What will the following command accomplish?

A. Test ability of a router to handle over-sized packets

B. Test the ability of a router to handle under-sized packets
C. Test the ability of a WLAN to handle fragmented packets

D. Test the ability of a router to handle fragmented packets

ANSWER: A

Explanation:

The intended correct answer is Test ability of a router to handle over-sized packets. In network testing, a command that
sends an ICMP echo request with a payload larger than the path’s supported maximum transmission unit is used to assess
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how intervening routers handle an oversized IP datagram. A router may need to fragment the datagram before forwarding it
when fragmentation is permitted, or it may return an ICMP “fragmentation needed” message when the Don’t Fragment
behavior applies. This is a useful diagnostic technique for identifying path-MTU and packet-forwarding behavior, including
whether traffic can traverse a route at a specified size. The IPv4 requirements for fragmentation and the associated ICMP
reporting behavior are defined in REC 791 and RFC 1191. Note that the command itself is absent from the supplied question
text; this answer preserves the apparent intended key based on the available answer set and the question’s original marked
answer.

QUESTION NO: 20

You are working on a thesis for your doctorate degree in Computer Science. Your thesis is based on HTML, DHTML, and
other web-based languages and how they have evolved over the years. You navigate to archive. org and view the HTML
code of news.com. You then navigate to the current news.com website and copy over the source code. While searching
through the code, you come across something abnormal: What have you found?

A. Web bug
B. CGl code
C. Trojan.downloader

D. Blind bug

ANSWER: A

Explanation:

Web bug is correct. A web bug, also commonly called a tracking pixel or beacon, is a small—often transparent or one-
pixel—resource embedded in a web page. Although it may be visually imperceptible to the visitor, loading the page causes
the browser to request the resource from a server. That request can provide the operator with useful tracking data, such as
the visitor’'s IP address, browser details, time of access, referring page, and identifiers included in the request URL or
cookies.

Comparing archived HTML with the current site’s source is a sensible way to identify an unexpected externally hosted
image, script, or other embedded resource that was not part of the earlier page. In a forensic or web-analysis context, an
anomalous, invisible image reference or beacon-like element in the newer source is characteristic of a web bug because its
purpose is to monitor page views or user activity rather than present visible page content. The Electronic Frontier Foundation
discusses how tracking pixels work and what information they can expose: EFF: How Trackers Work. The Federal Trade
Commission also describes the role of tracking pixels in online data collection: FTC: What Are Pixels and Why Are They

Important?.

QUESTION NO: 21

Which response organization tracks hoaxes as well as viruses?
A.NIPC

B. FEDCIRC

C.CERT

D. CIAC

ANSWER: D

Explanation:

CIAC is correct. The Computer Incident Advisory Capability was the U.S. Department of Energy’s incident-response
organization and maintained security information for government and research environments. A notable part of its public
awareness role was tracking both malicious-code threats and false virus warnings, commonly called virus hoaxes. This was
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especially important when email-based warnings could spread quickly and cause unnecessary disruption, such as users
deleting legitimate files or overwhelming support teams with reports. By documenting known hoaxes alongside virus-related
alerts and technical advisories, CIAC gave administrators a source for verifying whether an alarming message represented
an actual security incident or misinformation. CIAC’s archived materials include virus and security advisories, and its
historical role is documented in the Department of Energy’s cyber-security resources. The CERT Coordination Center also
became a major incident-response and vulnerability-information authority, but the wording about tracking hoaxes as well as
viruses specifically reflects the historical CIAC function and associated awareness materials. For background on CIAC’s
historical publications, see the DOE CIAC publication record. For broader context on incident-response coordination and
public security advisories, see the CERT Coordination Center.

QUESTION NO: 22

Lance wants to place a honeypot on his network. Which of the following would be your recommendations?
A. Use a system that has a dynamic addressing on the network

B. Use a system that is not directly interacting with the router

C. Use it on a system in an external DMZ in front of the firewall

D. It doesn't matter as all replies are faked

ANSWER: C

Explanation:

Use it on a system in an external DMZ in front of the firewall is the recommended placement because it exposes the
honeypot to unsolicited hostile activity while maintaining separation from the organization’s production network. A honeypot
is intentionally designed to attract and record suspicious connections; placing it at the exposed network edge increases the
likelihood that scans, probes, exploit attempts, and malware traffic will reach it. At the same time, isolating the host in a
dedicated perimeter segment limits the consequences if the honeypot is compromised. The deployment should be tightly
controlled with restrictive outbound filtering, centralized logging, continuous monitoring, and a documented incident-response
process. Captured data can then provide useful forensic intelligence, including source addresses, tools, payloads, attack
timing, and attacker behavior, without placing business systems in the direct path of the interaction. NIST’s incident-handling
guidance recognizes honeypots as a source of supplementary attack information and emphasizes careful monitoring and
containment in security operations. The NIST intrusion-detection guidance also discusses honeypots as a specialized
technology that can help identify malicious activity. See NIST SP 800-61 Rev. 2 and NIST SP 800-94.

QUESTION NO: 23

Which of the following information should be documented when collecting a powered-off computer as digital evidence?
(Choose three.)

A. serial number of the evidence item

B. date and time the item was collected

C. identity of the person collecting the item

D. personal opinion regarding the suspect's guilt

E. results of the final laboratory examination

ANSWER: ABC

Explanation:

The evidence-item serial number, the date and time of collection, and the identity of the person collecting the item are
essential collection records. The serial number or another unique identifier distinguishes the computer from other equipment
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and ties it to the corresponding evidence label. Recording the collection date and time establishes when the item entered
custody. Identifying the collector establishes accountability and supports the chronological chain of custody.

A complete evidence record commonly also includes the case number, description of the item, physical condition, collection
location, photographs, packaging method, and each subsequent transfer. Accurate contemporaneous documentation
enables another examiner to identify the same item and reconstruct its handling. NIST discusses documenting collection and
maintaining evidence integrity in SP 800-86, Guide to Integrating Forensic Techniques into Incident Response.

QUESTION NO: 24

Which of the following practices help preserve volatile evidence when responding to a running suspect computer? (Choose
three.)

A. Document the displayed system time and time zone
B. Acquire volatile memory

C. Record active network connections

D. Delete temporary files before imaging the disk

E. Restart the computer to clear active sessions

ANSWER: ABC

Explanation:

Documenting the displayed system time and time zone, recording active network connections, and acquiring volatile memory
are appropriate practices because volatile evidence can change or disappear when the computer is shut down, restarted, or
continues normal operation. The system clock establishes context for later interpretation of process, network, and log
timestamps. Active connections can identify current remote sessions, listening services, and potential command-and-control
activity. Memory acquisition may preserve running processes, injected code, encryption keys, network-session data, and
other artifacts not available from a powered-off disk image.

Deleting temporary files changes potential evidence and should never be used as an evidence-preservation method. NIST
discusses collecting volatile data before less volatile data where appropriate in SP 800-86, Guide to Integrating Forensic
Techniques into Incident Response.

QUESTION NO: 25

While reviewing a packet capture, which of the following fields can be used to correlate an HTTP request with the server
response? (Choose two.)

A. TCP sequence and acknowledgment numbers
B. Source and destination IP addresses and ports
C. HTTP User-Agent header

D. HTTP Host header

ANSWER: AB

Explanation:

The TCP sequence and acknowledgment numbers and the source and destination IP addresses and ports can be
used to correlate an HTTP request with its response. TCP maintains a bidirectional connection using endpoint addresses,
ports, sequence numbers, and acknowledgment numbers. A response reverses the client and server endpoint tuple, while its
acknowledgment number corresponds to data received from the request direction. These fields help the examiner
reconstruct sessions and determine which server response belongs to a particular request.
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The HTTP User-Agent and Host headers can provide useful context, but they are not TCP session-correlation fields and may
be absent, altered, or shared across many requests. TCP header fields are defined in RFC 9293, Transmission Control
Protocol.

QUESTION NO: 26

When obtaining a warrant, it is important to:

A. Particularly describe the place to be searched and particularly describe the items to be seized.
B. Generally describe the place to be searched and particularly describe the items to be seized.
C. Generally describe the place to be searched and generally describe the items to be seized.

D. Particularly describe the place to be searched and generally describe the items to be seized.

ANSWER: A

Explanation:

A warrant must particularly describe both the place to be searched and the persons or things to be seized. This is the
constitutional “particularity” requirement under the Fourth Amendment, which provides that warrants may issue only upon
probable cause and must specifically identify the authorized search location and the property sought. In a digital-forensics
context, this requirement is especially important because electronic devices and storage media can contain extensive
quantities of personal and unrelated information. The warrant application should therefore define the relevant premises or
device, the categories of electronically stored information sought, and the connection of that evidence to the alleged offense
with enough specificity to constrain the scope of the search. Particularity helps ensure that investigators collect evidence
within the judicial authorization rather than conducting an unrestricted exploratory search. The governing constitutional text is
available from the Library of Congress Constitution Annotated. Additional practical guidance on the particularity requirement
for searches involving electronic evidence appears in the U.S. Department of Justice’s Searching and Seizing Computers
and Obtaining Electronic Evidence in Criminal Investigations.

QUESTION NO: 27

You have received a forensic image of a Windows workstation. Which of the following artifacts can help establish that a USB
mass-storage device was connected to the system? (Choose three.)

A. USBSTOR registry key

B. SetupAPI device-installation logs
C. MountedDevices registry key

D. Windows hosts file

E. boot.ini

ANSWER: ABC

Explanation:

The USBSTOR registry key, SetupAPI device-installation logs, and MountedDevices registry key can all provide useful
evidence of removable-storage-device connection or association. USBSTOR records device information for USB storage
devices installed on the computer. SetupAPI logs can document device-installation events and related device identifiers.
MountedDevices can associate volume identifiers with drive letters and other mounted-volume information. Together, these
artifacts can assist an examiner in identifying device make, model, serial information, volume association, and relevant
timing.

Investigators should correlate these artifacts with user-specific records such as shortcut files and shellbag data, as well as
file-system timestamps and endpoint logs. Microsoft documents USB device installation and SetupAPI logging in SetupAPI
Device Installation Log Files and registry hive structure in Registry Hives.
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QUESTION NO: 28

You are collecting logs from a firewall after a suspected intrusion. Which of the following practices help preserve the
evidentiary value of the logs? (Choose three.)

A. export the logs in their original available format

B. record the firewall time and time-zone configuration

C. calculate and record a hash of the exported log file

D. edit entries to make the logs easier to read before preservation

E. delete routine entries to reduce the size of the evidence

ANSWER: ABC

Explanation:

Exporting the logs in their original available format, recording the firewall time and time-zone configuration, and calculating a
hash for the exported log file are appropriate practices. Original-format export preserves the available log fields and
structure. Documenting clock and time-zone information is necessary for accurate correlation with endpoint, server, and
network records. A cryptographic hash recorded at collection provides a repeatable integrity value for the exported file.

Examiners should also document the device identity, log source, export method, collection time, account used, retention
settings, and access controls. Editing entries to improve readability would alter the original evidence; if a normalized or
filtered version is needed for analysis, it should be derived from and maintained separately from the preserved original. NIST
emphasizes preservation, documentation, and integrity of log data in SP 800-92, Guide to Computer Security Log

Management.
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