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QUESTION NO: 1

A large Internet company has services running on physical machines, as well as self-built monitoring and alert system
Recently, the company wants to migrate part of the services to

Alibaba Cloud and use CloudMonitor to monitor ECS instances and set alerts

What should the company do to quickly interconnect CloudMonitor alerts with the self-built alert system, and handle both
alerts (alerts about the physical machines and ECS instances) in self-built alert system?

A. Use the Event Monitoring function provided by CloudMonitor to consume alerts sent from self-built alert system

B. Call the API for querying data provided by CloudMonitor. regularly query data, and write a code to check whether
indicators are abnormal

C. Call the API for obtaining messages and alerts that are sent to self-build alert system

D. This cannot be implemented.

ANSWER: B

QUESTION NO: 2

A website is built using open-source software To prevent hacker attacks and fix vulnerabilities in a timely manner, the
administrator of the website wants to use the patch management feature in Security Center. Which of the following
statements about patch management is FALSE.

A. Before patches for most common Web vulnerabilities are released, the Alibaba Cloud
Security O&M team will have fixed the vulnerabilities using self-developed patches

B. Rollback of Web vulnerabilities means to restore the original files, while rollback of
Windows vulnerabilities means to uninstall the patch upgrade

C. Patch management can operate machines in batches in the cloud. For large-scale vulnerabilities, it supports one-key
patch upgrade, which is easy and convenient

D. Vulnerabilities are automatically fixed Once a self-developed paten is released, it automatically fixes vulnerabilities for all
customers who have enabled patch management.

ANSWER: D
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QUESTION NO: 3

Alibaba Cloud WAF cannot protect against large traffic DDoS attacks which can be solved by Alibaba Cloud Ant-DDoS
Service.

A. True

B. False

ANSWER: A

QUESTION NO: 4

Which of the following services can be protected by the Alibaba Cloud Security Center's anti-brute force password cracking
function? (Number of answers 3)

A. Windows remote desktop service (RDP) Linux remote control service (SSH)
B. Web service (HTTP)
C. MySQL database service SQLServer database service

D. File transfer service (FTP)

ANSWER: BCD

QUESTION NO: 5

Alibaba Cloud Security's Data R.sk Control can effectively resolve junk registration, database hacking, and other service risk
identification problems To use this service. you need to first collect service data. Which of the following methods can be used
to collect information off Web application

systems?

A. JavaScript

B. SDK

C. JavaScript, SDK

D. HTMLS

ANSWER: A
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QUESTION NO: 6

To improve system security and protect the system from DDoS attacks, you can use Alibaba Cloud Anti-DDoS Premium
Service. Which of the following products can be used together with Alibaba Cloud Anti-DDoS Service to improve the system
access capabilities?

(Number of correct answers 3)

A. Server Load Balancer

B. CDN

C. WAF

D. RDS

ANSWER: ABC

QUESTION NO: 7

After a customer uses Alibaba Cloud Anti-DDoS Premium Service, a 502 error is prompted.
Which of the followings are the possible causes of the error? (Number of correct answers
3)

A. Network congestion or jitter occurred

B. The IP address of the origin site is exposed and suffered an attack

C. The service was configured using the IP address method instead of the Cl

D. The Anti-DDoS Service IP range was not released As a result, the origin site is blocked.

ANSWER: ABD

QUESTION NO: 9

Which of the following features are available in Alibaba Cloud Anti-DDoS Premium product? (Number of correct answers: 3)
A. SQL injection Attack blocking
B. Web application layer DDoS protection

C. Transport layer DDoS protection
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D. Malformed packets filtering

ANSWER:BCD

QUESTION NO: 10

Alibaba Cloud WAF currently supports web security protection for HTTP and HTTPS.

Which of the following ports are usually used for HTTP and HTTPS protocols? (Number of correct answers: 2)
A. 80

B. 443

C.22

D. 21

ANSWER: AB
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