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Topic Break Down

Topic No. of Questions

Topic 1, Cloud Fundamentals 2

Topic 2, Cloud Management and Orchestration 24

Topic 3, Cloud Networking 43

Topic 4, Cloud Security 11

Topic 5, Cloud Operations and Troubleshooting 5

Total 85
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QUESTION NO: 1

Users mention that an application has network connectivity issues orchestrated by Kubernetes. To troubleshoot the issue, 
you must obtain the IP addresses of the pods used by the application.

In this scenario, which command will accomplish this task?

A. kubectl config view

B. kubectl get services

C. kubectl describe pods

D. kubectl explain pods

ANSWER: C 

Explanation:

kubectl describe pods is correct because the Kubernetes describe command retrieves detailed, human-readable 
information for the Pods in the active namespace. For each Pod, its output includes a IP: field in the Pod details, allowing 
an operator to identify the address assigned to each application Pod during network troubleshooting. The command also 
provides useful contextual information, such as the Pod’s node placement, labels, container status, events, and networking-
related state, which can help correlate the reported connectivity problem with the affected workload. If the application is 
deployed outside the current namespace, the command should be scoped appropriately, for example with kubectl 
describe pods -n <namespace>. Kubernetes documents kubectl describe as the command for showing detailed 
state for one or more resources, including Pods, while the Pod lifecycle documentation identifies the Pod IP as part of Pod 
status information. See the kubectl describe command reference and the Kubernetes Pod lifecycle documentation.

QUESTION NO: 2

Exhibit.

You are provisioning a service chain to process external subscriber's traffic in a Contrail OpenStack cluster. Service 
instances SI-1, SI-2, and SI-3 are firewall instances that permit all traffic. 

Referring to the exhibit, which two statements are correct? (Choose two.)

A. The access control lists on vRouters must be modified to permit traffic from the external hosts. 

B. The default security group configuration does not need to be modified. 

C. The access control lists on vRouters are provisioned automatically. 

D. The default security group configuration must be modified to permit traffic from the external hosts. 

ANSWER: C D 
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Explanation:

The access control lists on vRouters are provisioned automatically. Contrail uses its control-plane policy model to 
compile configured network policies and service-chain information into access control lists (ACLs). These ACLs are 
distributed to the relevant compute nodes and enforced by the vRouter forwarding plane. When a policy specifies a service 
instance or service chain, Contrail creates the forwarding behavior needed to steer matching traffic through the chain; the 
vRouter ACLs therefore do not require manual per-vRouter editing. This policy-driven ACL distribution is a core element of 
Contrail service chaining.

The default security group configuration must be modified to permit traffic from the external hosts. OpenStack 
security groups are stateful, distributed firewall rules applied to virtual-machine interfaces. The default security group 
normally allows outbound traffic but restricts inbound traffic to traffic from instances in the same security group. Because the 
subscribers are external hosts, an explicit ingress rule covering the applicable external source prefix, protocol, and 
destination port range is required on the relevant service-instance interfaces. Permissive firewall behavior inside SI-1, SI-2, 
and SI-3 does not replace the security-group rule enforced before the traffic reaches those instances. See Juniper’s service 
chaining documentation and the OpenStack security groups documentation.

QUESTION NO: 3

You are using Kubernetes in your Contrail Enterprise Multicloud environment. You must create an isolated Kubernetes 
namespace. In this scenario, which two statements are correct? (Choose two.)

A. A networking port is automatically created. 

B. A pod network is automatically created. 

C. A network policy is automatically created. 

D. A project is automatically created. 

ANSWER: B C 

Explanation:

An isolated Kubernetes namespace in Contrail is implemented by automatically provisioning a dedicated pod network for that 
namespace and associating policy controls with it. The pod network provides the namespace-specific virtual networking 
construct to which workloads in the isolated namespace attach. This separates the namespace’s workload connectivity from 
the shared/default pod network model and gives Contrail a distinct virtual-network context in which to apply isolation.

A network policy is also automatically created as part of the isolated-namespace workflow. The policy defines the permitted 
connectivity for workloads associated with that isolated namespace, enabling Contrail to enforce the intended segmentation 
between namespaces while maintaining required communication for workloads in the namespace. Together, the 
automatically created pod network and network policy are the Contrail resources that establish namespace isolation. 
Network ports are created for workload interfaces as pods are instantiated; creating the namespace itself does not create a 
workload port. Juniper’s Kubernetes integration and Contrail networking documentation describe the mapping of Kubernetes 
objects to Contrail virtual-network and policy resources: Juniper Cloud-Native Contrail Kubernetes concepts and Juniper 
Cloud-Native Contrail networking concepts.

QUESTION NO: 4

Exhibit.
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Referring to the exhibit, which two lines must be changed to allow AppFormix to successfully query the vCenter Server for 
host and VM metrics? (Choose two.)

A. Change the path from appformix-openstack-images-. tar.gz to appformix-awsimages-.tar.gz. 

B. Change appformix_network_device_monitoring_enabled: true to appformix network device monitoring enabled: yes. 

C. Change vcenter_platform_enabled: yes to vcenter_platform_enabled: true. 

D. Change the path from appformix-openstack-images-.tar.gz to appformix-vcenter-images-.tar.gz.

ANSWER: C D 

Explanation:

AppFormix vCenter monitoring must be explicitly enabled using the Boolean value expected by the AppFormix deployment 
variables. Changing vcenter_platform_enabled: yes to vcenter_platform_enabled: true ensures that the 
vCenter platform integration is enabled consistently when the deployment playbooks render and process their configuration. 
With this integration enabled, AppFormix can use the configured vCenter endpoint and credentials to collect the inventory 
and performance information required for ESXi host and virtual-machine metrics.

The AppFormix image archive must also match the platform being deployed. Changing the OpenStack image archive path to 
appformix-vcenter-images-<version>.tar.gz supplies the vCenter-specific images required by the vCenter 
deployment workflow. Those images provide the components needed for the vCenter collector and associated monitoring 
services, allowing AppFormix to establish its vCenter integration and query host and VM telemetry successfully. The archive 
version should match the AppFormix release being installed so that the deployed images and orchestration content remain 
compatible. Juniper’s AppFormix documentation and software documentation portal provide the deployment guidance and 
release-specific artifacts for supported integrations: Juniper AppFormix Documentation and Juniper Documentation Portal.

QUESTION NO: 5

You want to implement deep packet inspection using a VNF for traffic to and from your servers in the data center. Which 
service type is valid when implementing this solution using Contrail Command?

A. NAT 

B. analyzer 

C. firewall 

D. DPI 
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ANSWER: C 

Explanation:

The correct service type is firewall. In Contrail Command, a firewall service is an inline network function: application traffic is 
steered through the service virtual machine before it reaches its destination. This is the appropriate model for deploying a 
security VNF, such as a virtual firewall, that must inspect packets in both directions between data-center workloads and 
other networks. A deep packet inspection policy depends on seeing the actual traffic flow, including session state and 
application-layer content where supported by the VNF; placing the firewall VNF in the service chain provides that inspection 
point.

Contrail service chaining uses service templates and service instances to insert network functions into forwarding paths. A 
firewall-type service conventionally has interfaces on the two sides of the chain, allowing traffic entering and leaving a server 
network to traverse the VNF. The VNF itself supplies the DPI capability and policy enforcement, while Contrail Command 
supplies the orchestration and traffic-steering configuration. Juniper’s Contrail service-chaining documentation describes 
service instances and the use of inline service functions: Contrail Service Chaining Overview. Juniper also documents 
Contrail Cloud networking and service-function deployment concepts at Contrail Cloud NFV Documentation.

QUESTION NO: 6

Exhibit.

Referring to the exhibit, what is the correct order of workflow to delete the vSRX?

A. Delete the policy, delete the instance, and then delete the template. 

B. Shutdown and delete the instance from the Horizon user interface. 

C. Delete the instance, delete the policy, and then delete the template. 

D. Delete the template, delete the instance, and then delete the policy. 

ANSWER: A 

Explanation:

Delete the policy, delete the instance, and then delete the template. is the correct workflow because a vSRX service chain is 
built from dependent Contrail objects. The network policy is the consumer-facing object that applies the service chain and 
references the vSRX service instance. Removing that policy first cleanly withdraws the service-chain association from the 
relevant virtual networks and traffic flows. Once no policy refers to it, the service instance can be deleted. The service 
instance represents the deployed vSRX service and retains its association with the service template. Finally, deleting the 
service template removes the reusable definition that specifies the service type, interfaces, image, and other deployment 
attributes. This dependency-aware sequence prevents references to objects that are still in use and is the appropriate 
cleanup process for a Contrail-managed vSRX deployment. Juniper’s Contrail service-chaining documentation describes 
service templates, service instances, and policies as the components used to create and manage service chains: Juniper 
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Contrail Service Chaining Overview. Additional guidance on service-instance configuration and lifecycle is available in the 
Juniper Service Instance documentation.

QUESTION NO: 7

You are using Contrail integrated with Kubernetes.

In this scenario, which Kubernetes service is replaced with the Contrail vRouter for dataplane processing?

A. kube-controller-manager 

B. kube-scheduler 

C. kube-proxy 

D. kubelet 

ANSWER: C 

Explanation:

kube-proxy is replaced by the Contrail vRouter for Kubernetes dataplane processing. In a standard Kubernetes deployment, 
kube-proxy implements Service networking on each node, typically by programming packet-forwarding and load-balancing 
rules so traffic sent to a Service virtual IP can reach an appropriate backend Pod endpoint. With Contrail integrated into 
Kubernetes, the Contrail vRouter agent provides the distributed dataplane functions instead. It programs forwarding behavior 
for Pod connectivity and Kubernetes Services, applying Contrail’s routing, policy, and load-balancing capabilities directly in 
the vRouter dataplane. This lets Service traffic be handled through Contrail networking rather than through the normal kube-
proxy implementation. The control-plane components remain responsible for their Kubernetes roles: the Kubernetes API and 
controllers maintain the desired cluster state, while Contrail consumes relevant orchestration information and installs the 
associated network state in vRouters. Juniper’s Contrail Kubernetes integration documentation describes Contrail as 
providing the networking implementation for Kubernetes workloads, and Kubernetes documents kube-proxy as the 
component that ordinarily maintains node-level rules for Service traffic. See Juniper Contrail Kubernetes integration 
documentation and the Kubernetes kube-proxy reference.

QUESTION NO: 8

Your customer asks you to create a service VM to be used for deep packet inspection. You are also asked to ensure that the 
service does not modify the packet.

Which two service modes would you use in this situation? (Choose two.)

A. transparent NAT 

B. transparent 

C. in-network 

D. in-network NAT 

ANSWER: B C 

Explanation:

transparent and in-network are appropriate service-chain modes for a deep packet inspection service that must preserve 
the original packet. In transparent mode, the service VM is inserted into the traffic path as a bump-in-the-wire service. It 
receives and forwards traffic while preserving the original Layer 3 addressing, making it well suited to inspection-only 
services such as an IDS or passive DPI appliance.

In-network mode also preserves the original packet addressing. The service VM is placed logically in the forwarding path and 
performs packet forwarding between its service interfaces, but the mode itself does not require address translation. This 
allows a DPI service to inspect the flow while the original endpoints remain visible to the service and to each other. The 
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service VM implementation must, of course, be configured to forward the inspected traffic without altering payloads or 
headers.

Juniper Contrail service chaining defines transparent and in-network as non-NAT service modes, enabling security and 
inspection services that need end-to-end address preservation. See the Juniper documentation on service chaining concepts 
and the service chaining configuration documentation.
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