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QUESTION NO: 1

An airline company employee notices that she has access to one of the company’s applications that she has not used
before. Is this an information security incident?

A. Yes

B. No

ANSWER: B

QUESTION NO: 2

What is the best description of a risk analysis?
A. A risk analysis is a method of mapping risks without looking at company processes.
B. A risk analysis helps to estimate the risks and develop the appropriate security measures.

C. Arrisk analysis calculates the exact financial consequences of damages.

ANSWER: B

QUESTION NO: 3

Someone sends an e-mail. The sender wants the recipient to be able to verify who wrote and sent the email.
What does the sender attach to the email?

A. A digital signature

B. A PKI certificate

C. Her private key

D. Her public key

ANSWER: A

QUESTION NO: 4
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You own a small company in a remote industrial area. Lately, the alarm regularly goes off in the middle of the night. It takes
quite a bit of time to respond to it and it seems to be a false alarm every time. You decide to set up a hidden camera. What is
such a measure called?

A. Detective measure

B. Preventive measure

C. Repressive measure
ANSWER: A

QUESTION NO: 5

You are a consultant and are regularly hired by the Ministry of Defense to perform analyses.

Since the assignments are irregular, you outsource the administration of your business to temporary workers. You don’t want
the temporary workers to have access to your reports. Which reliability aspect of the information in your reports must you
protect?

A. Availability

B. Integrity

C. Confidentiality
ANSWER: C

QUESTION NO: 6

A non-human threat for computer systems is a flood. In which situation is a flood always a relevant threat?
A. If the risk analysis has not been carried out.

B. When computer systems are kept in a cellar below ground level.

C. When the computer systems are not insured.

D. When the organization is located near a river.

ANSWER: B

QUESTION NO: 7

Logging in to a computer system is an access-granting process consisting of three steps: identification, authentication and
authorization. What occurs during the first step of this process: identification?
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A. The first step consists of checking if the user is using the correct certificate.
B. The first step consists of checking if the user appears on the list of authorized users.

C. The first step consists of comparing the password with the registered password.

D. The first step consists of granting access to the information to which the user is authorized.

ANSWER: B

QUESTION NO: 8

You are the owner of the SpeeDelivery courier service. Last year you had a firewall installed. You now discover that no
maintenance has been performed since the installation. What is the biggest risk because of this?

A. The risk that hackers can do as they wish on the network without detection
B. The risk that fire may break out in the server room
C. The risk of a virus outbreak

D. The risk of undesired e-mails

ANSWER: A

QUESTION NO: 9

What is a risk analysis used for?

A. to express the value of information for an organization in monetary terms
B. to clarify to management their responsibilities

C. to make everyone in the organization aware of all risks

D. to ensure that security measures are deployed in a cost-effective and timely fashion

ANSWER: D

QUESTION NO: 10

What are the two main types of damage, resulting from incidents?
A. Direct and indirect damage

B. Financial and emotional damage
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C. Visible and invisible damage

ANSWER: A
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