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QUESTION NO: 1

You have a SharePoint Framework (SPFx) web part named WebPartA that uses SPFx 1.11.0. You need to ensure that 
WebPartA can be installed as an app in Microsoft Teams. What should you do?

A. Update the WebPartA.manifest.json file to include "TeamsTab" in the supportedHosts property.

B. Update the Config.json file.

C. Upload WebPartA to the Microsoft Teams app catalog.

D. From a command prompt, run the yo @microsoft/sharepoint command.

ANSWER: A 

Explanation:

Update the WebPartA.manifest.json file to include TeamsTab in the supportedHosts property. The web part manifest 
controls the Microsoft 365 hosts in which an SPFx web part is supported. For an SPFx web part to be available as a 
Microsoft Teams tab, its manifest must explicitly declare Teams tab support. In practice, this means retaining the applicable 
SharePoint host entry and adding TeamsTab, for example: "supportedHosts": ["SharePointWebPart", 
"TeamsTab"]. This declaration enables the solution packaging and deployment process to recognize the web part as 
eligible for use in Teams. SPFx 1.11.0 supports this Teams integration capability, so the required action is to configure the 
existing web part rather than recreate it. After the manifest is updated, the solution can be packaged and deployed through 
the tenant app catalog so that Teams can surface the associated app experience. Microsoft documents the manifest update, 
including the supportedHosts setting, for making an SPFx web part available in Teams: Build Microsoft Teams meeting 
apps with SharePoint Framework. Additional guidance on exposing SPFx web parts as Teams tabs is available in Use 
SharePoint Framework web parts in Microsoft Teams.

QUESTION NO: 2

You are developing a Microsoft Teams messaging extension.

Users must be able to enter a search term in the Teams compose box and insert a result from your product catalog into a 
chat message.

Which type of messaging extension command should you implement?

A. A search-based messaging extension command

B. An action-based messaging extension command

C. An incoming webhook

D. A Teams activity feed notification

ANSWER: A 

Explanation:

Implement a search-based messaging extension command. Search commands allow users to enter a search term in the 
Teams compose area. Teams sends the query to the messaging extension, and the extension returns a list of result cards. 
The user selects a result to insert it into the message compose box.

This interaction is designed for searching external systems, such as a product catalog, customer database, or knowledge 
base, and sharing a selected result in a conversation. An action-based messaging extension is instead used when the user 
starts with a form or task module to collect information. The app manifest declares the command type and the bot endpoint 
handles the query request. See Define search commands for messaging extensions and Messaging extensions.

QUESTION NO: 3
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You plan to develop a TypeScript client-side app that will use the MSGraphClient library.

You need to configure Microsoft Visual Studio Code to use IntelliSense and support code completion for the MSGraph client 
library.

Which two actions should you perform? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. Install the Microsoft Graph Toolkit.

B. Add the following import statement to the code: import * as MicrosoftGraph from '@microsoft/microsoft-
graph-types';

C. Run the npm install @microsoft/microsoft-graph --save-dev command.

D. Run the: npm install @microsoft/microsoft-graph-types --save-dev command.

E. Add the following import statement to the code: import * as MicrosoftGraph from '@microsoft/microsoft-
graph';

ANSWER: B D 

Explanation:

To provide TypeScript IntelliSense and code completion for Microsoft Graph entities, install @microsoft/microsoft-
graph-types as a development dependency by using npm install @microsoft/microsoft-graph-types --
save-dev. This package supplies the TypeScript declaration files for Microsoft Graph resources, such as users, groups, 
messages, events, and their properties. Because declarations are used during development and compilation rather than 
deployed as application runtime functionality, saving the package as a development dependency is appropriate.

The application must also import the declarations with import * as MicrosoftGraph from 
'@microsoft/microsoft-graph-types';. The MicrosoftGraph namespace can then be used to explicitly type 
Graph results and objects, for example MicrosoftGraph.User. Once the type package is installed and imported, Visual 
Studio Code’s TypeScript language service can resolve those definitions and present property, method, and object-
completion suggestions while writing Graph-related code. Microsoft documents the Graph TypeScript definitions package 
and its use for strongly typed Graph models in the Microsoft Graph SDK documentation. Package installation details are 
available from the @microsoft/microsoft-graph-types package page.

QUESTION NO: 4

You need to provide users with access to SalesApp. The solution must meet the technical requirements.

What should you include in the solution?

A. sideloading

B. App Catalog in SharePoint Online

C. Centralized Deployment

D. Microsoft AppSource

ANSWER: C 

Explanation:

Centralized Deployment is the appropriate solution because it enables a Microsoft 365 administrator to assign an Office 
Add-in, such as a Word task pane add-in, directly to specific users, groups, or everyone in the organization. The assignment 
is managed centrally in the Microsoft 365 admin center, so users do not need to locate, install, or manually sideload the add-
in themselves. This supports automatic organizational distribution with minimal user interaction.
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For Word, the deployed add-in becomes available in the client after the assigned user signs in with their organizational 
account and the deployment has propagated. This model is well suited to a SalesApp that must be available to sales users 
for creating quotation documents, because administrators can control exactly which users receive it and can subsequently 
update or remove the deployment centrally. Microsoft documents Centralized Deployment as the enterprise mechanism for 
deploying integrated apps, including Office Add-ins, to users and groups: Centralized Deployment of add-ins. The 
deployment and assignment experience is also covered in Microsoft’s guidance for deploying integrated apps in the 
Microsoft 365 admin center.

QUESTION NO: 5 - (HOTSPOT)

HOTSPOT

You are developing an Azure function to provision a team in Microsoft Teams.

You need to create a group named Project A, add a classification of Private to the group, and then convert Project A to a 
team group.

How should you complete the REST requests? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Hot Area:
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ANSWER:
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Explanation:

The correct sequence first creates the underlying Microsoft 365 group, then updates its group metadata, and finally 
provisions the Teams resource over that existing group. Creating a Microsoft 365 group is performed by sending a POST 
request to the groups collection. The supplied payload contains the key characteristics of a Microsoft 365 group: the Unified 
value in groupTypes, mailEnabled set to true, securityEnabled set to false, a mail nickname, and the Project A display name. 
Microsoft Graph returns the created group and its identifier, which is then used in later requests.

After the group exists, its classification is updated on the individual group resource. A PATCH request supports a partial 
update, so the request body only needs to include the classification property with the Private value. This approach is 
appropriate when the classification was not included as part of the initial group creation payload. The classification value 
must be one that has been configured and made available in the tenant’s Microsoft 365 group classification policy.

Finally, Teams is enabled by creating the team resource beneath the existing group. Microsoft Graph uses a PUT request to 
the team navigation resource for this operation: /groups/{GroupID}/team. The request body can define initial team 
settings, including the member setting that permits members to create and update channels. This creates the team 
associated with Project A rather than creating an unrelated group. Microsoft documents group creation at Create group, 
group updates at Update group, and team creation from a group at Create team.

QUESTION NO: 6
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Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a 
unique solution that might meet the stated goals. Some question sets have more than one correct solution, while others 
might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in 
the review screen.

You are developing a new application named App1 that uses the Microsoft identity platform to authenticate to Azure Active 
Directory (Azure AD).

Currently, App1 can read user profile information.

You need to allow App1 to read the user’s calendar.

Solution: Add https://graph.windows.net/user.read to the list of scopes during the initial login request.

Does this meet the goal?

A. Yes

B. No

ANSWER: B 

Explanation:

No is correct. The requested scope, https://graph.windows.net/user.read, targets the legacy Azure AD Graph 
resource and grants access to basic user-profile information. It does not grant permission to access calendar events. 
Calendar data is part of Microsoft Graph, so App1 must request an appropriate Microsoft Graph calendar permission as part 
of the authorization request.

For an app acting on behalf of the signed-in user, the applicable delegated permission is Calendars.Read. The scope can 
be requested as Calendars.Read when Microsoft Graph is the target resource, or in fully qualified form as 
https://graph.microsoft.com/Calendars.Read. During sign-in, the Microsoft identity platform uses the requested 
delegated scopes to present the consent experience when consent is required. After consent, the access token issued for 
Microsoft Graph contains the calendar permission, enabling the app to call Microsoft Graph calendar endpoints for that 
signed-in user.

Microsoft Graph documents Calendars.Read as the delegated permission that allows an app to read the signed-in user’s 
calendars. See the Microsoft Graph permissions reference and Microsoft identity platform scopes and permissions 
documentation.

QUESTION NO: 7

You have a SharePoint Framework (SPFx) web part that displays the weather. Users can set the city within the web part. 
Which component is invoked to provide the users with the ability to configure the settings for the web part?

A. a custom control

B. the property pane

C. the Application Customizer

D. a library component

ANSWER: B 

Explanation:

The property pane is the SPFx component that provides the standard configuration experience for a web part. When a user 
edits an SPFx web part on a modern SharePoint page, SharePoint opens the property pane, where the web part exposes 
configurable properties such as a weather city. The web part defines its available settings by implementing 
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getPropertyPaneConfiguration() and specifying property-pane controls, for example a text field, dropdown, toggle, 
or custom property-pane field. The selected value is stored in the web part’s properties and can be used by the web part’s 
rendering logic to retrieve and display the appropriate weather information. This design separates configuration from the web 
part’s visual rendering while providing users with a consistent page-authoring interface across SharePoint. Property panes 
can also be configured to apply changes reactively as users edit values or only after users apply the changes. Microsoft’s 
SPFx guidance describes the property pane as the mechanism used to configure web part properties and details how to 
connect those properties to the web part implementation. See Connect web part properties to SharePoint and Use custom 
property pane controls in SharePoint Framework web parts.

QUESTION NO: 8

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a 
unique solution that might meet the stated goals. Some question sets have more than one correct solution, while others 
might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in 
the review screen.

You need to deploy a Microsoft Teams app. The app will create a Microsoft Teams personal tab that displays a website.

Solution: You manually create a Microsoft Teams manifest file that includes a configurableTabs section containing the name, 
ID, and content URL of the website.

Does this meet the goal?

A. Yes

B. No

ANSWER: B 

Explanation:

No is correct because a Microsoft Teams personal tab must be defined as a static tab in the app manifest. Personal tabs are 
installed in an individual user’s Teams client and are declared in the staticTabs manifest property. The static-tab definition 
supplies the tab’s entity ID, display name, and contentUrl, which Teams loads in the personal app experience. If the 
website must be available to users as a personal tab immediately after installation, its manifest entry must also include 
"scopes": ["personal"].

A personal tab can be built manually by creating the manifest JSON and packaging it with the required icons, but the correct 
manifest schema section remains staticTabs. Microsoft’s tab manifest documentation describes static tabs as the 
mechanism for personal tabs and identifies the supported personal scope. The Teams platform documentation also explains 
that a tab’s content URL must be hosted over HTTPS and be included in the app package’s valid domains as applicable. 
See Microsoft Teams manifest schema and Create a personal tab in Microsoft Teams.

QUESTION NO: 9

You need to display the profile picture of the current signed-in user.

Which REST query should you use to retrieve the picture?

A. GET /me/photo/$value

B. GET /me/photos/0

C. GET /users/{userPrincipalName}/photo

D. GET /me/photo

ANSWER: A 
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Explanation:

GET /me/photo/$value is correct because it retrieves the binary content of the profile photo for the user represented by 
the signed-in access token. In Microsoft Graph, /me is a convenience alias for the current authenticated user, so no user ID 
or user principal name is required. The photo resource represents the user’s profile-photo metadata, while the $value path 
segment requests the actual image stream. The response is therefore the image content itself, with an appropriate image 
content type, enabling an application to display it directly or use it as the source of an image element.

This endpoint requires an access token with a suitable Microsoft Graph permission, such as a delegated user-profile 
permission appropriate to the application’s scenario. Microsoft Graph documents that profile-photo binary data is obtained by 
appending /$value to the photo resource. For the current user, the documented request is GET 
https://graph.microsoft.com/v1.0/me/photo/$value. See Get profilePhoto and profilePhoto resource type.

QUESTION NO: 10 - (HOTSPOT)

HOTSPOT

You receive the following JSON document when you use Microsoft Graph to query the current signed-in user.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Hot Area:
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ANSWER:

Explanation:

Microsoft Graph exposes a user’s profile picture through the profilePhoto resource. Appending /$value requests the 
actual binary image content rather than profile-photo metadata. For the current signed-in user, the /me/photo/$value 
path is the appropriate shorthand endpoint, so it returns that user’s profile picture when a photo is available and the caller 
has the required permissions.

A photo can also be requested for a specific user through /users/{id | userPrincipalName}/photo/$value. The 
user segment supports either a user principal name, such as ben.smith@contoso.com, or the user’s Microsoft Entra 
object ID in GUID form. Consequently, the URI using the specified user principal name and the URI using the supplied GUID 
both target a concrete user and retrieve that user’s profile-picture content. The request format shown in every statement 
correctly uses the Graph v1.0 endpoint, the user selector where applicable, the photo resource, and the $value suffix 
needed to obtain the image stream. Microsoft documents these supported forms in the Get profilePhoto documentation and 
describes the profilePhoto resource.

QUESTION NO: 11

You plan to create a single-tenant console app that will use the Microsoft identity platform.

You need to ensure that the app can use the device code flow to access Microsoft Graph and read email on behalf of the 
authenticated user.
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Which three actions should you perform? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. Set Supported account types to Accounts in any organizational directory

B. Add redirect URIs.

C. Set Supported account types to Accounts in this organizational directory only

D. Enable the Default client type option.

E. From the Expose an API settings, create a custom scope.

F. Generate a client secret for the app.

G. Add the Microsoft Graph delegated Mail.Read permission.

ANSWER: C D G 

Explanation:

A single-tenant application must be configured for accounts in its own organizational directory. This ensures that 
authentication is limited to users in the Microsoft Entra tenant where the application is registered. Device code flow is 
intended for public-client scenarios such as console applications, which cannot securely maintain a client secret or receive a 
browser redirect. Enabling the public-client/default client type setting allows the app registration to use device code flow. In 
the current Microsoft Entra admin center experience, this is represented by enabling the setting that allows public client 
flows.

Because the app accesses Microsoft Graph on behalf of the signed-in user, it needs a delegated Microsoft Graph 
permission. The Mail.Read delegated permission authorizes the app to read the authenticated user’s mail. The access 
token obtained through device code flow will contain the delegated permissions that were consented to, allowing the console 
app to call the relevant Microsoft Graph mail endpoints for that user. Microsoft documents device code flow for input-
constrained and command-line applications, and documents Mail.Read as the delegated permission for reading user mail. 
See Microsoft identity platform device authorization grant and Microsoft Graph mail permissions.

QUESTION NO: 12

You have a Microsoft Teams app that has several tabs. All the content of the app is currently in English.

You need to localize the app in French and Italian for all users.

Which three actions should you perform? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. Uninstall and reinstall the app.

B. From the Microsoft Teams admin center, add a custom app setup policy.

C. From the Microsoft Teams admin center, modify the Ord-wide settings.

D. Add a JSON file to the package for each language version.

E. Modify the app manifest.

F. Add an XML resource (resx) file to the package for each language version.

G. Update each tab to use the Teams client locale and render localized content.

ANSWER: D E G 

Explanation:
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Teams app localization has two related parts: localizing the app package metadata and localizing the content rendered by 
each tab. Add a localized JSON resource file for French and another for Italian to provide translated manifest strings, such 
as the app name, descriptions, and other localizable metadata. The app manifest must then declare the default language 
and reference each additional language file through its localization information. Teams uses the user’s client language to 
select the appropriate declared resource file.

Because this app contains tabs, its web content must also be designed to render localized strings. A tab can obtain the 
Teams context, including the user locale, through the Teams JavaScript client SDK. The tab should use that locale to select 
French or Italian resources (with an appropriate fallback language) when it displays its UI. This makes localization automatic 
for users whose Teams client is configured for either supported language, rather than requiring administrative policies or a 
separate installation action per language.

See Localize a Teams app and Access Teams context for tabs.

QUESTION NO: 13 - (DRAG DROP)

DRAG DROP

You are developing an application that will upload files that are larger than 50 MB to Microsoft OneDrive.

You need to recommend an upload solution to ensure that the file upload process can resume if a network error occurs 
during the upload.

Which four actions should you perform in sequence? To answer, move the actions from the list of actions to the answer area 
and arrange them in the correct order.

Select and Place:

ANSWER:
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Explanation:

For a file larger than 50 MB that must be able to recover from a network interruption, the appropriate approach is a Microsoft 
Graph upload session. The process begins by creating an upload session for the destination drive item. The successful 
response supplies an uploadUrl, which is a preauthenticated URL used only for transferring the file content during the 
lifetime of that session. The client then sends the first portion of the file with an HTTP PUT request to that URL. Each request 
includes a Content-Range header that identifies the byte interval being sent and the total file size.

If connectivity is interrupted, the client can query the upload session status rather than restarting the complete transfer. The 
session returns nextExpectedRanges, identifying the byte range or ranges that the service still needs. The application 
uses that information to resume at the expected offset and continue uploading file fragments. This makes the process 
resilient to transient network failures and avoids retransmitting bytes that Microsoft OneDrive has already received.

After all preceding byte ranges have been accepted, the client sends the final byte sequence to complete the file. On 
successful completion, Microsoft Graph returns the resulting driveItem, commonly with an HTTP 201 Created response 
for a new item or HTTP 200 OK when an item is updated. Thus, the required sequence is to establish the upload session, 
upload an initial range, obtain and use the expected range information to resume or continue, and submit the remaining final 
range. Microsoft documents this resumable pattern in the createUploadSession API reference and the large file upload 
guidance.

QUESTION NO: 14

You are developing a Microsoft Teams app that sends approval reminders to users in the Teams activity feed.

You need to configure the app to send a custom activity feed notification type.

Which three actions should you perform? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. Define the notification type in the activities.activityTypes section of the app manifest.

B. Install the Teams app for each target user.

C. Call the Microsoft Graph sendActivityNotification API and specify the activity type.

D. Create an incoming webhook for each target user.

E. Add the notification type to the staticTabs section of the app manifest.
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ANSWER: A B C 

Explanation:

The Teams app manifest must define the custom notification type in the activities.activityTypes collection. The 
activity type includes the type name and a description of the activity, which Teams uses to understand the notification 
category that the app can send.

The app must also be installed for each target user. Activity feed notifications are sent in the context of an installed Teams 
app, so an app installation must exist in the recipient's personal scope. Finally, the service sends the notification by calling 
the Microsoft Graph sendActivityNotification API and specifying the declared activity type. The app must be granted 
the appropriate Microsoft Graph permission for this operation.

See Send activity feed notifications using Microsoft Graph and Send activity feed notifications in Teams.

QUESTION NO: 15

You need to build a daemon app that polls Microsoft Graph to get all user information.

You register and configure the app in Azure Active Directory (Azure AD).

Which three actions should you perform next? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. Get the consent of each user.

B. Pass a bearer token in the authorization header and call the Microsoft Graph API.

C. Get an ID token.

D. Get an access token.

E. Provide the admin consent URL to a global administrator in Azure AD.

ANSWER: B D E 

Explanation:

A daemon application runs without an interactive signed-in user, so it uses Microsoft identity platform application permissions 
and the OAuth 2.0 client credentials flow. To read user information across the tenant, the app registration must be granted 
an appropriate Microsoft Graph application permission, such as User.Read.All or Directory.Read.All, according to 
the data required. These permissions require tenant-wide administrator consent. Providing the admin-consent URL to an 
Azure AD Global Administrator enables that administrator to review and grant the requested application permissions for the 
organization.

After consent has been granted, the daemon app requests an access token from the Microsoft identity platform by 
authenticating with its application credentials, such as a client secret or certificate. It then passes that access token as a 
Bearer token in the HTTP Authorization header when calling Microsoft Graph, for example, the users endpoint. This 
establishes the app-only authorization context required for unattended polling. Microsoft documents daemon apps and their 
use of the client credentials flow at Daemon application scenario; Graph app-only authentication and permission 
requirements are described at Get access without a user.

QUESTION NO: 16 - (DRAG DROP)

DRAG DROP

Match the SharePoint Framework (SPFx) extensions to the correct descriptions.

To answer, drag the appropriate SPFx extension from the column on the left to its description on the right. Each SPFx 
extension may be used once, more than once, or not at all.
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NOTE: Each correct match is worth one point.

Select and Place:

ANSWER:

Explanation:

SharePoint Framework extensions provide supported ways to customize modern SharePoint experiences without modifying 
the underlying SharePoint product pages. A Field Customizer is the extension designed for changing the presentation of a 
field in a list or library view. It lets a developer supply custom rendering logic for a particular column, so the value can be 
displayed with tailored formatting, visual indicators, links, icons, or other business-specific UI. This makes it the correct 
extension when the goal is to change the look and feel of a page library’s view. Microsoft describes Field Customizers as 
extensions that modify how fields are displayed in list views; see Build your first Field Customizer extension.

A ListView Command Set, represented here as Command sets, adds commands to the command bar or item context menu 
for list and library experiences. These commands expose actions that users, including content authors working with a page 
library, can invoke against selected items. Command sets are therefore the appropriate mechanism for creating custom 
author actions in a page library. The Microsoft guidance for this extension type is available at Build your first ListView 
Command Set extension.

An Application Customizer targets predefined page placeholder locations, such as the top or bottom of a modern SharePoint 
page. It can inject custom scripts and render custom HTML content in those placeholders across applicable pages, enabling 
persistent elements such as headers, footers, notifications, or telemetry integrations. This directly matches the requirement 
to add scripts to a page and extend HTML element placeholders. Microsoft documents these page placeholders and 
Application Customizers at Use page placeholders from Application Customizer extensions.

QUESTION NO: 17

You are building a Microsoft Outlook add-in.

Which object should you use to save additional information in an email?

A. CustomProperties

B. CustomXMLParts

C. RoamingSettings
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D. localStorage

ANSWER: A 

Explanation:

CustomProperties is the Outlook JavaScript API object designed to store add-in-specific metadata on an individual email 
item. An add-in obtains this object asynchronously from the current item by calling item.loadCustomPropertiesAsync, 
adds or updates named values, and then calls saveAsync to persist those values with that message. This makes the 
information available when the same item is opened again, including from another Outlook client that supports the feature.

Custom properties are appropriate for small pieces of data that the add-in needs to associate with one particular message, 
such as an internal processing state, a related record identifier, categorization metadata, or a flag indicating that the add-in 
has handled the item. The stored data is not intended to be visible to the message recipient or used as ordinary email 
content; it is metadata maintained for the add-in. Microsoft documents item-level custom properties and their asynchronous 
load/save pattern in its Outlook add-in guidance. See Get and set metadata for an Outlook add-in and the CustomProperties 
API reference.

QUESTION NO: 18

You are developing a custom web API that will be called by a client application by using delegated Microsoft Entra ID access 
tokens.

You need to expose a permission that allows users to grant the client application access to the API on their behalf.

Which two actions should you perform? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. Create a delegated scope in the Expose an API settings of the API app registration.

B. Add the exposed delegated permission to the client application's API permissions.

C. Create a client secret in the client application.

D. Add an application role with Allowed Member Types set to Applications.

E. Add the API URL to the client application's redirect URIs.

ANSWER: A B 

Explanation:

Expose a delegated scope in the API app registration. In the Expose an API configuration, a scope represents delegated 
permission that a client application can request on behalf of a signed-in user. The scope is identified by the API's application 
ID URI and scope name.

You must also add that delegated permission to the client application's API permissions configuration. The client application 
requests the scope during authorization, and after the required consent is granted, Microsoft Entra ID issues an access 
token for the API. The API validates the token and authorizes delegated access by examining the scp claim. App roles are 
used for role-based authorization and can represent application permissions, but they do not replace the creation and 
request of a delegated scope for this scenario. See Configure an application to expose a web API and Permissions and 
consent in the Microsoft identity platform.

QUESTION NO: 19

You develop a web API named WebApi1.

When validating a token received from a client application, WebApi1 receives a MsalUiRequiredException exception from 
Azure Active Directory (Azure AD).
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You need to formulate the response that WebApi1 will return to the client application.

Which HTTP response should you send?

A. HTTP 307 Temporary Redirect

B. HTTP 400 Bad Request

C. HTTP 403 Forbidden

D. HTTP 412 Precondition Failed

E. HTTP 401 Unauthorized with a WWW-Authenticate header containing the claims challenge

ANSWER: E 

Explanation:

HTTP 401 Unauthorized with a WWW-Authenticate header containing the claims challenge is the appropriate response 
when an API encounters MsalUiRequiredException during an on-behalf-of token acquisition. This exception can 
indicate that Microsoft Entra ID requires an interactive user action, such as satisfying Conditional Access requirements, 
completing multifactor authentication, or providing additional claims. A web API cannot perform that interactive action itself 
because it has no user interface.

Instead, the API must return an authentication challenge to the calling client. The response uses status code 401 and a 
WWW-Authenticate: Bearer header that includes the claims value from MsalUiRequiredException.Claims. The 
client application reads this challenge and requests a new access token from Microsoft Entra ID, including those claims. It 
can then retry the API request using the newly acquired token. This is the documented claims-challenge flow for downstream 
APIs and preserves the separation between API token validation and client-side user interaction. See Claims challenge, 
claims request, and client capabilities and On-behalf-of flow in MSAL.NET.

QUESTION NO: 20

You are developing a daemon application that reads all the emails in the inbox of a specific Microsoft 365 mailbox. Some 
emails contain meeting dates and room mailbox names.

The application has the following requirements:

 Move each processed email to a subfolder in the mailbox.

 If an email contains meeting data, create an event in the corresponding room mailbox calendar.

Which Microsoft Graph permissions should you grant for the application?

A. Calendars.ReadWrite and Mail.Read application permissions

B. Calendars.ReadWrite.Shared and Mail.ReadWrite delegated permissions

C. Calendars.ReadWrite and Mail.ReadWrite application permissions

D. Calendars.ReadWrite and Mail.ReadWrite delegated permissions

ANSWER: C 

Explanation:

Calendars.ReadWrite and Mail.ReadWrite application permissions is correct because the application is a daemon, 
meaning that it runs without an interactive signed-in user. Daemon applications authenticate to Microsoft Graph by using the 
app-only/client credentials flow and therefore require application permissions, which are granted through administrator 
consent. Mail.ReadWrite application permission allows the app to read messages and update the mailbox, including 
moving a processed message to a destination mail folder. Reading alone is insufficient because moving a message changes 
its folder location. Calendars.ReadWrite application permission allows the app to create and manage events in users' 
calendars, including the calendar of the room mailbox identified in the email. The app can then use the Microsoft Graph 
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event creation endpoint for that room mailbox to add the meeting event. In production, administrators can further limit the 
app-only mailbox scope with an application access policy, so the daemon is restricted to only the relevant source and room 
mailboxes while retaining the required application permissions. See the Microsoft Graph permissions reference and Create 
event documentation.

QUESTION NO: 21

You are developing a Microsoft Teams bot that must call a custom API on behalf of the signed-in user.

The API requires the user to authenticate and grant delegated permissions.

Which two actions should you perform? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. Configure an OAuth connection for the bot.

B. Use an OAuthPrompt that references the OAuth connection name.

C. Store the user's password in the bot state.

D. Use an incoming webhook to request the user token.

E. Configure the bot with an application permission for the custom API.

ANSWER: A B 

Explanation:

Configure an OAuth connection for the bot. The OAuth connection stores the authorization configuration for the identity 
provider, including the Microsoft Entra application registration and its requested scopes. The connection is identified by a 
connection name that the bot uses at runtime.

The bot should use an OAuthPrompt in a dialog to obtain a user token through the configured connection. The prompt 
presents the user with a sign-in experience when required, handles token exchange where supported, and returns a token 
that the bot can use to call the custom API in the user's delegated context.

See Add authentication to a bot and Authenticate users in Teams bots.

QUESTION NO: 22

You have a custom web app that uses the Microsoft Graph API.

You receive an HTTP 403 Forbidden error when you call the Microsoft Graph endpoint.

What are two possible causes of the error? Each correct answer presents a complete solution.

NOTE: Each correct selection is worth one point.

A. The access token is valid but corresponds to a different endpoint.

B. The Authorization header is missing from the HTTP request.

C. The requested resource does not exist.

D. The API permissions are insufficient to call the requested resource.

E. The access token is invalid.

ANSWER: A D 
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Explanation:

A valid access token that corresponds to a different endpoint can cause a 403 response because Microsoft Graph validates 
that the token was issued for the API endpoint being called. The token’s audience claim must match the Microsoft Graph 
service and cloud endpoint in use. For example, an application must obtain a token for the appropriate Microsoft Graph 
resource rather than reuse a token acquired for another API. Token acquisition should request Microsoft Graph scopes for 
delegated access, or use the Microsoft Graph /.default scope when acquiring an app-only token.

Insufficient API permissions are also a direct cause of 403 Forbidden responses. The application registration must have the 
delegated or application permissions required by the specific Microsoft Graph operation, and the resulting access token must 
contain the corresponding scopes or roles. Where required, tenant administrator consent must be granted before the 
permission becomes effective. The signed-in user must also be authorized to access the target resource when delegated 
permissions are used. Microsoft recommends examining the token claims and comparing the granted permissions with the 
endpoint’s documented requirements. See Resolve Microsoft Graph authorization errors and Microsoft Graph permissions 
overview.

QUESTION NO: 23

You are developing a server-based web app that will use OAuth2 on behalf of the user and will be registered with the 
Microsoft identity platform.

Which two types of tokens can the app retrieve as part of the authorization flow? Each correct answer presents part of the 
solution.

NOTE: Each correct selection is worth one point.

A. context token

B. Kerberos token

C. refresh token

D. SAML token

E. access token

ANSWER: D E 

Explanation:

The applicable token types are SAML token and access token. An access token is the credential a confidential server-side 
application presents to a protected downstream API after the user has authenticated and consented. In an on-behalf-of 
design, the middle-tier application uses the user context to obtain a token for the downstream resource, allowing that 
resource to authorize the request in the user’s delegated context. Access tokens are audience-specific: a token obtained for 
one API must not be reused to call a different API.

Microsoft Entra ID also supports SAML assertions for applications and service integrations that use the SAML protocol. A 
SAML token is an XML-based security assertion carrying identity and authorization claims that a SAML-compatible relying 
party can validate. This allows an application ecosystem to support both modern OAuth-protected APIs, using access 
tokens, and SAML-based integrations where required. Token issuance, validation requirements, and the target resource 
configuration determine which token format is used in a given integration. See Microsoft’s on-behalf-of flow documentation 
and Microsoft’s SAML protocol documentation.

QUESTION NO: 24

You need to implement the role functionality for the backend web service calls.

Which two actions should you perform? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. Upload a certificate for the application registration of the backend web service.
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B. Modify the manifest that defines the application roles and set Allowed Member Types to Apps.

C. Modify the manifest that defines the application roles and set Allowed Member Types to Users.

D. Assign the application roles to the Azure AD group that contains the users who are mapped to the roles.

E. Create a new client secret in the application registration of the backed web service.

ANSWER: C D 

Explanation:

To implement user-based role authorization for calls to the backend web service, define application roles in the backend 
API’s app registration and set Allowed Member Types to Users. This makes each app role available for assignment to users 
and groups in the tenant. When a signed-in user obtains an access token for the API, Microsoft Entra ID can include the 
user’s assigned application roles in the token’s roles claim. The backend service can then validate the token and use that 
claim to authorize the requested operation.

Assigning the application roles to the Azure AD group that contains the users mapped to those roles provides manageable, 
group-based role assignment. Members inherit the application role through the group assignment, avoiding the need to 
administer assignments individually. This is the appropriate configuration when authorization decisions in the backend are 
based on the roles of signed-in users. Microsoft documents that app roles with the User member type can be assigned to 
users and groups, and that role assignments are emitted as role claims in tokens for the application. See Add app roles to 
your application and Access token claims reference.

QUESTION NO: 25

You are developing a Microsoft Office Add-in for Word.

You need to persist the user state across sessions by using the Office JavaScript API.

Which two objects can you use to persist the state? Each correct answer presents a complete solution.

NOTE: Each correct selection is worth one point.

A. CustomXMLParts

B. RoamingSettings

C. Settings

D. CustomProperties

ANSWER: A C 

Explanation:

CustomXMLParts and Settings can persist state for a Word add-in because both store data in the document, allowing it to 
remain available when the document is closed and subsequently reopened. The Settings object is exposed through 
Office.context.document.settings and is intended for add-in configuration or state represented as key-value pairs. 
After assigning values, the add-in calls saveAsync to write the settings to the document. When the add-in is activated again 
for that document, it can retrieve the stored values from the same Settings collection.

CustomXMLParts provides persistent custom XML storage embedded in a Word document. An add-in can add an XML part, 
query or retrieve the relevant part later, and use its XML structure to preserve more complex state than simple settings 
values. This is especially useful when the state has hierarchical data or requires a defined XML schema. Because the XML 
part belongs to the document, it travels with that document and can be accessed by the add-in in later sessions. Microsoft 
documents both document settings and custom XML parts as supported mechanisms for persisting add-in state in Word. 
See Persist add-in state and settings and the Office.CustomXmlParts API reference.
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QUESTION NO: 26

You have a Microsoft Graph application that retrieves a collection of messages.

You need to return only the subject, sender, and received date for each message. The solution must minimize the response 
payload.

Which query parameter should you use?

A. $select

B. $filter

C. $expand

D. $orderby

ANSWER: A 

Explanation:

Use the $select query parameter. Microsoft Graph supports $select to limit the properties returned for resources that 
support the query option. For example, the application can request $select=subject,from,receivedDateTime when 
listing messages.

Limiting the response to the properties required by the application reduces network traffic and can improve response 
processing time. Using $filter would restrict which message resources are returned but would not by itself limit the 
properties in each message object. Using $expand would retrieve related resources and can increase the response size. 
See Microsoft Graph $select query parameter and List messages.
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