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QUESTION NO: 1

Refer to the exhibit.

Field Value

Version V3

Serial Number 98765432

Signature algorithm SHA256RSA

Issuer cn=RootCA,o=BridgeAuthority, Inc., c=US

Valid from Tuesday, October 3, 2016 4.33:37 PM

Valid to Wednesday, October 2, 2019 5:03:37 PM

Subject cn=John Doe, 0=ABC, Inc.,c=US

Public key RSA (2048 bits)

Key Usage keyCertSign

Extended Key Usage Server Authentication (1.3.6.1.5.5.7.3.1), Client Authentication
(1.3.6.1.5.5.7.3.2)

Basic Constraints CA=True, Path Constraint=None

CRL Distribution Points | URL=http://webserver.abcinc.com/aricert.crl

According to the certificate values shown in the exhibit, which type of entity was the certificate issued to?
A. A user

B. A root CA

C. A bridge CA

D. A subordinate

ANSWER: A

QUESTION NO: 2

Refer to the exhibit.
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Admission Control
Security Mode Captive Portal v
Authentication Portal External

User Access € Restricted to Groups FRIGREL

The exhibit shows admission control settings.

Which users and user groups are allowed access to the network through captive portal?
A. Groups defined in the captive portal configuration

B. Only individual users — not groups — defined in the captive portal configuration

C. All users

D. Users and groups defined in the firewall policy
ANSWER: D

QUESTION NO: 3

Why does FortiGate keep TCP sessions in the session table for several seconds, even after both sides (client and server)
have terminated the session?

A. To generate logs
B. To remove the NAT operation
C. To finish any inspection operations

D. To allow for out-of-order packets that could arrive after the FIN/ACK packets
ANSWER: D

QUESTION NO: 4

Refer to the exhibit.
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Edit IPS Sensor

Name | WINDOWS_SERVERS | VNS Sebees
Comments | | oass

Block maliciousURLs
IPS Signatures

4 AddSignatures ® Delete ¢ Edit|P Exemptions

Name Exempt IPs Severity  Target  |Service OS = Action Packet Logging
NTPSpoofed.KoD.DoS 0 Server,Client UDP Linux & Monitor @
IPS Filters

4+ AddFilter ¢ EditFilter & Delete

Filter Details Action _' Packet Logging

{I;;a\t::n: server @ Block o

The exhibit shows the IPS sensor configuration.

If traffic matches this IPS sensor, which two actions is the sensor expected to take? (Choose two.)
A. The sensor will allow attackers matching the NTP.Spoofed.KoD.DoS signature.

B. The sensor will block all attacks aimed at Windows servers.

C. The sensor will reset all connections that match these signatures.

D. The sensor will gather a packet log for all matched traffic.

ANSWER: AB

QUESTION NO: 5

Refer to the exhibit.
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FGT4
2 Switch1
I port3 |x\ = , port1 - Webserver
i R 192.168.321 - ; SRS A . 172.16.32 254
Workstation ™ 1721632 1 s
192168 3215 por2
10.4.200.1
10.4.200.2 17216322
port port1
Corporate
MNebaork
Router1 o Router2

Given the network diagram shown in the exhibit, which route is the best candidate route for FGT1 to route traffic from the
workstation to the webserver?

A. 172.16.32.0/24 is directly connected, port1

B. 172.16.0.0/16 [50/0] via 10.4.200.2, port2 [5/0]
C. 10.4.200.0/30 is directly connected, port2

D. 0.0.0.0/0 [20/0] via 10.4.200.2, port2

ANSWER: A

QUESTION NO: 6

Which two statements describe WMI polling mode for the FSSO collector agent? (Choose two.)
A. WMI polling can increase bandwidth usage in large networks.

B. The NetSessionEnum function is used to track user logoffs.

C. The collector agent does not need to search any security event logs.

D. The collector agent uses a Windows API to query DCs for user logins.

ANSWER: CD

QUESTION NO: 7

Which two SD-WAN load balancing methods use interface weight value to distribute traffic?
A. Spillover

B. Volume
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C. Source IP

D. Sessions

ANSWER: BD

Explanation:

Reference: https://docs.fortinet.com/document/fortigate/6.0.0/handbook/49719/configuring-sd-wan-load-balancing

QUESTION NO: 8

Which two statements are true when using WPAD with the DHCP discovery method? (Choose two.)
A. If the DHCP method fails, browsers will try the DNS method.

B. The browser sends a DHCPINFORM request to the DHCP server.

C. The DHCP server provides the PAC file for download.

D. The browser needs to be preconfigured with the DHCP server IP address.

ANSWER: AB

QUESTION NO: 9

Which two statements about virtual domains (VDOMs) are true? (Choose two.)
A. A FortiGate device has 64 VDOMs, created by default.

B. The root VDOM is the management VDOM, by default.

C. Each VDOM maintains its own system time.

D. Each VDOM maintains its own routing table.

ANSWER: B D

QUESTION NO: 10

A company needs to provide SSL VPN access to two user groups. The company also needs to display a different welcome
message for each group, on the SSL VPN login.

To meet these requirements, what is required in the SSL VPN configuration?

A. Different virtual SSL VPN IP addresses for each group
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B. Two separate SSL VPNs in different interfaces mapping the same ssl.root
C. Two firewall policies with different captive portals

D. Different SSL VPN realms for each group

ANSWER: D
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