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Topic 2, Threats and risks 27

Topic 3, Approach and organization | 14
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Topic 5, Legislation and regulations |9
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QUESTION NO: 1

What is the best description of a risk analysis?

A. A risk analysis is a method of mapping risks without looking at company processes.

B. A risk analysis helps to estimate the risks and develop the appropriate security measures.

C. Arisk analysis calculates the exact financial consequences of damages.

ANSWER: B

Explanation:

A risk analysis helps to estimate the risks and develop the appropriate security measures. In an information-security context,
risk analysis is the process of identifying relevant threats and vulnerabilities, considering the potential consequences for the
organization, and estimating the likelihood that adverse events may occur. This provides management with an informed
basis for deciding how risks should be treated, such as by reducing them through suitable controls, avoiding an activity,
transferring risk, or consciously accepting residual risk. The estimate need not be limited to exact financial values: security
impacts can also concern confidentiality, integrity, availability, legal obligations, operational continuity, reputation, and
stakeholder trust. ISO/IEC 27002 supports the selection and implementation of information-security controls as part of risk
treatment, while ISO 31000 describes risk assessment as including risk identification, analysis, and evaluation. Therefore,
the key purpose of risk analysis is to understand and estimate risk sufficiently to select measures that are proportionate to
the organization’s risks and security objectives. See ISO/IEC 27001 information-security management overview and ISO
31000 risk-management overview.

QUESTION NO: 2

What is the best way to comply with legislation and regulations for personal data protection?
A. Performing a threat analysis

B. Maintaining an incident register

C. Performing a vulnerability analysis

D. Appointing the responsibility to someone

ANSWER: D

Explanation:

Appointing the responsibility to someone is the best answer because compliance with personal-data-protection legislation
requires clear ownership, authority, and accountability. A designated person can coordinate the organization’s privacy
governance: identifying applicable legal requirements, defining and maintaining privacy policies, ensuring appropriate
handling of personal data, advising management and staff, and monitoring whether required safeguards are operating in
practice. This establishes a clear point of responsibility for demonstrating compliance rather than treating data protection as
an unassigned technical activity.

Under the GDPR accountability principle, the controller is responsible for compliance and must be able to demonstrate it.
Assigning responsibility supports this obligation by ensuring that privacy activities are managed, documented, reviewed, and
escalated appropriately. Where the conditions in the GDPR apply, an organization must designate a Data Protection Officer;
the officer’s tasks include informing and advising the organization, monitoring compliance, and cooperating with supervisory
authorities. These responsibilities make formal ownership particularly important for effective privacy compliance. See the
GDPR text, especially Articles 5, 37, and 39, and the European Data Protection Board guidance on Data Protection Officers.

QUESTION NO: 3

You have a small office in an industrial areA. You would like to analyze the risks your company

faces. The office is in a pretty remote location; therefore, the possibility of arson is not entirely out
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of the question. What is the relationship between the threat of fire and the risk of fire?
A. The risk of fire is the threat of fire multiplied by the chance that the fire may occur and the consequences thereof.

B. The threat of fire is the risk of fire multiplied by the chance that the fire may occur and the consequences thereof.

ANSWER: A

Explanation:

The risk of fire is the threat of fire multiplied by the chance that the fire may occur and the consequences thereof. This
expresses the core relationship used in information-security risk assessment: a threat, such as deliberate arson or an
accidental fire source, represents a potential cause of harm. Risk exists when that threat has a realistic likelihood of
materializing in the organization’s circumstances and when its occurrence would have consequences for assets, operations,
people, or information. A remote industrial location may affect the assessment of likelihood, while the office’s safeguards and
exposure influence how readily the threat could lead to an incident. The resulting consequences can include damage to
premises and equipment, loss of availability of systems and records, business interruption, and recovery costs. Thus,
identifying fire as a threat is only one part of the assessment; estimating probability and impact turns it into an evaluated fire
risk that can be treated through suitable controls. This is consistent with ISO risk-management guidance, which
characterizes risk in terms of the effect of uncertainty on objectives and commonly analyzes likelihood and consequences.
See ISO/IEC 27005 information-security risk management and ISO 31000 risk management.

QUESTION NO: 4

Some threats are caused directly by people, others have a natural cause. What is an example of
an intentional human threat?

A. Lightning strike

B. Arson

C. Flood

D. Loss of a USB stick

ANSWER: B

Explanation:

Arson is an intentional human threat because it is the deliberate act of setting fire to property. In information-security risk
management, a threat is any potential cause of an unwanted incident that may harm an organization’s information, systems,
facilities, people, or operations. Deliberately starting a fire can damage or destroy premises, data-center equipment, network
infrastructure, paper records, and backup media; it can also make essential services unavailable and interrupt business
processes. The defining characteristic is intent: a person consciously performs an act intended to cause damage, disruption,
or loss. This places arson among human-originated, malicious threats that organizations should consider when identifying
risks and selecting physical and environmental security measures, such as fire detection, access controls, surveillance,
emergency response procedures, and resilient backup arrangements. NIST’s risk-assessment guidance describes threat
sources as including individuals and groups that can deliberately initiate threat events, while its physical-security guidance
addresses protection of facilities and environmental conditions. See NIST SP 800-30 Rev. 1: Guide for Conducting Risk
Assessments and NIST SP 800-53 Rev. 5: Physical and Environmental Protection controls.

QUESTION NO: 5

What do employees need to know to report a security incident?
A. How to report an incident and to whom.
B. Whether the incident has occurred before and what was the resulting damage.

C. The measures that should have been taken to prevent the incident in the first place.
-Page 4 of 7
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D. Who is responsible for the incident and whether it was intentional.

ANSWER: A

Explanation:

How to report an incident and to whom is correct because effective incident reporting depends on personnel having a clear,
accessible reporting procedure and knowing the designated contact point or reporting channel. Employees should be able to
report suspected as well as confirmed information-security events promptly, using channels such as a service desk, incident
hotline, dedicated email address, or security reporting portal. This enables the organization’s incident-management process
to triage the event, preserve relevant evidence where necessary, assess impact, and coordinate a timely response. ISO/IEC
27002 guidance on information-security incident management emphasizes that personnel and relevant interested parties
should be made aware of procedures for reporting observed or suspected information-security events and weaknesses.
Clear reporting routes also reduce hesitation and ensure that events reach staff authorized to handle them rather than being
investigated informally by the person who noticed the issue. The reporting process should be communicated through
awareness activities, documented procedures, and readily available contact details. Further information is available from
ISO’s ISO/IEC 27002:2022 overview and the UK National Cyber Security Centre incident-management guidance.

QUESTION NO: 6

Logging in to a computer system is an access-granting process consisting of three steps:
identification, authentication and authorization. What occurs during the first step of this process:
identification?

A. The first step consists of checking if the user is using the correct certificate.

B. The first step consists of checking if the user appears on the list of authorized users.

C. The first step consists of comparing the password with the registered password.

D. The first step consists of granting access to the information to which the user is authorized.

ANSWER: B

Explanation:

The first step consists of checking if the user appears on the list of authorized users. Identification is the stage at which a
user claims an identity, ordinarily by supplying a user ID, account name, or another unique identifier. The system uses that
identifier to locate the corresponding known account or identity record. In the wording of this question, checking whether the
user appears on the maintained list establishes that the claimed identity is recognized by the system and therefore can
proceed to the next stage. This is distinct from validating a secret or credential: that validation belongs to authentication.
After identity and authentication have been completed, the system can determine the permissions associated with that
recognized identity and apply them when access is requested. This sequence supports accountability because actions can
be associated with a specific, identified user account. NIST describes identity proofing and authentication concepts in its
Digital Identity Guidelines, while its Cybersecurity Glossary definition of identification explains identification as recognizing a
user or process through an identifier.

QUESTION NO: 7

Why is air-conditioning placed in the server room?

A. In the server room the air has to be cooled and the heat produced by the equipment has to be extracted. The air in the
room is also dehumidified and filtered.

B. When a company wishes to cool its offices, the server room is the best place. This way, no office space needs to be
sacrificed for such a large piece of equipment.

C. It is not pleasant for the maintenance staff to have to work in a server room that is too warm.
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D. Backup tapes are made from thin plastic which cannot withstand high temperatures.
Therefore, if it gets too hot in a server room, they may get damaged.

ANSWER: A

Explanation:

In the server room the air has to be cooled and the heat produced by the equipment has to be extracted. The air in the room
is also dehumidified and filtered. This is correct because servers, storage systems, network devices, and power equipment
continuously convert electrical energy into heat. Environmental controls maintain temperature and humidity within equipment
manufacturers’ operating ranges, preventing overheating, reduced reliability, unexpected shutdowns, and premature
component degradation. Cooling systems also support air circulation so that hot exhaust air is removed and cooler air
reaches equipment intakes. Humidity management is important because excessive humidity can contribute to condensation
and corrosion, while excessively dry conditions increase the risk of electrostatic discharge. Filtration helps limit dust and
other airborne contaminants that can obstruct airflow or accumulate on sensitive components. These environmental
protections are physical security and operational-resilience measures: they help preserve the availability and dependable
operation of information-processing facilities. ISO/IEC 27002’s physical-security guidance addresses protection of equipment
and supporting utilities, including appropriate environmental conditions for systems. NIST similarly identifies environmental
controls, including heating, ventilation, and air conditioning, as safeguards for information-system facilities. See ISO/IEC
27002:2022 and NIST SP 800-53 Rev. 5.

QUESTION NO: 8

You work for a large organization. You notice that you have access to confidential information that you should not be able to
access in your position. You report this security incident to the helpdesk. The incident cycle isinitiated. What are the stages
of the security incident cycle?

A. Threat, Damage, Incident, Recovery
B. Threat, Damage, Recovery, Incident
C. Threat, Incident, Damage, Recovery

D. Threat, Recovery, Incident, Damage

ANSWER: C

Explanation:

Threat, Incident, Damage, Recovery is correct because it expresses the security incident cycle in its logical chronological
order. A threat is a potential cause of an unwanted information-security event, such as an inappropriate access right or a
weakness that could expose confidential information. When that threat materializes as an observed or reported event
requiring attention, it becomes an incident. In this scenario, the employee’s discovery of unauthorized access to confidential
information is the event that triggers incident handling.

The incident may result in damage, which can include loss of confidentiality, unauthorized disclosure, operational impact,
financial loss, or reputational harm. The organization must then recover by containing the issue, correcting access rights,
restoring an acceptable security state, and ensuring that affected services or information are appropriately handled. This
sequence helps staff distinguish a potential security problem from an actual incident and recognizes that recovery follows
assessment and treatment of any resulting impact. ISO/IEC 27002 includes controls for information-security incident
management, while ISO/IEC 27035 provides guidance for managing and responding to incidents. See ISO/IEC 27002:2022
and ISO/IEC 27035-1:2023.

QUESTION NO: 9
Your organization makes a backup of its customer database every night. No recovery test has ever been performed.
What is the greatest risk of this situation?

A. The organization may discover only after an incident that the backup cannot be restored.
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B. The customer database will become confidential.
C. The backup will automatically prevent unauthorized changes to the database.

D. The backup process will prevent all hardware failures.

ANSWER: A

Explanation:

The organization may discover only after an incident that the backup cannot be restored. Making backup copies is not
sufficient by itself: the organization must be able to retrieve the required information correctly and within the time needed by
the business. Backups may be incomplete, corrupted, inaccessible, encrypted incorrectly, or incompatible with the recovery
environment. A recovery test provides evidence that backup and restoration arrangements work as intended.

ISO/IEC 27002 includes controls for information backup and expects backups to be tested regularly in accordance with an
agreed backup policy. See ISO/IEC 27002:2022 and NIST SP 800-34 Rev. 1.
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