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QUESTION NO: 1

What are three major features of StealthWatch? (Choose three.)
A. Real-time sandboxing

B. Forensic investigation

C. Threat-based anomaly detection

D. Data Loss Prevention

E. Netflow monitoring

F. Malware clustering

ANSWER: BCE

QUESTION NO: 2

What do customers receive when implementing TrustSec?

A. Context-aware access enhancing the forensic capabilities available to their IT team

B. SSL decryption enabling secure communications on and off company networks

C. Dynamic role-based access control that enables them to enforce business role policies across all network services

D. Dynamic profiling and onboarding, enabling businesses to control company role policies across all network services

ANSWER: C

QUESTION NO: 3

What does Cisco provide via Firepower’s simplified, consistent management?
A. Higher value

B. Reduced complexity

C. Improved speed to security

D. Reduced down time
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ANSWER: B

QUESTION NO: 4

Which two attack vectors are protected by NGFW? (Choose two.)
A. Mobile

B. Data Center

C. Cloud

D. Web

E. Email

ANSWER: B C

QUESTION NO: 5

What are three security blind spots that must be addressed? (Choose three.)
A. Workloads

B. Data

C. Networks

D.IT

E. Applications

F. Email

ANSWER: BCE

QUESTION NO: 6

Which two areas require secure access? (Choose two.)
A. Worktable

B. Workspace

C. Workloads

D. Workforce
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E. Workflow

ANSWER: D E

QUESTION NO: 7

What is an attribute of Cisco Talos?

A. Blocks threats in real time

B. Real-time threat information

C. 3rd party applications integrated through comprehensive APIs

D. Detection of threats communicated within 48 hours of occurrence

ANSWER: B

QUESTION NO: 8

What does ThreatGrid integrate?

A. File reputation and behavioral indications of compromise
B. Malware analysis and threat intelligence

C. Threat intelligence and access control

D. File trajectory and time signatures

ANSWER: B

QUESTION NO: 9

What are three main areas of the Cisco Security Portfolio? (Choose three.)
A. 10T Security

B. Roaming Security

C. Advanced Threat

D. Cloud Security

E. Voice & Collaboration
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F. Firewalls
ANSWER: ACD

QUESTION NO: 10

Which feature of ISE has the capability to encounter a device new on the market, and correctly profile it to onboard it quickly
and easily?

A. Device profiling
B. Centralized policy management
C. Context-aware access

D. Platform exchange grid

ANSWER: A
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