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QUESTION NO: 1

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a 
unique solution that might meet the stated goals. Some question sets might have more than one correct solution, while 
others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in 
the review screen.

You have an Azure Cosmos DB database that contains a container named Container1. The partition key for Container1 is 
set to /day. Container1 contains the items shown in the following table.

You need to programmatically query Azure Cosmos DB and retrieve Item1 and Item2 only.

Solution: You run the following query.

SELECT day FROM c
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WHERE c.value = "10" OR c.value = "15" You set the EnableCrossPartitionQuery property to True.

Does this meet the goal?

A. Yes

B. No

ANSWER: B 

Explanation:

Returns Item1, Item2, Item3, and Item4.

Reference: https://docs.microsoft.com/en-us/azure/cosmos-db/sql-query-where

QUESTION NO: 2

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a 
unique solution that might meet the stated goals. Some question sets might have more than one correct solution, while 
others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in 
the review screen.

You have an app named App1 that uses data from two on-premises Microsoft SQL Server databases named DB1 and DB2.

You plan to move DB1 and DB2 to Azure.

You need to implement Azure services to host DB1 and DB2. The solution must support server-side transactions across DB1 
and DB2.

Solution: You deploy DB1 and DB2 as Azure SQL databases on the same Azure SQL Database server.

Does this meet the goal?

A. Yes

B. No

ANSWER: B 

Explanation:

Instead deploy DB1 and DB2 to SQL Server on an Azure virtual machine.

Note: Understanding distributed transactions.

When both the database management system and client are under the same ownership (e.g. when SQL Server is deployed 
to a virtual machine), transactions are available and the lock duration can be controlled.

Reference:
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https://docs.particular.net/nservicebus/azure/understanding-transactionality-in-azure

QUESTION NO: 3

You have an Azure subscription that contains three virtual networks named VNet1, VNet2, and VNet3. VNet2 contains a 
virtual appliance named VM2 that operates as a router. 

You are configuring the virtual networks in a hub and spoke topology that uses VNet2 as the hub network.

You plan to configure peering between VNet1 and VNet2 and between VNet2 and VNet3.

You need to provide connectivity between VNet1 and VNet3 through VNet2.

Which two configurations should you perform? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. On the peering connections, allow forwarded traffic

B. Create a route filter

C. On the peering connections, allow gateway transit

D. Create route tables and assign the table to subnets

E. On the peering connections, use remote gateways

ANSWER: C E 

Explanation:

Allow gateway transit: Check this box if you have a virtual network gateway attached to this virtual network and want to allow 
traffic from the peered virtual network to flow through the gateway.

The peered virtual network must have the Use remote gateways checkbox checked when setting up the peering from the 
other virtual network to this virtual network.

Note: VNet2 is the hub network.

References: https://docs.microsoft.com/en-us/azure/virtual-network/virtual-network-manage-peering#requirements-and-
constraints

QUESTION NO: 4 - (DRAG DROP)

DRAG DROP

You need to identify the appropriate sizes for the Azure virtual machines.

Which five actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the 
answer area and arrange them in the correct order.

Select and Place:
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ANSWER:
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Explanation:

References: https://docs.microsoft.com/en-us/azure/migrate/tutorial-assessment-vmware Legacy AZ-300: Implement 
Workloads and Security
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QUESTION NO: 5 - (SIMULATION)

SIMULATION

Click to expand each objective. To connect to the Azure portal, type https://portal.azure.com in the browser address bar.
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When you are finished performing all the tasks, click the ‘Next’ button.

Note that you cannot return to the lab once you click the ‘Next’ button. Scoring occur in the background while you complete 
the rest of the exam.

Overview 

The following section of the exam is a lab. In this section, you will perform a set of tasks in a live environment. While most 
functionality will be available to you as it would be in a live environment, some functionality (e.g., copy and paste, ability to 
navigate to external websites) will not be possible by design.

Scoring is based on the outcome of performing the tasks stated in the lab. In other words, it doesn’t matter how you 
accomplish the task, if you successfully perform it, you will earn credit for that task.

Labs are not timed separately, and this exam may have more than one lab that you must complete. You can use as much 
time as you would like to complete each lab. But, you should manage your time appropriately to ensure that you are able to 
complete the lab(s) and all other sections of the exam in the time provided.

Please note that once you submit your work by clicking the Next button within a lab, you will NOT be able to return to the lab.

To start the lab
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You may start the lab by clicking the Next button.

You plan to deploy an application gateway named appgw1015 to load balance internal IP traffic to the Azure virtual 
machines connected to subnet0.

You need to configure a virtual network named VNET1015 to support the planned application gateway.

What should you do from the Azure portal?

ANSWER: See explanation below.

Explanation:

Step 1:

Click Networking, Virtual Network, and select VNET1015.

Step 2:

Click Subnets, and Click +Add on the VNET1015 - Subnets pane that appears.

Step 3:

On the Subnets page, click +Gateway subnet at the top to open the Add subnet page.

Step 4:

Locate subnet0 and add it.

References: https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-howto-site-to-site-resource-manager-portal

QUESTION NO: 6

You create the following Azure role definition.
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You need to create Role1 by using the role definition.

Which two values should you modify before you create Role1? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. AssignableScopes

B. Description

C. DataActions

D. IsCustom

E. Id

ANSWER: A D 

Explanation:

Part of example: "IsCustom": true,

"AssignableScopes": [

"/subscriptions/{subscriptionId1}",

"/subscriptions/{subscriptionId2}", "/subscriptions/{subscriptionId3}"

The following shows what a custom role looks like as displayed in JSON format. This custom role can be used for monitoring 
and restarting virtual machines.

{
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"Name": "Virtual Machine Operator",

"Id": "88888888-8888-8888-8888-888888888888",

"IsCustom": true,

"Description": "Can monitor and restart virtual machines.",

"Actions": [

"Microsoft.Storage/*/read",

"Microsoft.Network/*/read",

"Microsoft.Compute/*/read",

"Microsoft.Compute/virtualMachines/start/action",

"Microsoft.Compute/virtualMachines/restart/action",

"Microsoft.Authorization/*/read",

"Microsoft.ResourceHealth/availabilityStatuses/read",

"Microsoft.Resources/subscriptions/resourceGroups/read",

"Microsoft.Insights/alertRules/*",

"Microsoft.Insights/diagnosticSettings/*",

"Microsoft.Support/*"

],

"NotActions": [],

"DataActions": [],

"NotDataActions": [],

"AssignableScopes": [

"/subscriptions/{subscriptionId1}",

"/subscriptions/{subscriptionId2}",

"/subscriptions/{subscriptionId3}"

] }

Reference: https://docs.microsoft.com/en-us/azure/role-based-access-control/custom-roles

QUESTION NO: 7

Note: This question is part of series of questions that present the same scenario. Each question in the series contains a 
unique solution that might meet the stated goals. Some question sets might have more than one correct solution, while 
others might not have a correct solution.
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After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in 
the review screen.

You are planning to create a virtual network that has a scale set that contains six virtual machines (VMs).

A monitoring solution on a different network will need access to the VMs inside the scale set.

You need to define public access to the VMs.

Solution: Use Remote Desktop Protocol (RDP) to connect to the VM in the scale set.

Does the solution meet the goal?

A. Yes

B. No

ANSWER: A 

Explanation:

Instead, deploy a standalone VM that has a public IP address to the virtual network.

QUESTION NO: 8 - (DRAG DROP)

DRAG DROP

You have an Azure subscription that is used by four departments in your company. The subscription contains 10 resource 
groups. Each department uses resources in several resource groups.

You need to send a report to the finance department. The report must detail the costs for each department.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the 
answer area and arrange them in the correct order.

Select and Place:
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ANSWER:

Explanation:

Box 1: Assign a tag to each resource.

You apply tags to your Azure resources giving metadata to logically organize them into a taxonomy. After you apply tags, 
you can retrieve all the resources in your subscription with that tag name and value. Each resource or resource group can 
have a maximum of 15 tag name/value pairs. Tags applied to the resource group are not inherited by the resources in that 
resource group.

Box 2: From the Cost analysis blade, filter the view by tag

https://dumpsboss.co/
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After you get your services running, regularly check how much they're costing you. You can see the current spend and burn 
rate in Azure portal.

1. Visit the Subscriptions blade in Azure portal and select a subscription.

1. You should see the cost breakdown and burn rate in the popup blade.

2. Click Cost analysis in the list to the left to see the cost breakdown by resource. Wait 24 hours after you add a service for 
the data to populate.

3. You can filter by different properties like tags, resource group, and timespan. Click Apply to confirm the filters and 
Download if you want to export the view to a Comma-Separated Values (.csv) file.

Box 3: Download the usage report

References: https://docs.microsoft.com/en-us/azure/azure-resource-manager/resource-group-using-tags 
https://docs.microsoft.com/en-us/azure/billing/billing-getting-started

QUESTION NO: 9

An app uses a virtual network with two subnets. One subnet is used for the application server. The other subnet is used for a 
database server. A network virtual appliance (NVA) is used as a firewall.

Traffic destined for one specific address prefix is routed to the NVA and then to an on-premises database server that stores 
sensitive data. A Border Gateway Protocol (BGP) route is used for the traffic to the on-premises database server.

You need to recommend a method for creating the user-defined route.

Which two options should you recommend? Each correct answer presents a complete solution.

NOTE: Each correct selection is worth one point.

A. For the virtual network configuration, use a VPN.

B. For the next hop type, use a virtual network peering.

C. For the virtual network configuration, use Azure ExpressRoute.

D. For the next hop type, use a virtual network gateway.

ANSWER: A D 

Explanation:

You can create custom, or user-defined, routes in Azure to override Azure's default system routes, or to add additional 
routes to a subnet's route table. You can specify the following next hop types when creating a user-defined route:

 Virtual appliance: A virtual appliance is a virtual machine that typically runs a network application, such as a firewall. 

 Virtual network gateway: Specify when you want traffic destined for specific address prefixes routed to a virtual network 
gateway. The virtual network gateway must be created with type VPN. You cannot specify a virtual network gateway created 
as type ExpressRoute in a user-defined route because with ExpressRoute, you must use BGP for custom routes.

 None: Specify when you want to drop traffic to an address prefix, rather than forwarding the traffic to a destination.
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 Virtual network: Specify when you want to override the default routing within a virtual network.

 Internet: Specify when you want to explicitly route traffic destined to an address prefix to the Internet, or if you want traffic 
destined for Azure services with public IP addresses kept within the Azure backbone network.

Incorrect Answers:

B: You cannot specify VNet peering or VirtualNetworkServiceEndpoint as the next hop type in user-defined routes. Routes 
with the VNet peering or VirtualNetworkServiceEndpoint next hop types are only created by Azure, when you configure a 
virtual network peering, or a service endpoint.

C: You cannot specify a virtual network gateway created as type ExpressRoute in a user-defined route because with 
ExpressRoute, you must use BGP for custom routes.

Reference:

https://docs.microsoft.com/en-us/azure/virtual-network/virtual-networks-udr-overview

QUESTION NO: 10

You have SQL Server on an Azure virtual machine named SQL1.

You need to automate the backup of the databases on SQL1 by using Automated Backup v2 for the virtual machines. The 
backups must meet the following requirements:

 Meet a recovery point objective (RPO) of 15 minutes.

 Retain the backups for 30 days.  Encrypt the backups at rest.

What should you provision as part of the backup solution?

A. Elastic Database jobs

B. Azure Key Vault

C. an Azure Storage account

D. a Recovery Services vault

ANSWER: C 

Explanation:

An Azure storage account is used for storing Automated Backup files in blob storage. A container is created at this location 
to store all backup files. The backup file naming convention includes the date, time, and database GUID.

Reference:

https://docs.microsoft.com/en-us/azure/azure-sql/virtual-machines/windows/automated-backup

QUESTION NO: 11 - (HOTSPOT)

HOTSPOT
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You have the Azure SQL Database servers shown in the following table.

You have the Azure SQL databases shown in the following table.

You create a failover group named failover1 that has the following settings:

 Primary server: sqlserver1

 Secondary server: sqlserver2

 Read/Write failover policy Automatic

 Read/Write grace period (hours): 1 hour

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Hot Area:

ANSWER:
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Explanation:

Box 1: Yes

DB1 is on the primary server

Box 2: No

DB3 is on the secondary server.

You can put all or several databases within an elastic pool into the same failover group.

Box 3: No

A failover group is a named group of databases managed by a single server or within a managed instance that can fail over 
as a unit to another region in case all or some primary databases become unavailable due to an outage in the primary 
region.

The secondary cannot be in the same region as the primary.

Reference: https://docs.microsoft.com/en-us/azure/azure-sql/database/auto-failover-group-overview

QUESTION NO: 12

You have an Azure subscription that contains a policy-based virtual network gateway named GW1 and a virtual network 
named VNet1.

You need to ensure that you can configure a point-to-site connection from an on-premises computer to VNet1.

Which two actions should you perform? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. Add a service endpoint to VNet1.

B. Add a public IP address space to VNet1.

C. Create a route-based virtual network gateway.
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D. Reset GW1.

E. Delete GW1.

F. Add a connection to GW1.

ANSWER: C E 

Explanation:

Need a RouteBased VPN gateway.

References: https://github.com/MicrosoftDocs/azure-docs/blob/master/articles/vpn-gateway/vpn-gateway-howto-point-to-site-
resource-manager-portal.md

QUESTION NO: 13

You have an Azure subscription that contains two storage accounts named storagecontoso1 and storagecontoso2. Each 
storage account contains a queue service, a table service, and a blob service.

You develop two apps named App1 and App2. You need to configure the apps to store different types of data to all the 
storage services on both the storage accounts.

How many endpoints should you configure for each app?

A. 2
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B. 3

C. 6

D. 12

ANSWER: A 

Explanation:

Each app needs a service endpoint in each Storage Account.

References: https://docs.microsoft.com/en-us/azure/storage/common/storage-network-security

QUESTION NO: 14

A company is migrating an existing on-premises third-party website to Azure. The website is stateless.

The company does not have access to the source code for the website. They have the original installer.

The number of visitors at the website varies throughout the year. The on-premises infrastructure was resized to 
accommodate peaks but the extra capacity was not used.

You need to implement a virtual machine scale set instance.

What should you do

A. Use an autoscale setting with unlimited maximum number of instances.

B. Use an autoscale setting to scale instances vertically.

C. Use only default diagnostics metrics to trigger autoscaling.

D. Use Azure Monitor to create autoscale settings using custom metrics.

ANSWER: D 

Explanation:

With Azure Monitor you can auto scale by custom metric for Virtual Machine Scale Sets.

Note: By default, Resource Manager-based Virtual Machines and Virtual Machine Scale Sets emit basic (host-level) metrics. 
In addition, when you configure diagnostics data collection for an Azure VM and VMSS, the Azure diagnostic extension also 
emits guest-OS performance counters (commonly known as "guest-OS metrics"). You use all these metrics in autoscale 
rules.

Note 2: In-guest VM metrics with the Azure diagnostics extension

The Azure diagnostics extension is an agent that runs inside a VM instance. The agent monitors and saves performance 
metrics to Azure storage. These performance metrics contain more detailed information about the status of the VM, such as 
AverageReadTime for disks or PercentIdleTime for CPU. You can create autoscale rules based on a more detailed 
awareness of the VM performance, not just the percentage of CPU usage or memory consumption.
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Reference: https://docs.microsoft.com/en-us/azure/azure-monitor/platform/autoscale-custom-metric 
https://docs.microsoft.com/en-us/azure/azure-monitor/platform/autoscale-common-metrics

QUESTION NO: 15

You have an Azure subscription that contains the resource groups shown in the following table.

The subscription contains the storage accounts shown in the following table.

You create a Recovery Services vault named Vault1 in RG1 in the West US location.

You need to identify which storage accounts can be used to archive the diagnostics logs of Vault1.

Which storage accounts should you identify?

A. Storage1 only

B. Storage2 only

C. Storage3 only

D. Storage1 or Storage2 only

E. Storage1 or Storage3 only

ANSWER: D E 

Explanation:

The same region or the same resource group.

QUESTION NO: 16

You have an on-premises virtual machine named VM1 configured as shown in the following exhibit.
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VM1 is started.

You need to create a new virtual machine image in Azure from VM1.

Which three actions should you perform before you create the new image? Each correct answer presents part of the 
solution.

NOTE: Each correct selection is worth one point.

A. Run Add-AzVhd and specify a file share as the destination.
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B. Convert the disk type to VHD.

C. Remove the Backup (volume shadow copy) integration service.

D. Generalize VM1.

E. Reduce the amount of memory to 16 GB.

F. Run Add-AzVhd and specify a blob service container as the destination.

ANSWER: B D F 

Explanation:

D: Sysprep removes all your personal account and security information, and then prepares the machine to be used as an 
image.

B, F: The Add-AzureVhd cmdlet uploads on-premises virtual hard disks, in .vhd file format, to a blob storage account as fixed 
virtual hard disks.

Reference: https://docs.microsoft.com/en-us/powershell/module/azurerm.compute/add-azurermvhd?view=azurermps-6.13.0 
https://docs.microsoft.com/en-us/azure/virtual-machines/windows/capture-image-resource

QUESTION NO: 17

You manage a solution in Azure that consists of a single application which runs on a virtual machine (VM). Traffic to the 
application has increased dramatically.

The application must not experience any downtime and scaling must be dynamically defined.

You need to define an auto-scale strategy to ensure that the VM can handle the workload.

Which three options should you recommend? Each correct answer presents a complete solution.

NOTE: Each correct selection is worth one point.

A. Deploy application automatic vertical scaling.

B. Create a VM availability set.

C. Create a VM scale set.

D. Deploy application automatic horizontal scaling.

E. Deploy a custom auto-scale implementation.

ANSWER: C D E 

QUESTION NO: 18
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You have an Azure Service Bus and two clients named Client1 and Client2.

You create a Service Bus queue named Queue1 as shown in the exhibit. (Click the Exhibit tab.)

Client1 send messages to Queue1 as shown in the following table.
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Client2 reads the messages from Queue1 at 12:01:05.

How will the messages be presented to Client2?

A. Client2 will read three messages in the following order: M1, M2, and then M3.

B. Client2 will read three messages in the following order: M3, M1, and then M2.

C. Client2 will read four messages in the following order: M3, M1, M2 and then M3.

D. Client2 will read four messages in the following order: M3, M2, M1 and then M3.

ANSWER: D 

Explanation:

It should be M3, M2, M1 as duplicate detection is enabled, and the duplication detection window is set to 10 minutes. The 
second M3 message in the queue would be discarded.

Note 1: Duplicate detection enables the sender resend the same message, and the queue or topic discards any duplicate 
copies.

Note 2: Queues offer First In, First Out (FIFO) message delivery to one or more competing consumers. That is, receivers 
typically receive and process messages in the order in which they were added to the queue, and only one message 
consumer receives and processes each message.

Reference:

https://docs.microsoft.com/en-us/azure/service-bus-messaging/service-bus-queues-topics-subscriptions 
https://docs.microsoft.com/en-us/azure/service-bus-messaging/duplicate-detection

QUESTION NO: 19 - (HOTSPOT)

HOTSPOT

You need to prepare the environment to implement the planned changes for Server2.

What should you do? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Hot Area:
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ANSWER:
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Explanation:

Box 1: Create a Recovery Services vault

Create a Recovery Services vault on the Azure Portal.

Box 2: Install the Azure Site Recovery Provider

Azure Site Recovery can be used to manage migration of on-premises machines to Azure.

Scenario: Migrate the virtual machines hosted on Server1 and Server2 to Azure. Server2 has the Hyper-V host role.

References: https://docs.microsoft.com/en-us/azure/site-recovery/migrate-tutorial-on-premises-azure

QUESTION NO: 20 - (SIMULATION)

SIMULATION

Click to expand each objective. To connect to the Azure portal, type https://portal.azure.com in the browser address bar.
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When you are finished performing all the tasks, click the ‘Next’ button.

Note that you cannot return to the lab once you click the ‘Next’ button. Scoring occur in the background while you complete 
the rest of the exam.

Overview 

The following section of the exam is a lab. In this section, you will perform a set of tasks in a live environment. While most 
functionality will be available to you as it would be in a live environment, some functionality (e.g., copy and paste, ability to 
navigate to external websites) will not be possible by design.

Scoring is based on the outcome of performing the tasks stated in the lab. In other words, it doesn’t matter how you 
accomplish the task, if you successfully perform it, you will earn credit for that task.

Labs are not timed separately, and this exam may have more than one lab that you must complete. You can use as much 
time as you would like to complete each lab. But, you should manage your time appropriately to ensure that you are able to 
complete the lab(s) and all other sections of the exam in the time provided.

Please note that once you submit your work by clicking the Next button within a lab, you will NOT be able to return to the lab.

To start the lab
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You may start the lab by clicking the Next button.

You plan to store media files in the corpdata7523690n1 storage account.

You need to configure the storage account to store the media files. The solution must ensure that only users who have 
access keys can download the media files and that the files are accessible only over HTTPS.

What should you do from the Azure portal?

ANSWER: See solution below.

Explanation:

We should create an Azure file share.

Step 1: In the Azure portal, select All services. In the list of resources, type Storage Accounts. As you begin typing, the list 
filters based on your input. Select Storage Accounts. On the Storage Accounts window that appears.

Step 2: Locate the corpdata7523690n1 storage account.

Step 3: On the storage account page, in the Services section, select Files.

Step 4: On the menu at the top of the File service page, click + File share. The New file share page drops down.

Step 5: In Name type myshare. Click OK to create the Azure file share.

References: https://docs.microsoft.com/en-us/azure/storage/files/storage-how-to-use-files-portal
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