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QUESTION NO: 1

You work as a Network Administrator for NetTech Inc. Your computer has the Windows 2000 Server operating system. You 
want to harden the security of the server. Which of the following changes are required to accomplish this?

Each correct answer represents a complete solution. Choose two.

A. Rename the Administrator account. 

B. Remove the Administrator account. 

C. Disable the Guest account. 

D. Enable the Guest account. 

ANSWER: A C 

QUESTION NO: 2

Which of the following layers of the OSI model provides non-repudiation services?

A. The application layer 

B. The data-link layer 

C. The presentation layer 

D. The physical layer 

ANSWER: A 

QUESTION NO: 3

You are a salesperson. You are authorized to access only the information that is essential for your work. Which of the 
following access control models is used in your organization?

A. Role-Based Access Control 

B. Discretionary Access Control 

C. Mandatory Access Control 

D. Rule-Based Access Control 

E. Privilege Access Control 

ANSWER: A 
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QUESTION NO: 4

Which of the following activities is used to take place after recording and registering an incident?

A. Restoring 

B. Matching 

C. Analysis 

D. Classification 

ANSWER: D 

QUESTION NO: 5

Which of the following statements about Public Key Infrastructure (PKI) are true?

Each correct answer represents a complete solution. Choose two.

A. It uses symmetric key pairs. 

B. It uses asymmetric key pairs. 

C. It provides security using data encryption and digital signature. 

D. It is a digital representation of information that identifies users. 

ANSWER: B C 

QUESTION NO: 6

Which of the following rate systems of the Orange book has no security controls?

A. C-rated 

B. D-rated 

C. A-rated 

D. E-rated 

ANSWER: B 

QUESTION NO: 7

Which of the following concepts represent the three fundamental principles of information security?

Each correct answer represents a complete solution. Choose three.
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A. Integrity 

B. Privacy 

C. Confidentiality 

D. Availability 

ANSWER: A C D 

QUESTION NO: 8

Which of the following protocols is used to retrieve e-mails from a remote mail server?

A. SNMP 

B. POP3 

C. SMTP 

D. IGMP 

ANSWER: B 

QUESTION NO: 9

Which of the following does Certification Authority (CA) provide in an e-commerce system?

Each correct answer represents a complete solution. Choose two.

A. Credit 

B. Trust 

C. Transparency 

D. Identification 

ANSWER: B D 

QUESTION NO: 10

Which of the following statements about symmetric encryption are true?

Each correct answer represents a complete solution. Choose three.

A. It is best suited for encrypting large amount of data. 

B. It is used by Data Encryption Standard (DES) to encrypt data. 
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C. It uses two keys - a public key and a private key pair for data encryption. 

D. It is a relatively fast encryption method than public key encryption. 

ANSWER: A B D 

QUESTION NO: 11

Which of the following services does Internet Information Server (IIS) provide along with

HTTP?

Each correct answer represents a complete solution. Choose three.

A. SMTP 

B. FTP 

C. PPTP 

D. NNTP 

ANSWER: A B D 

QUESTION NO: 12

Identify whether the given statement is true or false.

"Availability is a term that refers to the reliable and timely access to data and resources that you are authorized to use."

A. False 

B. True 

ANSWER: B 

QUESTION NO: 13

In which type of access control do user ID and password system come under?

A. Power 

B. Physical 

C. Technical 

D. Administrative 
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ANSWER: C 

QUESTION NO: 14

Which of the following terms is used for securing an operating system from an attack?

A. System hacking 

B. System hardening 

C. System mirroring 

D. System indexing 

ANSWER: B 

QUESTION NO: 15

Which of the following tools can be used by a user to hide his identity?

Each correct answer represents a complete solution. Choose all that apply.

A. War dialer 

B. IPchains 

C. Anonymizer 

D. Proxy server 

E. Rootkit 

ANSWER: B C D 

QUESTION NO: 16

Which of the following are the major tasks of risk management?

Each correct answer represents a complete solution. Choose two.

A. Assuring the integrity of organizational data 

B. Building Risk free systems 

C. Risk control 

D. Risk identification 

ANSWER: C D 
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QUESTION NO: 17

Which of the following devices performs protocol and format translations?

A. Switch 

B. Modem 

C. Gateway 

D. Repeater 

ANSWER: C 

QUESTION NO: 18

Which of the following protocols work at the network layer?

Each correct answer represents a complete solution. Choose three.

A. OSPF 

B. SPX 

C. IGMP 

D. RIP 

ANSWER: A C D 

QUESTION NO: 19

You work as a Network Administrator for Tech Perfect Inc. The company has a Windows Active Directory-based single 
domain single forest network. The functional level of the forest is Windows Server 2003. The company has recently provided 
laptops to its sales team members. You have configured access points in the network to enable a wireless network. The 
company's security policy states that all users using laptops must use smart cards for authentication. Which of the following 
authentication techniques will you use to implement the security policy of the company?

A. IEEE 802.1X using EAP-TLS 

B. Pre-shared key 

C. IEEE 802.1X using PEAP-MS-CHAP 

D. Open system 

ANSWER: A 
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QUESTION NO: 20

Which methods help you to recover your data in the event of a system or hard disk failure?

Each correct answer represents a complete solution. Choose two.

A. Install a RAID system 

B. Use data encryption 

C. Install and use a tape backup unit 

D. Install UPS systems on all important devices 

ANSWER: A C 
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