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QUESTION NO: 1

The following are the guidelines to protect your password, except:

A. Don't use the same password for various company system security access
B. Do not share passwords with anyone

C. For easy recall, use the same password for company and personal accounts

D. Change a temporary password on first log-on

ANSWER: B C

QUESTION NO: 2

Which of the following does an Asset Register contain? (Choose two)
A. Asset Type

B. Asset Owner

C. Asset Modifier

D. Process ID

ANSWER: AB

QUESTION NO: 3

How are data and information related?

A. Data is a collection of structured and unstructured information

B. Information consists of facts and statistics collected together for reference or analysis

C. When meaning and value are assigned to data, it becomes information

ANSWER: C
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QUESTION NO: 4

A member of staff denies sending a particular message.
Which reliability aspect of information is in danger here?
A. availability

B. correctness

C. integrity

D. confidentiality

ANSWER: C

QUESTION NO: 5

You see a blue color sticker on certain physical assets. What does this signify?

A. The asset is very high critical and its failure affects the entire organization

B. The asset with blue stickers should be kept air conditioned at all times

C. The asset is high critical and its failure will affect a group/s/project's work in the organization

D. The asset is critical and the impact is restricted to an employee only

ANSWER: C

QUESTION NO: 6

Which of the following is a preventive security measure?
A. Installing logging and monitoring software
B. Shutting down the Internet connection after an attack

C. Storing sensitive information in a data save

ANSWER: C
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QUESTION NO: 7

Implement plan on a test basis - this comes under which section of PDCA
A. Plan

B. Do

C. Act

D. Check

ANSWER: B

QUESTION NO: 8

Four types of Data Classification (Choose two)
A. Restricted Data, Confidential Data

B. Project Data, Highly Confidential Data

C. Financial Data, Highly Confidential Data

D. Unrestricted Data, Highly Confidential Data

ANSWER: AD

QUESTION NO: 9

Which of the following statements are correct for Clean Desk Policy?

A. Don't leave confidential documents on your desk.

B. Don't leave valuable items on your desk if you are not in your work area.
C. Don't leave highly confidential items.

D. Don't leave laptops without cable lock.

ANSWER: ABC
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