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Topic No. of Questions
Topic 1, Oracle Database Cloud Service Overview 29
Topic 2, Creating Database Deployments 23
Topic 3, Managing Database Deployments 15

Topic 4, Backing Up and Recovering Database Deployments 16

Topic 5, Migrating Databases to Oracle Database Cloud Service | 6

Topic 6, Mix Questions 5
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QUESTION NO: 1

Which two statements are true about an RMAN recovery catalog?

A. It is an optional repository for RMAN metadata.

B. It is stored in a schema of a separate Oracle Database.

C. It must be created in the target database that is being backed up.

D. RMAN cannot perform backups unless a recovery catalog is configured.

E. It replaces the target database control file.

ANSWER: AB

Explanation:

An RMAN recovery catalog is an optional repository that stores RMAN metadata in a schema of a separate Oracle
Database. It can retain backup and recovery information independently of the target database control file, which is useful
when longer metadata retention or centralized management of multiple target databases is required.

RMAN can operate without a recovery catalog because the target database control file maintains a repository of backup
metadata. A recovery catalog supplements this control-file repository; it is not required for every RMAN backup or recovery
operation. See the Oracle RMAN recovery catalog documentation.

QUESTION NO: 2

Which is the default choice for the DNS names resolution for the instances in your VCN?
A. Custom Resolver

B. Internet Gateway

C. Internet and VCN Resolver

D. Dynamic Routing Gateway

ANSWER: C

Explanation:

Internet and VCN Resolver is the default DNS resolver choice for instances in an Oracle Cloud Infrastructure virtual cloud
network. OCI automatically provides this resolver configuration for a VCN unless it is changed to use a custom resolver. It

combines public Internet name resolution with OCI’'s VCN-specific DNS service. As a result, instances can resolve publicly
published Internet host names, such as public service endpoints, through the Internet Resolver component. They can also

resolve private DNS host names assigned to instances within the same VCN through the VCN Resolver component.

This DNS capability is available independently of whether an instance has a public IP address or uses an Internet Gateway
for outbound connectivity; DNS resolution itself is handled by the OCI-provided resolver service. The VCN Resolver also
supports OCI’s internal DNS naming model, which enables private instance host names to be resolved within the VCN.
Administrators can instead configure a custom resolver when they need DNS queries forwarded to DNS infrastructure in
another network, such as an on-premises environment, but the OCI-provided Internet and VCN Resolver remains the
standard default selection. Oracle documents the available DNS resolver choices and identifies this combined resolver as
the default: DNS in Your Virtual Cloud Network and DNS Resolver Choices.

QUESTION NO: 3

You want to reduce the impact of a hardware failure when deploying multiple Compute instances in a single availability
domain. Which OCI feature should you use?
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A. Compartments
B. Fault domains
C. Security lists

D. Route tables

ANSWER: B

Explanation:

Fault domains provide anti-affinity placement within an availability domain. A fault domain is a grouping of hardware and
infrastructure that is isolated from the other fault domains in the same availability domain. Placing instances in different fault
domains reduces the likelihood that a single hardware failure or maintenance event affects all instances.

Fault domains are different from availability domains. Availability domains are separate, independent data centers within a
region, while fault domains provide an additional level of resilience for resources deployed within one availability domain.
See Regqions, Availability Domains, and Fault Domains.

QUESTION NO: 4

Which two default options are used for the database created in a DB system while using API?

A. PDB admin user is created with name PDBADMIN.

B. DB language and territory is used as AMERICANand AMERICA respectively.

C. Only container databases can be created in a DB system from Oracle Database 12c and later versions.
D. ACFS is used for database storage in all database versions.

E. User specified DB name is added with system generated suffixfor DB unique name.

ANSWER: B E

Explanation:

When an initial database is created in an Oracle Cloud DB system through the API, Oracle supplies default values for
database configuration fields when those fields are not explicitly provided. The default database language is AMERICAN
and the default database territory is AMERICA. These settings establish the default linguistic and regional behavior for the
database, including conventions used by Oracle globalization features. Therefore, the statement that the DB language and
territory are AMERICAN and AMERICA, respectively, correctly identifies documented API defaults.

Oracle also derives the database unique name from the database name supplied by the user, appending a system-
generated suffix. This produces a unique identifier such as dbtst_phx1cs, helping distinguish the database within the cloud
environment while retaining the recognizable user-selected name. Consequently, the statement that a user-specified DB
name is augmented with a system-generated suffix for the DB unique name is also correct. These defaults apply to the initial
database creation workflow and reduce the number of parameters that must be supplied in an API request. Oracle
documents these initial-database defaults in its DB system creation guidance: Creating a DB System and
CreateDbSystemDetails API reference.

QUESTION NO: 5

What is the default encryption for user-defined tablespaces in a database on OCI?
A. encrypt_new_tablespaces = DDL

B. encrypt_new_tablespaces = cloud only

C. encrypt_new_tablespaces = true
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D. encrypt_new_tablespaces = NONE

ANSWER: B

Explanation:

The correct setting is encrypt_new_tablespaces = cloud only, formally represented by the

ENCRYPT NEW TABLESPACES=CLOUD ONLY initialization-parameter value. This setting causes Oracle Database to encrypt
newly created user-defined tablespaces when the database is running in an Oracle Cloud environment. It provides a cloud-
appropriate default for Transparent Data Encryption tablespace encryption while allowing the same database software and
parameter behavior to remain compatible with environments outside Oracle Cloud.

The parameter governs the default encryption behavior at tablespace creation time. With the cloud-only setting, eligible new
tablespaces created on OCI receive encryption automatically, helping protect data at rest without requiring an encryption
clause in each applicable CREATE TABLESPACE statement. Oracle documents CLOUD ONLY as the default value for this
parameter in cloud deployments and describes it as enabling encryption for new tablespaces in cloud environments.
Administrators can inspect the effective value through initialization-parameter views and can explicitly control tablespace
encryption when operational requirements require a different behavior.

See Oracle’s ENCRYPT NEW _ TABLESPACES reference and its Transparent Data Encryption documentation.

QUESTION NO: 6

Which twocomplexities must be applied to the Database Admin passwords?
A. Special characters may include _, #, or -.

B. Password must be 16 characters and contain at least two uppercase, two lowercase, two special, and two numeric
characters.

C. Password must be 9 t030 characters and contain at least two uppercase, two lowercase, two special, and two numeric
characters.

D. Password must be 8 to 24 characters and contain at least one uppercase, lowercase, special, and numeric characters.

ANSWER: AC

Explanation:

Database Administrator passwords require a length of 9 through 30 characters and a balanced combination of character
classes: at least two uppercase letters, two lowercase letters, two numbers, and two special characters. This enforces a
stronger password composition than simply requiring one character from each category. The Oracle password-verification
rules also define an allowed set of special characters; underscore, number sign, and hyphen are included in that permitted
set and can therefore be used to satisfy the special-character requirement.

These requirements are designed to make privileged database credentials more resistant to guessing and brute-force
attacks. A Database Administrator account has broad control over the database environment, so the password policy
requires both sufficient length and multiple occurrences of each character type. Oracle documents password verification
functions and their checks, including length and character-composition requirements, in the Oracle Database Security Guide.
See Oracle Database Security Guide: Password Verification Functions and Oracle Database Security Guide: Configuring
Authentication.

QUESTION NO: 7

Which twostatements are true about a Virtual Cloud Network (VCN)?
A. Subnets for a VCN can be defined in different availability domains.

B. A VCN can be used with only one DB system.
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C. A VCN cannot connect to another VCN,

D. A VCN can reside only in a singleregion but can cross multiple ADs.

ANSWER: AD

Explanation:

A VCN is a regional virtual network resource in Oracle Cloud Infrastructure. It is created within one OCI region, but it can
encompass resources deployed across that region’s availability domains. This regional scope lets a single network
architecture support workloads with high availability designs that place compute and database resources in separate
availability domains, while retaining consistent network controls such as route tables, security lists, and gateways.

Subnets are defined within a VCN and can be created for workloads in the availability domains available in the VCN’s region.
In the service model applicable to this question, this permits subnets in the same VCN to be placed in different availability
domains, enabling network segmentation and resilient multi-availability-domain deployments. OCI documentation also
describes the modern regional-subnet model, under which a regional subnet spans all availability domains in its region; in
either model, the VCN itself remains regional rather than extending into another region.

Therefore, the true statements are the one confirming that subnets in a VCN can be defined in different availability domains
and the one confirming that a VCN is limited to one region while being able to cross multiple availability domains. See
Oracle’s VCN overview and VCN creation documentation.

QUESTION NO: 8

Examine the command:

[root@dbsys ~]# cliadm update-dbcli

Which operation will be performed by the execution of the command?
A. Update the CLI to have the latest new and updated commands.

B. Apply thepatches to the server components in the DB systems.

C. Apply the patches to the databases in the DB systems.

D. Update the CLI for the backward compatibility.

ANSWER: A

Explanation:

The command cliadm update-dbcli updates the database command-line interface software on an Oracle Cloud DB
system to the current available DBCLI version. DBCLI is the local administration interface used for lifecycle and management
operations on the DB system, and Oracle can deliver new commands, enhancements, and fixes through an updated DBCLI
package. Running this command refreshes that management interface so that the host has the latest supported command
capabilities.

This is a DBCLI maintenance action rather than a database or operating-system patching workflow. It is useful when Oracle
documentation or support guidance requires a newer DBCLI release before an administrative operation can be performed.
Oracle documents cliadm update-dbcli specifically as the command used to update DBCLI with the latest new and
updated commands. The command therefore performs the operation described by “Update the CLI to have the latest new
and updated commands.”

For command reference and DB system administration details, see the Oracle documentation for DBCLI and CLIADM
commands and administering DB systems.
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QUESTION NO: 9

What might be the effect of modifying the firewall rules for 169.254.0.2:3260 and 169.254.0.3:807
A. TDE for the database might stop working.

B. It allows the non-root users to modify the system's boot volume.

C. It allows the non-root user to access the database.

D. Users may not be able to connect to database service.

ANSWER: D

Explanation:

Users may not be able to connect to database service. The addresses and ports in the question support essential internal
communication used by an Oracle Cloud Infrastructure DB system. In particular, TCP port 3260 is associated with iSCSI
connectivity to Oracle-managed storage, while the link-local endpoint on port 80 is used by supporting OCI infrastructure
services. Oracle explicitly cautions administrators not to modify the firewall rules that permit this traffic. Altering or removing
the required rules can interrupt the DB system’s access to its underlying storage or required platform services. Since a
running Oracle database depends on reliable access to these components, disruption can make the database service
unavailable or prevent clients from establishing database connections. These are OCl-managed networking requirements
rather than application-level access-control rules, so they should remain intact when implementing host security controls.
Review Oracle’s DB system update and administration guidance before making operating-system firewall changes, and use
supported OCI security controls for permitted administrative changes. See Updating a DB System and Managing DB

Systems.
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