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QUESTION NO: 1 - (SIMULATION)

You must switch to the correct
cluster/configuration context. Failure to do so

may result in a zero score,

" kubectl conflig use-c
ONTEXT SkHsS

Task

A Deployment named backend-deployment in namespace staging runs a web application on port 8081.

o The Deployment's manifest flles can be found ol

~/spicy-pikochu/backend-oeployment.yam

Modify the Depleyment specifying a readiness probe
using path /healths

Set initialDelaySeconds to B and periodSeconds to 5

ANSWER: Seethesolutionbelow.

Explanation:

Solution:
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QUESTION NO: 2 - (SIMULATION)

Set configuration context:

kKubect! contig

use-context k8s

Context

You are tasked to create a secret and consume the secret in a pod using environment variables as follow:

Task
* Create a secret named another-secret with a key/value pair; key1/value4

« Start an nginx pod named nginx-secret using container image nginx, and add an environment variable exposing the value
of the secret key key 1, using COOL_VARIABLE as the name for the environment variable inside the pod

ANSWER: Seethesolutionbelow.

Explanation:
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Solution:

GEReTLE @ome-@scret ——Ero

DATHR

os . Lo EeEnyT Lo = ancount =token 4

——iMAge=Nginx

W Readme > Web Terminal CITHELINUX FOUMNDATION

inx sscret.jyml® 131

B Readme >_Web Terminal CITHELINUX FOUNDATION

nginx-aseCCet

CDOL, VARTARLE

THSERT
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@@Readme >_ Web Terminal CITHELINUX FOUNDATION

from=literal=keylSsalusd

You must switch 1o the cor

luster/configuration context. Failure to d

Task:

Update the Pod ckad00018-newpod in the ckad00018 namespace to use a NetworkPolicy allowing the Pod to send and
receive traffic only to and from the pods web and db
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ANSWER: Seethesolutionbelow.

Explanation:

Solution:

] T ced Tt 1

QUESTION NO: 4 - (SIMULATION)

Set configuration context:

kKubectl -onfig

use-context kbs

Set Configuration Context:

[student@node-1] $ | kubectl
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Config use-context k8s

Context

A pod is running on the cluster but it is not responding.
Task

The desired behavior is to have Kubemetes restart the pod when an endpoint returns an HTTP 500 on the /healthz endpoint.
The service, probe-pod, should never send traffic to the pod while it is failing. Please complete the following:

» The application has an endpoint, /started, that will indicate if it can accept traffic by returning an HTTP 200. If the endpoint
returns an HTTP 500, the application has not yet finished initialization.

* The application has another endpoint /healthz that will indicate if the application is still working as expected by returning an
HTTP 200. If the endpoint returns an HTTP 500 the application is no longer responsive.

+ Configure the probe-pod pod provided to use these endpoints

* The probes should use port 8080

ANSWER: Seethesolutionbelow.

Explanation:
Solution:

To have Kubernetes automatically restart a pod when an endpoint returns an HTTP 500 on the /healthz endpoint, you will
need to configure liveness and readiness probes on the pod.

First, you will need to create a livenessProbe and a readinessProbe in the pod's definition yaml file. The livenessProbe will
check the /healthz endpoint, and if it returns an HTTP 500, the pod will be restarted. The readinessProbe will check the
/started endpoint, and if it returns an HTTP 500, the pod will not receive traffic.

Here's an example of how you can configure the liveness and readiness probes in the pod definition yaml file:
apiVersion: v1

kind: Pod

metadata:

name: probe-pod
spec:

containers:

- name: probe-pod
ports:

- containerPort: 8080
livenessProbe:

httpGet:
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path: /healthz

port: 8080
initialDelaySeconds: 15
periodSeconds: 10
failureThreshold: 3
readinessProbe:
httpGet:

path: /started

port: 8080
initialDelaySeconds: 15
periodSeconds: 10

failureThreshold: 3

The httpGet specifies the endpoint to check and the port to use. The initialDelaySeconds is the amount of time the pod will
wait before starting the probe. periodSeconds is the amount of time between each probe check, and the failureThreshold is

the number of failed probes before the pod is considered unresponsive.

You can use kubectl to create the pod by running the following command:

Once the pod is created, Kubernetes will start monitoring it using the configured liveness and readiness probes. If the
/healthz endpoint returns an HTTP 500, the pod will be restarted. If the /started endpoint returns an HTTP 500, the pod will

not receive traffic.

Please note that if the failure threshold is set to 3, it means that if the probe fails 3 times consecutively it will be considered

as a failure.

The above configuration assumes that the application is running on port 8080 and the endpoints are available on the same

port.

QUESTION NO: 5 - (SIMULATION)
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Set configuration context:
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Context

A project that you are working on has a requirement for persistent data to be available.

Task

To facilitate this, perform the following tasks:

* Create a file on node sk8s-node-0 at /opt/KDSP00101/data/index.html with the content Acct=Finance

* Create a PersistentVolume named task-pv-volume using hostPath and allocate 1Gi to it, specifying that the volume is at
/opt/KDSP00101/data on the cluster's node. The configuration should specify the access mode of ReadWriteOnce . It should
define the StorageClass name exam for the PersistentVolume , which will be used to bind PersistentVolumeClaim requests
to this PersistenetVolume.

* Create a PefsissentVolumeClaim named task-pv-claim that requests a volume of at least 100Mi and specifies an access
mode of ReadWriteOnce

+ Create a pod that uses the PersistentVolmeClaim as a volume with a label app: my-storage-app mounting the resulting
volume to a mountPath /usr/share/nginx/html inside the pod

You can access sk8s-node-0 by
Issuing the following

command:

1 sk8

L
(¥, ]
—_
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Ensure that you return to the
bhase node (with hostname

node-1 ) once you have completed

your work on sk8s-node-C

ANSWER: Seethesolutionbelow.

Explanation:

Solution:

®Readme  >_ Web Terminal 1 THELINUX FOUNDATION

BBReadme  >_ Web Terminal CITHELINUX FOUNDATION

O THE LINUX FOUNDATION
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®Readme  >_ Web Terminal C1THELINUX FOUNDATION

B@Rsadme >_Web Terminal C1 THE LINUX FOUNDATION

CITHE LINUX FOUNDATION
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M Readme >_Web Terminal G THE LINUX FOUNDATION

astudent@skBs—no:
podimypad c

studentBakBa~no:
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