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Topic Break Down

Topic No. of Questions

Topic 1, Analyze the customer requirements 15

Topic 2, Design the solution 61

Topic 3, Produce the design 4

Total 80
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QUESTION NO: 1 - (DRAG DROP)

DRAG DROP

Match each hospital room with a potential issue for the AP design (Each match will be used once.)

ANSWER:

Explanation:

The appropriate hospital WLAN design match is based on both clinical equipment safety and the way construction materials 
affect radio-frequency propagation. An MRI room is matched with no AP allowed within for safety. MRI systems use a 
powerful static magnetic field, and equipment located in the MRI environment has to be specifically evaluated for MRI safety 
and compatibility. A conventional access point, its mounting hardware, power components, and associated equipment 
should not be assumed safe for deployment inside the MRI room. The WLAN design should instead provide coverage from 
an appropriately located, clinically approved design position outside the restricted MRI environment, while validating 
coverage and performance at the room boundary. The FDA describes MRI’s use of strong magnetic fields and the related 
safety considerations in its MRI benefits and risks guidance.

An X-Ray room is matched with thick concrete or lead-lined walls. Diagnostic imaging spaces commonly use shielding to 
control radiation exposure, and these dense materials can also create substantial RF attenuation. For WLAN design, the 
important conclusion is that predictive coverage from surrounding APs may not be reliable through those walls. A designer 
should account for the attenuation during the survey and validate the resulting signal level, capacity, and roaming behavior 
with measurements. The International Atomic Energy Agency provides information on radiation protection principles for 
medical imaging at its radiology radiation-protection resource.

A patient room is matched with no special RF considerations. It is generally a conventional indoor Wi-Fi coverage area, so 
the design can use normal healthcare WLAN practices: survey the room and nearby corridors, account for client density and 
application needs, select suitable channels and transmit power, and validate the final design. This does not remove the need 
for a site survey; it means there is no room-specific construction shielding or MRI-equipment restriction represented by the 
other two matches.

QUESTION NO: 2

What is one piece of additional information architects should obtain from the customer before they design the wireless 
solution?
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A. the power requirements for the wireless loT devices and security cameras 

B. the authentication and encryption capabilities for loT devices and security cameras 

C. the distance between the locations where cameras will be installed and the wiring closet on each floor 

D. the average number of users per loT device 

ANSWER: B 

Explanation:

Before designing the wireless solution, architects need to obtain the authentication and encryption capabilities for IoT 
devices and security cameras. These device capabilities directly determine whether endpoints can join the proposed WLAN 
securely and which SSID, security policy, and access-control design is appropriate. For example, some constrained or 
legacy IoT devices may support only a limited set of Wi-Fi security methods, while other devices can support enterprise 
authentication using certificate-based credentials. Understanding this information early lets the architect define compatible 
authentication services, encryption settings, segmentation, and onboarding methods without weakening the security posture 
of the primary user WLAN.

This discovery information is also essential for matching the wireless design to the customer’s broader security architecture. 
Aruba’s IoT approach emphasizes applying appropriate identity, policy, and network controls to connected devices, rather 
than treating every non-user endpoint as having identical trust and security capabilities. Capturing the supported security 
methods for cameras and IoT endpoints therefore enables a design that provides reliable connectivity while enforcing 
suitable access policies for those device types. See Aruba’s IoT solutions overview and Aruba Central IoT Operations 
documentation.

QUESTION NO: 3

A customer is refreshing the access layer for an office that will deploy AP-635 access points. The customer wants to avoid 
limiting AP uplink capacity and requires a switch port that can provide multigigabit Ethernet over Category 6A cabling.

Which switch-port capability should the architect specify?

A. 100BASE-FX

B. 1GbE copper only

C. 2.5GbE Smart Rate copper

D. Serial console

ANSWER: C 

Explanation:

A 2.5GbE Smart Rate port is appropriate because it provides a multigigabit copper Ethernet connection for an access point 
without requiring a 10GbE connection at every AP. Smart Rate ports negotiate supported intermediate Ethernet speeds, 
including 2.5GbE, over suitable twisted-pair cabling.

This design helps prevent the AP wired uplink from becoming the bottleneck when clients use high-capacity Wi-Fi services. 
The architect must also verify the selected switch model's PoE budget and port-level power capability for the AP feature set 
that the customer requires. Aruba documents Smart Rate access-switch options in the Aruba CX 6300 Switch Series 
portfolio.

QUESTION NO: 4

What is one additional benefit trial Foundation Care gives beyond ire included warranty in

Aruba products?
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A. Next Business Day Snipping 

B. Unlimited 24x7 access to the TAC and online support

C. business hour prone support for hardware issues 

D. installation and getting started services 

ANSWER: B 

Explanation:

Unlimited 24x7 access to the TAC and online support is an additional Aruba Foundation Care benefit because Foundation 
Care extends support beyond the basic hardware warranty by providing continuous access to Aruba technical experts 
through the Technical Assistance Center (TAC). Customers can open and manage support cases at any time, receive 
troubleshooting assistance for hardware and software issues, and use online support resources. This is particularly valuable 
for production networks because incidents are not limited to local business hours; qualified support can be engaged 
whenever an operational issue occurs. Foundation Care is designed as a support-service entitlement that complements the 
product warranty and can also provide software updates and upgrades when they are available for the covered product. The 
exact hardware-replacement entitlement depends on the Foundation Care service level purchased, but 24x7 TAC access is 
a core support capability. Aruba describes Foundation Care service options and their support coverage in its Foundation 
Care data sheet. Additional service and support information is available from HPE Aruba Networking Support Services.

QUESTION NO: 5

A company already has an Aruba wireless network The network currently consists of:

* oneMM-HW-1k

* two 7210 MCs in the network core

* two 721GMCsintheDMZ

* 200 AP-515S in Building 1 and Building 5

100 AP-515S each In Building 2r Building 3, and Building 4

The customer now wants to assess if it needs local Mobility controllers (MC) for any buildings:

- Building 1 is the main office building for the campus. It supports the highest number of

APs. It connects to the

network core without an aggregation layer.

* Building 2 is further away from the Building i. and no roaming is provided between it andthe other buildings its

access layer connects to the network cone with a pair of Aruba CX 6300M aggregation switches.

* Building 3 is further away from the other buildings, it connects to the network core withoutan aggregation layer.

The Guest SSID traffic should be tunnelled to the DMZ controllers

’ Building 4 has its own local datacenter and Internet connection. The company would like it to be able to operate

completely autonomously if its aggregation layer loses connectivity with the core.

* Building 5 is further away from the other buildings, it connects to the network core withoutan aggregation layer.

This building has been assigned to a partner that would like to manage a dedicated SS1D using the shared AP 
infrastructure.

In which two buildings should the network architect plan local mobility controllers (MCs)?

(Select two)
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A. Building 1 

B. Building 4 

C. Building 5 

D. Building 3 

E. Building 2 

ANSWER: B C 

Explanation:

Building 4 requires local mobility controllers because the stated requirement is autonomous operation if connectivity from its 
aggregation layer to the campus core fails. Placing controller capacity locally allows the building’s APs and WLAN services 
to remain anchored within the site rather than depending on the core controller cluster. Its local datacenter and Internet 
connection also provide the supporting infrastructure needed for this independently operating design. Aruba’s controller-
based architecture supports local controller deployment where branch or campus-site survivability is a design requirement; 
see the ArubaOS cluster overview.

Building 5 also warrants a local mobility controller because a partner must administer a dedicated SSID while using the same 
physical AP infrastructure. Aruba MultiZone is designed for this type of shared-AP, separate-administrative-domain 
deployment. The AP remains associated with its primary deployment while a separate zone controller can provide and 
administer the partner’s WLAN service. Locating that controller at Building 5 provides the partner’s dedicated local controller 
function and preserves separation of WLAN administration and policy. Aruba documents MultiZone and its use of shared AP 
infrastructure with distinct controller zones in the ArubaOS MultiZone overview.

QUESTION NO: 6

A retailer currently has two redundant ClearPass C2000 0L36O Gen9 hardware appliances and two perpetual 1K Access 
licenses. The customer uses ClearPass to authenticate employee wireless devices and other corporate wireless devices. 
ClearPass togs indicate that, peak license usage is currently 1900.

The customer now wants to add a guest access solution. Guests will connect to an open SSiD and be redirected to a portal 
which they can use to self-register and log in. The customer anticipates that up to f 550 guest devices will connect at the 
same time.

The customer requires the most cost-effective solution that will meet the requirements.

What should the network architect recommend for this solution?

A. IK + 500 Access licenses: IK + 500 Guest licenses 

B. 1K + 500 Access licenses; Two 1K Onboard licenses 

C. 1K + 500 Access licenses 

D. Two 1K Guest licenses 

ANSWER: D 

Explanation:

Two 1K Guest licenses are the appropriate recommendation. The existing two 1K Access licenses provide 2,000 Access 
entitlements, which accommodates the retailer’s measured peak of 1,900 employee and corporate devices. Guest access is 
licensed separately from Access authentication capacity, so the additional guest portal deployment should use Guest 
licensing rather than consume or expand the Access-license pool.

The anticipated maximum of 550 simultaneously connected guests fits within a 1K Guest entitlement. Because the 
deployment uses two redundant ClearPass appliances, a 1K Guest license should be assigned for each appliance so that 
guest-service capacity remains available if the active appliance fails and the peer assumes the guest authentication and 
captive-portal role. This provides sufficient concurrent guest capacity with resilience, while avoiding unnecessary expansion 
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of the already adequate Access capacity. ClearPass Guest is designed for captive portals, self-registration, credential 
creation, and guest login workflows, all of which match the stated open-SSID redirection requirement.

Aruba documents ClearPass licensing and the distinct Access and Guest entitlement models in its ClearPass data sheet and 
its ClearPass Policy Manager licensing documentation.

QUESTION NO: 7

A customer wants to use Aruba Central to operate a distributed deployment of Aruba APs and Aruba CX switches. The 
operations team needs consistent configuration at many sites and centralized visibility into client and infrastructure health.

Which two Aruba Central capabilities should the architect include? (Select two.)

A. Configuration groups or templates for consistent device configuration

B. Centralized monitoring, alerts, and client visibility

C. Replacement of all RADIUS authentication with SNMP

D. Elimination of all local switching and routing functions

E. Use of a separate management platform for each site

ANSWER: A B 

Explanation:

Configuration groups and templates provide a scalable method for applying consistent settings to similar devices and sites. 
This reduces repetitive device-by-device configuration and helps maintain standardization across the distributed deployment.

Centralized monitoring and alerting provide visibility into device status, client connectivity, RF conditions, and network 
events. Operations staff can use this information to identify and investigate problems across the estate from a central 
interface. Aruba describes cloud-managed network operations at the Aruba Central product page.

QUESTION NO: 8

A financial-services customer wants to use Aruba Central to manage a distributed network of APs and Aruba CX switches. 
The operations team needs to reduce manual configuration work and identify infrastructure issues before they affect users.

Which two Aruba Central capabilities help meet these requirements? (Select two.)

A. Group-based configuration management

B. Monitoring, alerts, and AI-powered insights

C. Replacing all RADIUS services with local switch passwords

D. Eliminating the need for an IP addressing design

E. Providing physical redundancy for every access point

ANSWER: A B 

Explanation:

Aruba Central supports template- and group-based configuration workflows that help administrators apply consistent settings 
to multiple devices. This reduces repetitive device-by-device configuration and supports standardized deployment practices 
across branches.
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Central also provides monitoring, alerts, and AI-powered insights that help operations staff identify abnormal conditions and 
investigate service-impacting issues. These capabilities provide centralized visibility across wired and wireless infrastructure. 
Aruba Central capabilities are described in the Aruba Central overview.
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