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QUESTION NO: 1

Which of the following is the MOST important consideration to ensure privacy when using big data analytics?
A. Maintenance of archived data

B. Disclosure of how the data is analyzed

C. Transparency about the data being collected

D. Continuity with business requirements

ANSWER: C

Explanation:

Reference: https://www.isaca.org/resources/isaca-journal/issues/2016/volume-6/an-ethicalapproach-to-data-privacy-
protection

QUESTION NO: 2

Which of the following is the PRIMARY consideration to ensure control of remote access is aligned to the privacy policy?
A. Access is logged on the virtual private network (VPN).

B. Multi-factor authentication is enabled.

C. Active remote access is monitored.

D. Access is only granted to authorized users.

ANSWER: D

QUESTION NO: 3

Which of the following is MOST important when designing application programming interfaces (APIs) that enable mobile
device applications to access personal data?

A. The user’s ability to select, filter, and transform data before it is shared
B. Umbrella consent for multiple applications by the same developer

C. User consent to share personal data
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D. Unlimited retention of personal data by third parties

ANSWER: C

QUESTION NO: 4

Which of the following helps to ensure the identities of individuals in two-way communication are verified?
A. Virtual private network (VPN)

B. Transport Layer Security (TLS)

C. Mutual certificate authentication

D. Secure Shell (SSH)

ANSWER: C

Explanation:

Reference: https://www.cloudflare.com/ru-ru/learning/access-management/what-is-mutualauthentication/

QUESTION NO: 5

Which of the following is the BEST way to protect the privacy of data stored on a laptop in case of loss or theft?
A. Strong authentication controls

B. Remote wipe

C. Regular backups

D. Endpoint encryption

ANSWER: B

QUESTION NO: 6

What is the BEST method to protect customers’ personal data that is forwarded to a central system for analysis?
A. Pseudonymization

B. Deletion
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C. Encryption

D. Anonymization

ANSWER: C

QUESTION NO: 7

Which of the following is the BEST way to distinguish between a privacy risk and compliance risk?
A. Perform a privacy risk audit.

B. Conduct a privacy risk assessment.

C. Validate a privacy risk attestation.

D. Conduct a privacy risk remediation exercise.

ANSWER: A

QUESTION NO: 8

Which of the following is the PRIMARY benefit of implementing policies and procedures for system hardening?
A. It increases system resiliency.

B. It reduces external threats to data.

C. It reduces exposure of data.

D. It eliminates attack motivation for data.

ANSWER: B

QUESTION NO: 9

Which key stakeholder within an organization should be responsible for approving the outcomes of a privacy impact
assessment (PIA)?

A. Data custodian

B. Privacy data analyst
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C. Data processor

D. Data owner

ANSWER: D

Explanation:

Reference: https://ico.org.uk/media/1042196/trilateral-full-report.pdf

QUESTION NO: 10

A software development organization with remote personnel has implemented a third-party virtualized workspace to allow
the teams to collaborate. Which of the following should be of

GREATEST concern?

A. The third-party workspace is hosted in a highly regulated jurisdiction.

B. Personal data could potentially be exfiltrated through the virtual workspace.
C. The organization’s products are classified as intellectual property.

D. There is a lack of privacy awareness and training among remote personnel.

ANSWER: B
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