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QUESTION NO: 1

An Okta Administrator ran a full import from Active Directory An expected group was NOT imported into OKta. Is this a 
reason why the group was NOT imported into Okta?

Solution: The groups was NOT imported because it is a security group in Active Directory.

A. Yes

B. No

ANSWER: A 

QUESTION NO: 2

Does this Okta agent support provisioning?

Solution: Active Directory Agent

A. Yes

B. No

ANSWER: A 

Explanation:

https://support.okta.com/help/s/article/Provisioning-Concepts-and-Methods?language=en_US

Agent-based Provisioning

 An agent (windows service, linux daemon) installed to the local environment brokers Provisioning transaction requests 
between Okta and the on-premise resource.

 Currently Supported Provisioning agents  Active Directory

 LDAP

 On Premise Provisioning

 This agent is generic and intended to connect to any On-Prem resource that can use the SCIM (Secure Cross-domain 
Identity Management) language.

 This typically involves code and a Professional Services Statement Of Work

 For more information, consult our On Premises Provisioning Deployment Guide
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 This is a good, robust strategy. However, it is limited to on-premise applications.

QUESTION NO: 3

Is this the authentication method or flow that is used when an end user launches a SAML application from the Okta end user 
home dashboard?

Solution: Identity Provider (Idp) initiated

A. Yes

B. No

ANSWER: B 

QUESTION NO: 4

Is this the authentication method or flow that is used when an end user launches a SAML application from the Okta end user 
home dashboard?

Solution: Side/back door login

A. Yes

B. No

ANSWER: B 

QUESTION NO: 5

Is this a True statement about the approver process for Access Request Workflow?

Solution: Approvers are notified in a specific order.

A. Yes

B. No

ANSWER: B 
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QUESTION NO: 6

Is this a valid reason to choose Okta as an Identity and Access Management (1AM) solution?

Solution: To securely manage data centers it the cloud

A. Yes

B. No

ANSWER: B 

QUESTION NO: 7

Is this an advantage of deploying the Okta LDAP Agent to integrate Okta with an LDAP directory service?

Solution: End users are stored locally in LDAP but are NOT imported to Okta.

A. Yes

B. No

ANSWER: A 

QUESTION NO: 8

An Okta Administrator needs to assign permissions to a user who needs to maintain and update multiple instances of 
Salesforce. Is this the role that the administrator should assign to the user?

Solution: Read-only Admin

A. Yes

B. No

ANSWER: B 

QUESTION NO: 9

Is this a valid use of a group in Okta?

Solution: Assign application access
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A. Yes

B. No

ANSWER: B 

QUESTION NO: 10

Multifactor authentication (MFA) needs to be enforced in an environment when end users log in to Okta Is this the policy type 
that an administrator should implement?

Solution: Password

A. Yes

B. No

ANSWER: A 
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