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QUESTION NO: 1

Which of the following is an action to be taken during the summary phase of a cybersecurity emergency response? (multiple
choice)

A. Establish a defense system and specify control measures
B. Evaluate the implementation of emergency plans and propose follow-up improvement plans
C. Judging the effectiveness of isolation measures

D. Evaluate members of emergency response organizations

ANSWER: B D

QUESTION NO: 2

Security technology has different methods in different technical levels and fields. Which of the following devices can be used
for network layer security? (multiple choice)

A. Vulnerability Scanning Device
B. firewall

C. Anti-DDoSequipment

D. IPS/IDSequipment

ANSWER:BCD

QUESTION NO: 3

About the rootCACertificate, which of the following descriptions is incorrect?
A. Issuer isCA

B. The certificate subject name isCA

C. public key information isCA's public key

D. signature isCAgenerated by public key encryption

ANSWER: D

QUESTION NO: 4
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Which of the following is not the default security zone of the firewall ( )[Multiple choice]*
A. untrust trust

B. trust zone

C. dmz zone

D. isp zone)

ANSWER: D

QUESTION NO: 5
When configuring a security policy, a security policy can refer to an address set or configure multiple purposesIPaddress.
A. True

B. False

ANSWER: A

QUESTION NO: 6

aboutNAT Configuration statement, which of the following is false?

A. Configure sources in transparent modeNAT, the firewall does not supporteasy-ipWay
B. in the address poollPaddress can beNATserverpublic networklPaddress overlap

C. in the networkVolPWhen doing business, no configuration is requiredNATALG

D. Firewall does not supportESPandAHmessageNAPTconvert

ANSWER: D

QUESTION NO: 7

Which of the following options are key elements of information security precautions? (multiple choice)
A. asset Management

B. Security operation and management

C. Security Products and Technologies

D. personnel
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ANSWER:ABCD

QUESTION NO: 8

Which of the following options isL2TPThe port number used by the packet?
A. 17

B. 500

C. 1701

D. 4500

ANSWER: C

QUESTION NO: 9

firewallGE1/0/1andGE1/0/2mouth belongs toDMZarea, if you want to implementGE1/0/1The connected area is
accessibleGE1/0/2Connected area, which of the following is correct?

A. needs to be configuredLocalarriveDMZsecurity policy
B. No configuration required
C. Interzone security policy needs to be configured

D. needs to be configuredDMZarrivelocalsecurity policy

ANSWER: B

QUESTION NO: 10

Which of the following options are correct regarding configuring firewall security zones? (multiple choice)

A. The firewall has four security zones by default, and the priority of the four security zones cannot be modified
B. A firewall can have up to12safe area

C. Firewall can create two security zones of the same priority

D. When data flows between different security zones, the security check of the device will be triggered and the
corresponding security policy will be implemented

ANSWER: AD
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QUESTION NO: 11

In the TCP/P protocol core, which of the following protocols works at the application layer? ( )[Multiple choice]*
A. IGMP

B. ICMP

C.RIP

D. ARP

ANSWER: C

QUESTION NO: 12

Which of the following options belong to international organizations related to the standardization of information security?
(multiple choice)

A. International Organization for Standardization(ISO)International Organization for Standardization
B. International Electrotechnical Commission(IEC) International Electrotechnical Commission
C. International Telecommunication Union(ITU)ITU

D. Wi-Fi Alliance Wi-Fialliance organization

ANSWER: ABC

QUESTION NO: 13

Which of the following does not belong toUSGUser authentication method in firewall?
A. Certification-free

B. Password authentication

C.signin

D. Fingerprint authentication
ANSWER: D
QUESTION NO: 14

Which of the following information is encrypted during the use of digital envelopes? (multiple choice)

A. Symmetric key
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B. User data
C. Receiver's public key

D. Receiver's private key

ANSWER: AB

QUESTION NO: 15

The preservation of electronic evidence is directly related to the legal validity of the evidence, and the authenticity and
reliability of the preservation in compliance with legal procedures can be guaranteed. Which of the following is not an
evidence preservation technique?

A. Encryption Technology
B. digital certificate technology
C. digital signature technology

D. Packet Tag Tracking Technology

ANSWER: D

QUESTION NO: 16

The administrator is connected to the firewall through the G1/0/0 interface (the interface has been added to the Trust Zone).
If the administrator is allowed to perform configuration management through the G1/0/0 login image firewall, how to configure
the security policy to release flow direction? ( )[Multiple choice]*

A. allows traffic from Trust Zone to Trust Zone
B. allows traffic from the Trust Zone to the Untrust Zone
C. allows traffic from Local Zone to Local Zone

D. allows traffic from the Trust Zone to the Local Zone (I)

ANSWER: ABC

QUESTION NO: 17

HuaweiUSGfirewallVRRPThe advertisement packets are multicast packets, so each firewall in the backup group must be
able to communicate directly at Layer 2.

A. True

B. False
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ANSWER: A

QUESTION NO: 18

administratorPCandUSGThe firewall management port is directly connected, usingwebWhich of the following statements is
correct? (multiple choice)

A. managePCbrowser accesshttp;//192.168.0.1
B. managePCoflPThe address is manually set t0192.168.0.2-192.168.0.254
C. managePCbrowser accesshttp://192.168.1.1

D. will managePCThe network card is set to obtain automaticallylPaddress

ANSWER: AB

QUESTION NO: 19

Which of the following categories are included in Huawei Firewall User Management? (multiple choice)
A. Internet user management

B. Access user management

C. Admin user management

D. Device user management

ANSWER: ABC

QUESTION NO: 20

Which of the following security threats are terminal security threats? (multiple choice)
A. man-in-the-middle attack

B. There is a vulnerability in the server

C. User identity is not verified

D. Users use weak passwords

ANSWER:BCD
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