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Topic 8, Security for SAP BusinessObjects Bl | 1
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QUESTION NO: 1

Which of the following activities are required to enable HTTPS communication for an AS ABAP system? (Choose two.)
A. Configure an HTTPS port using an ICM server-port profile parameter.

B. Maintain an SSL server PSE in transaction STRUST.

C. Maintain an RFC destination in transaction SM59.

D. Activate the Security Audit Log in transaction SM19.

ANSWER: AB

Explanation:

An HTTPS port must be configured for the Internet Communication Manager. This is normally done by maintaining an
appropriate icm/server port <xx> profile parameter with protocol HTTPS. The configured port allows the ICM to accept
incoming HTTPS connections.

An SSL server PSE containing the server certificate and private key must also be maintained in STRUST. The server
presents this certificate during the TLS handshake so that clients can validate the server identity. Depending on the scenario,
the certificate chain and relevant trusted certificates must also be maintained correctly.

Activating an ICF service can make an HTTP-based application available, but it does not by itself configure TLS transport
security. SAP documentation is available through the SAP Help search for AS ABAP HTTPS configuration.

QUESTION NO: 2

Which of the following checks are performed for SAProuter by the SAP Security Optimization Service? (Choose three.)
A. SAProuttab Check

B. Password Check

C. Secure Network Communication Check

D. User Management Check

E. Operating System Access Check

ANSWER: ACE

Explanation:

The SAP Security Optimization Service review for SAProuter includes the SAProuttab Check, the Secure Network
Communication Check, and the Operating System Access Check. The SAProuttab Check assesses the router permission-
table configuration, which is the central mechanism used to restrict permitted connections and routes through SAProuter. A
carefully maintained route permission table supports the principle that only explicitly required communication paths should be
allowed.

The Secure Network Communication Check addresses the protected communication capabilities relevant to SAProuter,
including the appropriate use and configuration of SNC where it is required. SAProuter supports SNC for protecting
communication and for using authenticated identities in routing scenarios, so this is an important part of a security-focused
assessment.

The Operating System Access Check covers the host-level protection of the SAProuter installation. SAProuter runs as an
operating-system process; consequently, secure administration depends on restricting access to its executable, files,
configuration, and operating-system account. These checks collectively evaluate the routing rules, communication security,
and host-level safeguards that protect an SAProuter deployment. SAP’s SAProuter documentation describes route
permissions and security configuration, while SAP’s security services information provides the context for security
optimization assessments. See SAProuter documentation and SAP Security Optimization services.
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QUESTION NO: 3

Which transaction can you use to record and evaluate authorization checks for a specific user session?
A. STAUTHTRACE

B. STO05

C. SM20

D. SU24

ANSWER: A

Explanation:

STAUTHTRACE is used to trace authorization checks in AS ABAP. An administrator can define trace filters for users,
transactions, programs, or application servers and then evaluate the resulting authorization-check entries. The trace
provides the checked authorization object, field values, return code, and other runtime details.

This makes STAUTHTRACE particularly useful for analyzing missing authorizations and identifying the authorization values
required by an application. Unlike SU53, which displays information about the most recent failed authorization check for a
user, STAUTHTRACE can record multiple checks during a selected period. SAP documentation is available through the SAP
Help search for STAUTHTRACE.

QUESTION NO: 4

A PFCG role can be linked to an SAP Organizational Management structure by which object types? (Choose three.)
A. Person

B. Position

C. Job

D. Organizational Unit

E. Task

ANSWER: BCD

Explanation:

SAP supports indirect assignment of PFCG roles through the Organizational Management integration. This approach lets
authorization administration follow the enterprise organizational model rather than requiring every role to be assigned
individually to each user. A role can be linked to a Position, so that users holding that position receive the role through their
personnel assignment. A role can also be linked to a Job; this is useful where a common functional role is needed for all
positions that share the same job definition. Finally, a role can be linked to an Organizational Unit, enabling role inheritance
based on an employee’s placement in a particular organizational area. These links are maintained using Organizational
Management relationships and are evaluated to derive role assignments for the relevant users. This model supports scalable
authorization provisioning when employees move between positions or organizational units, because their derived access
can be adjusted through the HR organizational structure. SAP’s documentation describes role and user administration
concepts in the SAP Help Portal, including integration with organizational structures: SAP Help Portal. Additional SAP
learning content on authorization and identity-management concepts is available at SAP Learning.

QUESTION NO: 5

Which TADIR Service Object type includes business functional authorization objects used within the OData execution?

A.IWSG
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B. OSOD
C.IWSC
D. IWSV

ANSWER: A

Explanation:

IWSG is the correct TADIR service object type because it represents an SAP Gateway service group and is used for the
authorization-default context of an OData service. In SAP Gateway, authorization design combines the technical permission
to access an OData service with the business-functional authorization checks that are executed while processing OData
requests. The service-group object provides the relevant TADIR-based context in which the business authorization objects
required during OData execution can be maintained and proposed. This lets role administrators use SAP authorization
maintenance processes, particularly authorization-default proposals, to include the required business permissions in roles
consistently. The resulting role design does not merely allow a user to call the endpoint; it also supports the application-level
authorization checks that protect the business data and operations exposed by the service. SAP Gateway authorization
concepts therefore distinguish the service metadata and registration artifacts from the service-group authorization context
used for these functional authorization requirements. SAP documentation and documentation-search results for the relevant
Gateway object types and authorization configuration are available in the SAP Help search for IWSG and the SAP Help
search for SAP Gateway OData authorization.

QUESTION NO: 6

During maintenance of a role you notice that the status text for an authorization object indicates status "Changed New".
What does this status text mean?

A. The authorization object has been flagged as a critical object.
B. The authorization object must be maintained again.

C. The authorization object was used to create a new authorization because the initial configuration of the role changed a
default value maintained in SU24.

D. The authorization object was used to create a new authorization because the values contained in SU24 differ from the
SAP Standard contained in SU25.

ANSWER: C

Explanation:

“The authorization object was used to create a new authorization because the initial configuration of the role changed a
default value maintained in SU24.” is correct. In role maintenance with Profile Generator, SAP uses the SU24 authorization
defaults and check indicators associated with transactions to propose authorization objects and field values. When the role’s
initial authorization data is generated, a proposed authorization can be created as a new authorization instance. If a value
originating from the SU24 proposal is changed during that initial role configuration, the authorization status is displayed as
Changed New. The status therefore records both facts: the authorization is newly created in the role and its proposed default
value is no longer unchanged. This status is important during role maintenance because it helps administrators distinguish
authorizations that simply retain SAP’s proposed defaults from newly generated authorizations whose values have been
adapted for the role’s intended business use. SU24 is consequently a key source for maintaining transaction-specific
authorization proposals before generating or updating role authorizations. SAP documentation on authorization maintenance
and authorization defaults is available in the SAP NetWeaver AS ABAP documentation and the SAP Learning site.

QUESTION NO: 7

What is the equivalent of the AS ABAP user type System in the AS Java UME security policy?

A. Default user
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B. J2EE user
C. Technical user

D. Internal service user

ANSWER: C

Explanation:

Technical user is the AS Java UME security-policy user type that corresponds most closely to the AS ABAP System user
type. In AS ABAP, a System user is intended for non-interactive technical processing, such as communication between
systems, background processing, and RFC-based integrations. It is not intended to represent an individual person logging on
during normal business operation.

UME applies the same security principle through the Technical user classification. This classification identifies accounts used
by applications, services, or technical integrations rather than named human users. The security policy can therefore apply
password and logon controls suitable for technical identities while keeping their purpose distinct from ordinary interactive
user accounts. Correctly classifying these accounts is important for lifecycle management, auditing, and applying an
appropriate authentication policy to service-to-service communication.

SAP documentation describes UME as the central user-management component for AS Java and documents the user-
management and security-policy concepts used for Java identities. See the SAP NetWeaver documentation and SAP Help
Portal results for UME technical users.

QUESTION NO: 8

Which configuration options apply to the usage of VCLIENT in the parameter icm/server_port_ (Choose three.)
A. VCLIENT value must be specified if SSL configuration is defined by SSLCONFIG

B. VCLIENT default value is 0

C. VCLIENT=1, the server asks the client to transfer a certificate

D. VCLIENT default value is 1

E. VCLIENT=0, which notifies the SSL server that no SSL client verification is needed

ANSWER:CDE

Explanation:

For an HTTPS port configured through icm/server port <xx>, VCLIENT controls whether the ICM SSL/TLS server
requests an X.509 client certificate during the TLS handshake. VCLIENT=1, the server asks the client to
transfer a certificate is correct because this setting enables a client-certificate request. The certificate is requested
from the client, allowing the server-side SSL configuration and application context to use it where appropriate.

VCLIENT default value is 1 is also correct for this parameter’s standard behavior. Therefore, unless the setting is
explicitly overridden for the HTTPS port, the ICM requests a client certificate. Administrators should explicitly set the value
when they need port-specific behavior rather than relying on the default.

VCLIENT=0, which notifies the SSL server that no SSL client verification is needed is correct
because this disables the request for a client certificate. It is the suitable setting for HTTPS services that require server
authentication and encryption but do not use mutual TLS client-certificate authentication. SAP’s parameter documentation
can be located through the SAP Help Portal parameter search; further SAP security documentation is available from the SAP

Help Portal.

QUESTION NO: 9
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Your company uses derived roles. During maintenance of the Plant Manager imparting role, you add a new transaction to
the Menu tab which introduces a new organizational level that will be unique for each of your 150 plants. How will the new
organization level be maintained in the derived roles?

A. All at once using transaction PFCGMASSVAL
B. Automatically using the Copy Data button during maintenance of the imparting role
C. Automatically after generating the profiles of the imparting role and adjusting the derived roles

D. Manually by maintaining each derived role individually

ANSWER: D

Explanation:

Manually by maintaining each derived role individually is correct. An imparting role supplies the common menu structure and
authorization design to its derived roles, while each derived role is intended to hold organization-specific authorization
values. When the newly added transaction introduces an additional organizational level, the authorization data can be
adjusted to include that level, but the value for the level must be assigned in every derived role according to that role’s plant
responsibility. Because all 150 plants require distinct values, the administrator must open or otherwise process each derived
role and maintain the appropriate plant-specific organizational-level value before generating the affected authorization
profile. This preserves the core purpose of derived roles: centrally managed common role content combined with
decentralized, organization-dependent authorization assignments. SAP documentation describes derived roles as roles that
inherit menu and authorization data from an imparting role, with organizational levels maintained for the individual derived
roles. See the SAP Help Portal search for derived roles and organizational levels and SAP’s SAP security learning journey
for authorization-maintenance concepts.

QUESTION NO: 10

Which of the following are prerequisites for using transaction PFCG? (Choose two.)
A. Maintain parameter auth/no_check_in_some cases =Y

B. Fill in initials values for customer tables using transaction SU25

C. Maintain the Check Indicators for Critical Authorization objects

D. Generate Standard Role SAP_NEW using transaction SU25

ANSWER: AB

Explanation:

Before administrators begin maintaining roles with the Profile Generator (transaction PFCG), SAP requires foundational
authorization-maintenance settings to be prepared. Maintaining auth/no_check in some cases = Y activates the
intended behavior for selected authorization checks during role maintenance, preventing unnecessary checks from
obstructing Profile Generator processing in the specified cases. This system profile parameter is part of the standard
preparatory configuration for using PFCG.

It is also necessary to use transaction SU25 to perform the initial fill of the customer tables. SU25 supports the initial setup
and subsequent upgrade adjustment of authorization data delivered by SAP, including the customer-specific tables used by
the Profile Generator. Populating these tables establishes the authorization proposal data on which role maintenance relies,
so administrators can create and maintain roles consistently with SAP-delivered transaction requirements.

These activities should be completed as part of the authorization concept and initial system setup before productive role
administration begins. SAP documents the Profile Generator and its authorization-maintenance processes in the SAP
NetWeaver AS ABAP documentation; SAP’s central documentation entry point is the SAP Help Portal.
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