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QUESTION NO: 1

Select the controls that correspond to thedomain "9. ACCESS CONTROL" of ISO / 27002

(Choose three)

A. Restriction of access to information 

B. Return of assets 

C. Management of access rights with special privileges 

D. Withdrawal or adaptation of access rights 

ANSWER: A B D 

QUESTION NO: 2

You have juststarted working at a large organization. You have been asked to sign a code of conduct as well as a contract. 
What does the organization wish to achieve with this?

A. A code of conduct helps to prevent the misuse of IT facilities. 

B. A code of conduct is alegal obligation that organizations have to meet. 

C. A code of conduct prevents a virus outbreak. 

D. A code of conduct gives staff guidance on how to report suspected misuses of IT facilities. 

ANSWER: A 

QUESTION NO: 3

One of the ways Internet of Things (IoT) devices can communicate with each other (or ‘the outside world’) is using a so-
called short-range radio protocol. Which kind of short-range radio protocol makes it possible to use your phone as a credit 
card?

A. Near Field Communication (NFC) 

B. Bluetooth 

C. Radio Frequency Identification (RFID) 
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D. The 4G protocol 

ANSWER: A 

QUESTION NO: 4

Select risk control activities for domain "10. Encryption" of ISO / 27002: 2013 (Choose two)

A. Work in safe areas 

B. Cryptographic Controls Use Policy 

C. Physical security perimeter 

D. Key management 

ANSWER: B D 

QUESTION NO: 5

ISO 27002 provides guidance in the following area

A. PCI environment scoping 

B. Information handling recommendations 

C. Framework for an overall security andcompliance program 

D. Detailed lists of required policies and procedures 

ANSWER: C 

QUESTION NO: 6

True or False: Organizations allowing teleworking activities, the physical security of the building and the local environment of 
the teleworking site should be considered

A. True 

B. False 
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ANSWER: A 

QUESTION NO: 7

What is the best way to comply with legislation and regulations for personal data protection?

A. Performing a threat analysis 

B. Maintaining an incident register 

C. Performing a vulnerability analysis 

D. Appointing the responsibility to someone 

ANSWER: D 
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