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Topic Break Down
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Topic 1, Implement information protection 47
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Topic 5, Case Study 1 4
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Topic 7, Case Study 3 4

Topic 8, Case Study 4 2

Topic 9, Case Study 5 1

Topic 10, Case Study 6 2

Total 170
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QUESTION NO: 1

You have a sensitive information type based on a trainable classifier.

You are unsatisfied with the result of the result of trainable classifier.

You need to retrain the classifier.

What should you use in the Microsoft 365 compliance center?

A. Labels from Information protection

B. Labels from Information governance

C. Content explorer from Data classification

D. Content search

ANSWER: C 

Explanation:

Content explorer from Data classification is the correct tool because it provides the validation and feedback workflow 
used to improve a trainable classifier after it has been published. In Content explorer, an authorized administrator can review 
the content that the classifier has identified, inspect the classifier’s matches, and provide feedback about whether individual 
items are relevant to the classifier’s intended category. This feedback supplies additional positive and negative examples 
that Microsoft Purview uses when the classifier is retrained, allowing its model to better recognize the organization’s real-
world content.

The process is especially useful when the classifier produces unexpected matches or fails to recognize content that belongs 
in its category. Reviewing actual classified items in the tenant helps ensure that retraining is based on representative 
organizational data rather than assumptions. After sufficient feedback is submitted, the classifier can be retrained and 
republished so the updated model is applied to content across supported locations.

Microsoft documents the feedback and retraining process in Retrain a trainable classifier by using Content explorer. See also 
Learn about trainable classifiers.

QUESTION NO: 2

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a 
unique solution that might meet the stated goals. Some question sets might have more than one correct solution, while 
others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in 
the review screen.

You are configuring a file policy in Microsoft Cloud App Security.

You need to configure the policy to apply to all files. Alerts must be sent to every file owner who is affected by the policy. The 
policy must scan for credit card numbers, and alerts must be sent to the Microsoft Teams site of the affected department.

Solution: You use the Built-in DLP inspection method and send alerts as email.

Does this meet the goal?

A. Yes

B. No

ANSWER: B 

Explanation:
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No is correct because the solution does not fulfill the required alert-delivery destination. Built-in DLP inspection in Microsoft 
Defender for Cloud Apps can inspect file contents by using predefined sensitive information types, including credit card 
number detection. A file policy can also be scoped to files and configured to generate alerts for matching content. However, 
email is an email-based notification channel; sending an alert by email does not post that alert to the Microsoft Teams site for 
the affected department.

To send policy alerts to Microsoft Teams, the organization should use the Microsoft Defender for Cloud Apps integration with 
Power Automate. A playbook can be configured to run when an alert is generated and can post an adaptive card or 
message to a specified Teams channel. This automation is what enables the required Teams-based notification workflow, 
while the file policy and its built-in DLP inspection supply the detection event. Therefore, built-in inspection together with 
email alerts alone is insufficient for the stated goal. See Content inspection in Defender for Cloud Apps and Automated 
governance and Power Automate integration.

QUESTION NO: 3

You have a Microsoft SharePoint Online site that contains employee contracts in a document library named

Contracts.

The contracts must be treated as records in accordance with your company's records management policy.

You need to implement a solution to automatically mark all the contracts as records when they are uploaded to

Contracts.

Which two actions should you perform? Each correct answer presents part of the solution. (Choose two.)

NOTE: Each correct selection is worth one point.

A. Create a sensitivity label.

B. Create a retention label.

C. Configure a default label on the Contracts document library.

D. Create a retention policy.

E. Create a SharePoint Records Center.

F. Create a retention lock.

ANSWER: B C 

Explanation:

Create a retention label because retention labels provide the Microsoft Purview records-management capability used to 
declare SharePoint documents as records. When creating the label, configure its retention settings to mark content as a 
record. The label can then be published to the relevant SharePoint locations so that it is available for use in the Contracts 
library. A record label applies the organization’s record controls to each labeled contract, helping preserve the item and 
govern allowed actions in line with the selected record-management configuration.

Configure a default label on the Contracts document library to apply that retention label automatically to newly uploaded 
documents. SharePoint document libraries support a default retention label, which applies the specified published label to 
items stored in the library. Consequently, each contract uploaded to Contracts receives the record-configured retention label 
without requiring users to classify it manually. This directly combines automatic labeling at the library scope with the required 
records declaration. Microsoft documents the creation and publication of retention labels at Create and apply retention labels 
and the use of default retention labels for SharePoint libraries at Apply retention labels automatically.

QUESTION NO: 4

You have a data loss prevention (DLP) policy that applies to the Devices location. The policy protects documents that 
contain United States passport numbers.
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Users report that they cannot upload documents to a travel management website because of the policy.

You need to ensure that the users can upload the documents to the travel management website. The solution must prevent 
the protected content from being uploaded to other locations.

Which Microsoft 365 Endpoint data loss prevention (Endpoint DLP) setting should you configure?

A. Unallowed browsers

B. File path exclusions

C. Unallowed apps

D. Service domains

ANSWER: D 

Explanation:

Service domains is the correct Endpoint DLP setting because it provides domain-based control over uploads of sensitive 
content from managed devices. Configure the travel management website’s domain in the service-domain list and use the 
Allow list mode. In this mode, users can upload files containing the protected United States passport number sensitive 
information type to the explicitly listed service domain, while uploads of that protected content to all other domains are 
blocked. This directly meets both requirements: the approved travel-management destination remains usable, and protected 
documents cannot be uploaded elsewhere.

Service-domain restrictions apply to supported browser upload activities, including uploads through Microsoft Edge. The 
setting is intended for cases where an organization must permit a narrowly defined business destination without broadly 
allowing sensitive data to leave managed devices. The domain should be specified precisely, including any required 
subdomains, so that the approved travel-management service is covered while the permitted destination remains as limited 
as possible. For configuration details and supported capabilities, see Endpoint DLP settings and Learn about Endpoint DLP.

QUESTION NO: 5

You need to provide a user with the ability to view data loss prevention (DLP) alerts in the Microsoft 365 compliance center. 
The solution must use the principle of least privilege.

Which role should you assign to the user?

A. Compliance data administrator

B. Security operator

C. Compliance administrator

D. Security reader

ANSWER: D 

Explanation:

Security reader is the appropriate least-privilege role because it grants read-only access to security information, including 
alerts, without granting permissions to change alert policies, DLP settings, or other compliance configurations. A user 
assigned this role can review DLP alert details and related security information needed for investigation and monitoring while 
being prevented from performing administrative actions.

Microsoft documents Security Reader as a read-only security role intended for users who need to view security features, 
data, and reports. This makes it suitable when the stated requirement is limited to viewing DLP alerts rather than managing 
DLP policies or remediating content. Assigning the role through the applicable Microsoft Purview or Microsoft 365 role-
management experience ensures that the user receives only the permissions required for alert visibility. For role capabilities, 
see Microsoft 365 admin roles. For DLP alert investigation and management information, see Investigate DLP alerts in 
Microsoft Purview.
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QUESTION NO: 6

You need to ensure that documents in a Microsoft SharePoint Online site that contain a reference to Project Alpha are 
retained for two years, and then deleted. Which two objects should you create? Each correct answer presents part of the 
solution. (Choose two.)

NOTE: Each correct selection is worth one point. 

A. a retention policy 

B. an auto-apply label policy 

C. a sensitive info type 

D. a retention label 

E. a sensitivity label 

F. a publish labels policy

ANSWER: B D 

Explanation:

An auto-apply label policy and a retention label are required. First, create a retention label configured to retain content for 
two years and to delete the content automatically at the end of that retention period. The label provides the retention settings 
that govern the SharePoint documents after it is applied, including both the retention duration and the deletion action.

Next, create an auto-apply label policy that targets the relevant SharePoint Online site and uses a keyword query condition 
to identify content containing “Project Alpha.” When the policy identifies matching documents, Microsoft Purview 
automatically applies the selected retention label. This allows the retention requirement to be enforced based on document 
content without requiring users or administrators to manually label each file. Auto-application can apply retention labels to 
SharePoint and OneDrive content by using keyword queries, sensitive information types, or trainable classifiers, depending 
on the matching requirement.

Microsoft documents the configuration of retention labels and their automatic application in Learn about retention labels and 
Apply retention labels automatically.

QUESTION NO: 7 - (HOTSPOT)

You have a Microsoft 365 E5 subscription.

You create an adaptive scope named Scope 1 as shown in the following exhibit.
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You create a retention policy named Policy1 that includes Scope1.

To which three locations can you apply Policy1? To answer, select the appropriate locations in the answer area.

NOTE: Each correct selection is worth one point.
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ANSWER:
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Explanation:

Scope1 is a user-based adaptive scope, so its query identifies Microsoft Entra ID user objects that meet the scope criteria. 
When a retention policy uses that scope, Microsoft Purview evaluates the users returned by the scope and applies retention 
to the workloads associated with those users. The applicable personal-content locations are Exchange email, OneDrive 
accounts, and Teams chats.

Exchange email is included because each scoped user can have an Exchange mailbox, and the policy can retain or delete 
mailbox content for the users resolved by Scope1. OneDrive accounts is included because OneDrive is associated with 
individual users, allowing the policy to target files in the OneDrive accounts belonging to the scoped users. Teams chats is 
included because chat messages are user-associated compliance records, so the policy can apply to chat content for the 
users within the adaptive scope.

Adaptive scopes are designed to keep policy targeting current as user attributes change. For example, when a user starts 
meeting Scope1’s query, that user’s mailbox, OneDrive content, and Teams chat content become covered by the policy; 
when the user no longer meets the query, the policy no longer targets that user through this adaptive scope. Microsoft 
documents the relationship between adaptive scope types and supported retention-policy locations in its adaptive scopes 
configuration guidance. The general behavior of adaptive scopes and their dynamic evaluation is also described in Adaptive 
scopes for retention.

QUESTION NO: 8

You need to recommend a solution that meets the executive requirements.

What should you recommend?
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A. From the Microsoft 365 compliance center, create a DLP policy.

B. From the Exchange admin center, enable archive mailboxes.

C. From the Microsoft 365 compliance center, create a retention label.

D. From the Microsoft 365 compliance center, create a retention policy.

ANSWER: C 

Explanation:

From the Microsoft 365 compliance center, create a retention label. Retention labels are appropriate when executive 
requirements call for applying retention settings to specific content items rather than applying one broad setting to every item 
in a location. A label can be configured with a retention period, an action when that period ends, and—when records 
management is enabled—record-related controls. Users can apply labels to supported items, and administrators can also 
publish labels for use across Microsoft 365 workloads. Labels can be applied manually, automatically based on conditions, 
or by using default-labeling configurations where supported.

This approach provides item-level classification and retention control, enabling content with different business, legal, or 
regulatory value to receive distinct lifecycle treatment. For example, a label can retain executive communications for a 
defined period and then trigger the configured disposition action. To make the configuration effective, the retention label 
must be published through a retention label policy to the relevant users or locations. Microsoft documents retention labels 
and their publishing model in Learn about retention and provides implementation guidance in Create and apply retention 
labels.

QUESTION NO: 9

You create a data loss prevention (DLP) policy for Exchange Online.

The policy blocks messages that contain passport numbers and are sent to external recipients. Users must be able to 
override the block only by providing a business justification. Users must also receive a policy tip that explains the restriction.

Which two settings should you configure in the DLP rule? Each correct answer presents part of the solution. (Choose two.)

NOTE: Each correct selection is worth one point.

A. User notifications

B. User overrides

C. Incident reports

D. File path exclusions

E. Priority settings

ANSWER: A B 

Explanation:

Configure user overrides to allow users to override the restriction with a business justification. This setting lets the sender 
provide the required reason when a legitimate business need exists, while retaining an audit record of the override.

Configure user notifications to display a policy tip. Policy tips inform users about the detected sensitive information, the 
policy restriction, and any available override option before the message is sent.

The DLP action is still required to restrict access to or block the external message. Incident reports notify administrators, but 
they do not provide the sender-facing policy tip or override experience.

For more information, see Exchange Online conditions and actions for DLP policies and Learn about policy tips.
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QUESTION NO: 10

At the end of a project, you upload project documents to a Microsoft SharePoint Online library that contains many files. The 
following is a sample of the project document file names:

 aei_AA989.docx  bci_WS098.docx  cei_DF112.docx  ebc_QQ454.docx  ecc_BB565.docx

All documents that use this naming format must be labeled as Project Documents:

You need to create an auto-apply retention label policy.

What should you use to identify the files?

A. A sensitive info type

B. A retention label

C. A trainable classifier

ANSWER: C 

Explanation:

A trainable classifier is the appropriate condition for identifying this category of project documents for an auto-apply retention 
label policy. Trainable classifiers in Microsoft Purview use machine learning and examples supplied by an organization to 
recognize a defined category of content. An administrator creates the classifier, provides representative positive and 
negative examples, tests its predictions, and publishes it when the results are sufficiently accurate. The published classifier 
can then be selected as a condition in an auto-apply retention label policy for SharePoint and OneDrive content.

This is useful when “Project Documents” is an organization-specific document category rather than a standard regulatory 
data type. The classifier can be trained using representative project files so that the policy applies the Project Documents 
retention label to items that belong to that category at scale. Microsoft Purview evaluates supported content after the policy 
is configured and automatically applies the selected retention label when the classifier identifies a matching item. This 
approach avoids relying on users to manually classify every document in a large library. See Get started with trainable 
classifiers and Create and apply retention labels.

QUESTION NO: 11

You plan to create an auto-labeling policy that applies a sensitivity label to Microsoft SharePoint Online documents and 
Microsoft Exchange Online email messages.

Which two conditions can you use to identify content for the policy? Each correct answer presents a complete solution. 
(Choose two.)

NOTE: Each correct selection is worth one point.

A. Sensitive information types

B. Trainable classifiers

C. Retention labels

D. Retention policies

E. eDiscovery holds

ANSWER: A B 

Explanation:

Sensitive information types can be used by sensitivity label auto-labeling policies to identify content that contains defined 
sensitive data, such as credit card numbers, passport numbers, or custom organization-specific identifiers. The policy can 
apply a sensitivity label when the configured match criteria are met.
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Trainable classifiers can also be used as auto-labeling conditions. They identify categories of content by using contextual 
examples, which is useful when the protected information cannot be reliably detected by a fixed pattern or regular expression 
alone.

Retention labels and retention policies govern lifecycle management and do not provide conditions for applying sensitivity 
labels. See How to automatically apply a sensitivity label and Learn about trainable classifiers.

QUESTION NO: 12 - (SIMULATION)

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in 
the graphic.

NOTE: Each correct selection is worth one point.

ANSWER: See the explanation for the answer

Explanation:

Select the following alert-status changes:
File1.docx (currently Active) → Investigating
File2.docx (currently Resolved) → Active

An active alert can be moved into investigation. A resolved alert can be reactivated by changing its status back to Active.

QUESTION NO: 13

You have a data loss prevention (DLP) policy configured for endpoints as shown in the following exhibit.
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From a computer named Computer1, a user can sometimes upload files to cloud services and sometimes cannot. Other 
users experience the same issue.

What are two possible causes of the issue? Each correct answer presents a complete solution.

NOTE: Each correct selection is worth one point.

A. The computers are NOT onboarded to the Microsoft 365 compliance center.

B. The Copy to clipboard action is set to Audit only.

C. There are file path exclusions in the Microsoft 365 Endpoint data loss prevention (Endpoint DLP) settings.

D. The Access by unallowed apps action is set to Audit only.

E. The unallowed browsers in the Microsoft 365 Endpoint data loss prevention (Endpoint DLP) settings are NOT configured.

ANSWER: C D 

Explanation:
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There are file path exclusions in the Microsoft 365 Endpoint data loss prevention (Endpoint DLP) settings can produce 
inconsistent upload behavior because Endpoint DLP does not inspect or enforce policy actions on files located in excluded 
folders. A file containing sensitive content can therefore be blocked when it is in a monitored location, but be uploaded when 
it is saved or moved to an excluded path. This behavior is device-level configuration, so multiple users of the same device 
can encounter it.

The Access by unallowed apps action is set to Audit only can also allow uploads in some circumstances. Endpoint DLP can 
identify applications that are not permitted to access sensitive files, including browsers or other applications configured as 
unallowed. When the action is audit-only, the activity is recorded for investigation but is not prevented. A user may 
consequently be blocked when using an app subject to an enforced restriction, yet still upload the same sensitive file through 
an unallowed app whose access is only audited. Endpoint DLP settings and enforcement behavior apply independently of 
the user identity, which explains why the issue can be observed by multiple users. See Configure Endpoint DLP settings and 
Learn about Endpoint DLP.

QUESTION NO: 14 - (DRAG DROP)

DRAG DROP

You have a Microsoft 365 tenant. 

A new regulatory requirement states that all documents containing a patent ID be labeled, retained for 10 years, and then 
deleted. The policy used to apply the retention settings must never be disabled or deleted by anyone. 

You need to implement the regulatory requirement. 

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the 
answer area and arrange them in the correct order. (Choose three.) 
Select and Place:

ANSWER:
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Explanation:

Create a retention label first because the label contains the retention settings that must be applied to the regulated 
documents. Configure the label to retain content for 10 years and, at the end of that retention period, delete the content. This 
creates the compliance outcome required for each document that contains the patent ID.

Next, create a retention label policy. The policy makes the retention label available at the required locations and can 
automatically apply it when content matches the patent ID condition, such as through a relevant sensitive information type or 
another supported auto-apply condition. This allows matching documents to receive the retention label consistently without 
relying on users to manually label every file. Microsoft describes retention labels and their retention actions in the Microsoft 
Purview retention documentation.

Finally, add a preservation lock to the retention label policy. A preservation lock is designed for regulatory scenarios in which 
retention configuration must be protected from being disabled or removed. After the lock is applied, the policy cannot be 
turned off or deleted. Changes are limited so that they can only make the retention configuration more restrictive, which 
preserves the organization’s compliance posture. This directly meets the requirement that the policy used to apply the 
retention settings must never be disabled or deleted. For the lock behavior and prerequisites, see Lock retention policies and 
retention label policies.

QUESTION NO: 15

You need to test Microsoft Office 365 Message Encryption (OME) capabilities for your company. The test must

verify the following information:

The acquired default template names

The encryption and decryption verification status

Which PowerShell cmdlet should you run?

A. Test-ClientAccessRule

B. Test-Mailflow

C. Test-OAuthConnectivity

D. Test-IRMConfiguration

ANSWER: D 

Explanation:

Test-IRMConfiguration is the appropriate Exchange Online PowerShell cmdlet for validating Microsoft Purview 
Message Encryption (previously known as Office 365 Message Encryption) and Information Rights Management 
functionality. When run, it tests the tenant’s IRM configuration and reports key results that include whether the default RMS 
templates were successfully acquired and whether encryption and decryption operations succeed. These checks directly 
establish that Exchange Online can retrieve the rights-management templates needed for protected messages and can 
perform the cryptographic operations required to encrypt and decrypt them.

This cmdlet is particularly useful after configuring or changing Microsoft Purview Information Protection, Azure Rights 
Management, or message-encryption settings. A successful result confirms the service-side integration necessary for mail 
flow rules and sensitivity labels that apply encryption to email. Run it in Exchange Online PowerShell, typically as Test-
IRMConfiguration, using an account with the necessary Exchange and rights-management administrative permissions. 
Microsoft documents the cmdlet’s validation of RMS template acquisition plus encryption and decryption status in the Test-
IRMConfiguration cmdlet reference. For configuration context, see Microsoft Purview Message Encryption.

QUESTION NO: 16

You need to implement a solution that meets the compliance requirements for the Windows 10 computers.

Which two actions should you perform? Each correct answer presents part of the solution. (Choose two.)
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NOTE: Each correct selection is worth one point.

A. Deploy a Microsoft 365 Endpoint data loss prevention (Endpoint DLP) configuration package to the computers.

B. Configure the Microsoft Intune device enrollment settings.

C. Configure hybrid Azure AD join for all the computers.

D. Configure a compliance policy in Microsoft Intune.

E. Enroll the computers in Microsoft Defender for Endpoint protection.

ANSWER: C E 

Explanation:

To enable Microsoft Purview Endpoint Data Loss Prevention for Windows 10 devices, the computers must be onboarded to 
Microsoft Defender for Endpoint. Defender for Endpoint provides the device onboarding and endpoint sensor capability that 
Endpoint DLP uses to discover device activity and enforce DLP controls for sensitive data on the local device. After 
onboarding, the device can report relevant activity to the Microsoft Purview portal and receive Endpoint DLP policy 
enforcement.

The Windows devices must also have a supported Microsoft Entra device identity. Configuring hybrid Azure AD join provides 
this identity for domain-joined computers by registering them with Microsoft Entra ID while maintaining their on-premises 
Active Directory domain join. This lets the Endpoint DLP service recognize and manage the devices in the organization’s 
cloud compliance environment. Together, hybrid Azure AD join and Defender for Endpoint onboarding establish the identity 
and endpoint-management prerequisites needed for Endpoint DLP deployment. See Get started with Endpoint DLP and 
Onboard Windows client devices to Microsoft Defender for Endpoint.

QUESTION NO: 17 - (HOTSPOT)

HOTSPOT

You have a Microsoft 365 tenant that uses data loss prevention (DLP) to protect sensitive information.

You create a new custom sensitive info type that has the matching element shown in the following exhibit.

The supporting elements are configured as shown in the following exhibit.

https://vtsimu.com/redirect?url=https%3A%2F%2Fdumpsboss.co
https://vtsimu.com/redirect?url=https%3A%2F%2Fdumpsboss.co%2Fid%2F5599
https://learn.microsoft.com/en-us/purview/endpoint-dlp-getting-started
https://learn.microsoft.com/en-us/defender-endpoint/onboard-windows-client
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The confidence level and character proximity are configured as shown in the following exhibit.

For each of the following statements, select Yes if statement is true. Otherwise, select No NOTE: Each correct selection is 
worth one point.

Hot Area:

ANSWER:

https://vtsimu.com/redirect?url=https%3A%2F%2Fdumpsboss.co
https://vtsimu.com/redirect?url=https%3A%2F%2Fdumpsboss.co%2Fid%2F5599
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Explanation:

A custom sensitive information type evaluates its configured primary element first. In this case, the primary element is a 
regular expression that includes both the beginning-of-text anchor (^) and the end-of-text anchor ($). These anchors make 
the expression apply to the complete text being evaluated: the matching value must begin at the very start and end at the 
very end, with no additional sentence text before or after it. This is the key behavior that determines the result for each 
statement.

All three examples are full natural-language sentences. Although some contain an employee-ID-style numeric value and 
others include wording related to an employee ID or badge, the primary regular expression cannot match a value embedded 
inside those longer sentences when it is anchored at both ends. Since the required primary element does not match, the 
sensitive information type is not detected for any of the three documents.

The configured supporting element and the 100-character proximity setting are relevant only after the primary pattern has 
successfully matched. They can refine a detection by requiring related contextual text near a valid primary match, but they 
do not override an anchored primary regular expression or create a primary match by themselves. Therefore, the correct 
result is No for every statement. Microsoft documents the role of primary and supporting elements, including proximity 
requirements, in custom sensitive information types. The regular-expression meaning of the start and end anchors is also 
described in Microsoft’s regular expression anchor guidance.

https://vtsimu.com/redirect?url=https%3A%2F%2Fdumpsboss.co
https://vtsimu.com/redirect?url=https%3A%2F%2Fdumpsboss.co%2Fid%2F5599
https://learn.microsoft.com/en-us/purview/sit-get-started-exact-data-match-based-sit
https://learn.microsoft.com/en-us/dotnet/standard/base-types/anchors-in-regular-expressions

