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QUESTION NO: 1 - (HOTSPOT)

HOTSPOT

Select the answer that correctly completes the sentence.

Hot Area:

Answer Area

Azure Active Directory (Azure AD) is -

an extended detection and response (XDR) system
used for authentication and authorization. | an identity provider

a management group
a security information and event management (SIEM) system

ANSWER:

Answer Area

Azure Active Directory (Azure AD)is -

an extended detection and response (XDR) system
used for authentication and authorization. | an identity provider

a management group
a security information and event management (SIEM) system

Explanation:
Azure Active Directory (Azure AD) is a cloud-based user identity and authentication service.
Reference:

https://docs.microsoft.com/en-us/microsoft-365/enterprise/about-microsoft-365-identity ?view=0365-worldwide

QUESTION NO: 2

Which two types of resources can be protected by using Azure Firewall? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point.
A. Azure virtual machines

B. Azure Active Directory (Azure AD) users
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C. Microsoft Exchange Online inboxes
D. Azure virtual networks

E. Microsoft SharePoint Online sites

ANSWER: D E

QUESTION NO: 3

Which two tasks can you implement by using data loss prevention (DLP) policies in Microsoft 365? Each correct answer
presents a complete solution.

NOTE: Each correct selection is worth one point.

A. Display policy tips to users who are about to violate your organization’s policies.
B. Enable disk encryption on endpoints.

C. Protect documents in Microsoft OneDrive that contain sensitive information.

D. Apply security baselines to devices.

ANSWER: AC

Explanation:

Reference: https://docs.microsoft.com/en-us/microsoft-365/compliance/dlp-learn-about-dip?view=0365-worldwide

QUESTION NO: 4 - (HOTSPOT)

Select the answer that correctly completes the sentence.

Microsoft Sentinel use Azure Logic Apps to automate and crchestrate responses 1o alerts

analytic nikes

hunting quenes
playbooks
workbooks

ANSWER:
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Microsoft Sentinel use Azure Logic Apps to automate and orchestrate responses 1o alerts

analytic nibes
hunting quenes

playbooks

workibooks

Explanation:
playbooks

https://docs.microsoft.com/en-us/azure/sentinel/tutorial-respond-threats-playbook

QUESTION NO: 5

Which three authentication methods can be used by Azure Multi-Factor Authentication (MFA)? Each correct answer presents
a complete solution.

NOTE: Each correct selection is worth one point.
A. text message (SMS)

B. Microsoft Authenticator app

C. email verification

D. phone call

E. security question

ANSWER: ABD
Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-authentication-methods

QUESTION NO: 6

What is an example of encryption at rest?

A. encrypting communications by using a site-to-site VPN

B. encrypting a virtual machine disk

C. accessing a website by using an encrypted HTTPS connection

D. sending an encrypted email
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ANSWER: B

Explanation:

Reference: https://docs.microsoft.com/en-us/azure/security/fundamentals/encryption-atrest

QUESTION NO: 7

Which Azure Active Directory (Azure AD) feature can you use to restrict Microsoft Intune-managed devices from accessing
corporate resources?

A. network security groups (NSGs)
B. Azure AD Privileged Identity Management (PIM)
C. conditional access policies

D. resource locks

ANSWER: C

QUESTION NO: 8

What is a characteristic of a sensitivity label in Microsoft 365?
A. persistent

B. encrypted

C. restricted to predefined categories

ANSWER: B

QUESTION NO: 9

What can you use to scan email attachments and forward the attachments to recipients only if the attachments are free from
malware?

A. Microsoft Defender for Office 365
B. Microsoft Defender Antivirus
C. Microsoft Defender for Identity

D. Microsoft Defender for Endpoint
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ANSWER: A

Explanation:

Reference: https://docs.microsoft.com/en-us/office365/servicedescriptions/office-365-advanced-threat-protection-service-

description

QUESTION NO: 10 - (DRAG DROP)

Match the Microsoft Defender for Office 365 feature to the correct description.

To answer, drag the appropriate feature from the column on the left to its description on the right. Each feature may be used
once, more than once, or not at all.

NOTE: Each correct match is worth one point.

Features

Threat Exploser
Threat Trackess

Ant-phithing protection

ANSWER:

Threat Exploner
Thieal Trackers

Antrphatheng profection

Explanation:

Answer Arca
Feature Prowades ntelagence on prevathing cybefsecurnily diues
Feature Prowades real-hme reports to entiy and analyze recent thoeats
Feature Deetects impersonation attempts

Arewer Arca

Anti-phithing protection Provides inteligence on prevailing cybersecurity bowes
Pronndes real-Bme repots to olentdy and snabyze recent theedls

Theeat Exploies

Theeat Trackers DTS I SOnaton STTamgs

Anti-phishing protection

Provides intelligence on prevailing cybersecurity issues

| Threat Explorer

| Threat Trackers

| Provides real-time reports to identify and analyze recent threats

| Detects impersonation attempts
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