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QUESTION NO: 1

In the event that the primary FortiManager fails, which of the following actions must be performed to return the FortiManager
HA to a working state?

A. Secondary device with highest priority will automatically be promoted to the primary role, and manually
reconfigure all other secondary devices to point to the new primary device

B. Reboot one of the secondary devices to promote it automatically to the primary role, and reconfigure all other secondary
devices to point to the new primary device.

C. Manually promote one of the secondary devices to the primary role, and reconfigure all other secondary devices to point
to the new primary device.

D. FortiManager HA state transition is transparent to administrators and does not require any reconfiguration.

ANSWER: C

Explanation:

FortiManager 6.4 Study Guide-Online — page 346

FortiManager HA doesn’t support IP takeover where an HA state transition is transparent to administrators. If a failure of the
primary occurs, the administrator must take corrective action to resolve the problem that may include invoking the state

transition. If the primary device fails, the administrator must do the following in order to return the FortiManager HA to a
working state:

1. Manually reconfigure one of the secondary devices to become the primary device

2. Reconfigure all other secondary devices to point to the new primary device

QUESTION NO: 2

Which of the following statements are true regarding schedule backup of FortiManager? (Choose two.)
A. Backs up all devices and the FortiGuard database.

B. Does not back up firmware images saved on FortiManager

C. Supports FTP, SCP, and SFTP

D. Can be configured from the CLI and GUI

ANSWER: B C

QUESTION NO: 3
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An administrator has assigned a global policy package to custom ADOM1. Then the administrator creates a new policy
package, Fortinet, in the custom ADOM1.

Which statement about the global policy package assignment to the newly-created policy package Fortinet is true?
A. When a new policy package is created, it automatically assigns the global policies to the new package.

B. When a new policy package is created, you need to assign the global policy package from the global
ADOM.

C. When a new policy package is created, you need to reapply the global policy package to the ADOM.

D. When a new policy package is created, you can select the option to assign the global policies to the new package.

ANSWER: A

Explanation:

Global Policy Package is applied at the ADOM level and you have the option to choose which ADOM policy packages you
want to exclude (there is no option to choose Policy Packages to include).

QUESTION NO: 4

Refer to the exhibit.

@ Managed Devices
@ Logging Devices 1]

1 Devices B
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Local-FortiGate A Modified

15 Quick Install (Device DB)

& Install Wizard
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You are using the Quick Install option to install configuration changes on the managed FortiGate.
Which two statements correctly describe the result? (Choose two.)

A. It will not create a new revision in the revision history

B. It installs device-level changes to FortiGate without launching the Install Wizard

C. It cannot be canceled once initiated and changes will be installed on the managed device

D. It provides the option to preview configuration changes prior to installing them

ANSWER: B C
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Explanation:
FortiManager 6.4 Study Guide-Online — page 164

The Install Config option allows you to perform a quick installation of device-level settings without launching the Install
Wizard. When you use this option, you cannot preview the changes prior to committing. Administrator should be certain of
the changes before using this install option, because the install can’t be cancelled after the process is initiated.

QUESTION NO: 5

Refer to the exhibit.

oED |!.'J

i

&)

-
FortiGuard age sS0C System Settings

An administrator logs into the FortiManager GUI and sees the panes shown in the exhibit.

Which two reasons can explain why the FortiAnalyzer feature panes do not appear? (Choose two.)

A. The administrator logged in using the unsecure protocol HTTP, so the view is restricted.

B. The administrator profile does not have full access privileges like the Super_User profile.

C. The administrator IP address is not a part of the trusted hosts configured on FortiManager interfaces.

D. FortiAnalyzer features are not enabled on FortiManager.

ANSWER: B D

QUESTION NO: 6

View the following exhibit.
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Given the configurations shown in the exhibit, what can you conclude from the installation targets in the Install On column?

A. The Install On column value represents successful installation on the managed devices

B. Policy seq#3 will be installed on all managed devices and VDOMs that are listed under Installation Targets

C. Policy seg#3 will be installed on the Trainer[NAT] VDOM only

D. Policy seg#3 will be not installed on any managed device

ANSWER: B

QUESTION NO: 7

View the following exhibit.
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Import Policy
Install Config

When using Install Config option to install configuration changes to managed FortiGate, which of the following statements
are true? (Choose two.)

A. Once initiated, the install process cannot be canceled and changes will be installed on the managed device
B. Will not create new revision in the revision history
C. Installs device-level changes to FortiGate without launching the Install Wizard

D. Provides the option to preview configuration changes prior to installing them

ANSWER: AC

QUESTION NO: 8
What will happen if FortiAnalyzer features are enabled on FortiManager?
A. FortiManager will reboot

B. FortiManager will send the logging configuration to the managed devices so the managed devices will start sending logs
to FortiManager

C. FortiManager will enable ADOMs automatically to collect logs from non-FortiGate devices

D. FortiManager can be used only as a logging device.

ANSWER: A

Explanation:

Reference: https://help.fortinet.com/fmgr/50hlp/56/5-6-
1/FortiManager Admin Guide/1800 FAZ%20Features/0200 Enable%20FAZ%20Features.htm

QUESTION NO: 9
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What does a policy package status of Conflict indicate?
A. The policy package reports inconsistencies and conflicts during a Policy Consistency Check.
B. The policy package does not have a FortiGate as the installation target.

C. The policy package configuration has been changed on both FortiManager and the managed device
independently.
D. The policy configuration has never been imported after a device was registered on FortiManager.

ANSWER: C

QUESTION NO: 10

View the following exhibit:
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Create New CLI Script

Script Name Config | [View Sample Script]
Comments Write a comment 0/255
Type CLI Script

Run Script on Remote FortiGate Directly(ia CLI)
Script Detail

config vpn psec phasel-mterface

edit "H25 0"

set anto-discovery-sender enable

next

end

config system nterface

edit "H25_0"

set vdom "root”

setip 172.16.1.1 255.255.2355.235

set remote-1p 172.16.1 254

next

end

config router bgp

set as 65100

set router-id 172.16.1.1
config neighbor-group

Advanced Device Filters

Which two statements are true if the script is executed using the Remote FortiGate Directly (via CLI) option? (Choose two.)
A. You must install these changes using Install Wizard

B. FortiGate will auto-update the FortiManager’s device-level database.

C. FortiManager will create a new revision history.

D. FortiManager provides a preview of CLI commands before executing this script on a managed FortiGate.

ANSWER: B C
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