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QUESTION NO: 1

Your IT Director has been reading again. He has decided that he wants to convert the network to OSPF, but he is having 
some difficulty with terminology. He knows that an OSPF router can serve one of four roles. His problem is that he can’t 
remember which role exists when one of the router’s interfaces is on the backbone area. Help him out.

Which of the following is it?

A. Internal router

B. Area border router

C. Backbone router

D. Autonomous system boundary router

ANSWER: C 

QUESTION NO: 2

The ABC.com network consists of a single Active Directory domain named ABC.com. All servers on the ABC.com network 
run Windows Server. Your instruction is to set up a child domain named us.ABC.com. 

You install Windows Server on a new standalone server named ABC-DC03 and manually assign an IP address. You attempt 
to run dcpromo to promote ABC-DC03 to a domain controller. You select the new domain in an existing forest option. The 
wizard prompts you for the network credentials to join the us.ABC.com to the ABC.com forest. You then receive an error 
message indicating that a domain controller in the ABC.com domain cannot be found.

How can you ensure that ABC-DC03 can be promoted to a domain controller in the us.ABC.com domain?

A. By installing the DNS Server service on ABC-DC03.

B. By creating a host (A) record for ABC-DC03 on a DNS server in the ABC.com domain.

C. By first joining ABC-DC03 to a workgroup named us.ABC.com.

D. By having the ABC-DC03 client DNS settings configured to use a DNS server in the ABC.com domain.

E. By creating a delegation on a ABC.com DNS server to delegate the us.ABC.com zone to ABC-DC03.

ANSWER: D 

QUESTION NO: 3

You have recently hired a new junior administrator to assist you in running the network for a medium-sized manufacturing 
company. You are explaining to your new assistant that AD objects are assigned security descriptors to allow you to 
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implement access control. You tell your assistant that the security descriptor contains several different components. Which of 
the following are contained in the security descriptor for an object? (Select all that apply.)

A. Discretionary access control list

B. System access control list

C. Dynamic access control list

D. Ownership information

ANSWER: A B D 

QUESTION NO: 4

You are working on an existing server. The NIC manufacturer has notified you of an updated driver for your card that will 
greatly improve performance. You download and install the new driver. Before you reboot the system, you perform an ASR 
backup. When you reboot the system, it reaches the graphical portion of the boot process and presents a STOP message. 
What is the proper process for recovering from this problem?

A. Perform an ASR restore from the ASR backup set you created before the reboot.

B. Reboot the system, press F8 when prompted during the boot process, select Last Known Good Configuration, and press 
Enter.

C. Reinstall the operating system and do a restore of the system from tape backup.

D. Reboot the system, press F8 when prompted during the boot process, select Safe Mode, and press Enter.

ANSWER: B 

QUESTION NO: 5

You have configured a WAP using the EAP-TLS protocol. The WAP is connected to a LAN with a Windows Server server. 
Which of the following additional tasks may be necessary to ensure that wireless clients can connect? (Choose all that 
apply.)

A. Enable PPP authentication.

B. Issue computer certificates to clients.

C. Issue user certificates or smart cards to users.

D. Install and configure IAS.

ANSWER: B C 
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QUESTION NO: 6

You are the network administrator for your company. The network consists of a single Active Directory domain with five 
domain controllers that run Windows Server, Enterprise Edition. You are updating the public key infrastructure (PKI) for your 
company. Issuing Certification Authorities (CAs) have been provided certificates with a validity period of five years. 
Certificates are issued to enable network users to encrypt files on their computers. Basic EFS certificates have been issued 
and have been configured with the default validity period. You want to configure all new EFS certificates so that they are 
valid for up to three years.

What should you do? Each correct answer presents part of the solution. (Choose all that apply.)

A. Duplicate and rename the Basic EFS certificate template.

B. Open the Basic EFS certificate template Properties dialog box.

C. Select the General tab and edit the validity period.

D. Select the General tab and edit the renewal period.

E. Select the Security tab and change the permission for the Administrators group to Enroll.

ANSWER: A C 

QUESTION NO: 7

You are implementing a new wireless network and need to change the default settings for the equipment on the WLAN. 
What information should you change? (Select all that apply.)

A. SSID password

B. SSID network name

C. Domain Administrator password

D. Domain Administrator account should be renamed

ANSWER: A B 

QUESTION NO: 8

You work as a network administrator for ABC.com. The ABC.com network consists of a single Active Directory domain 
named ABC.com. There are currently 120 Web servers running Windows Server and are contained in an Organizational Unit 
(OU) named ABC_WebServers

ABC.com management took a decision to uABCrade all Web servers to Windows Server. You disable all services on the 
Web servers that are not required. After running the IIS Lockdown Wizard on a recently deployed web server, you discover 
that services such as NNTP that are not required are still enabled on the Web server.
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How can you ensure that the services that are not required are forever disabled on the Web servers without affecting the 
other servers on the network? (Choose two.)

A. Set up a GPO that will change the startup type for the services to Automatic.

B. By linking the GPO to the ABC_WebServers OU.

C. Set up a GPO with the Hisecws.inf security template imported into the GPO.

D. By linking the GPO to the domain.

E. Set up a GPO in order to set the startup type of the redundant services to Disabled.

F. By linking the GPO to the Domain Controllers OU.

G. Set up a GPO in order to apply a startup script to stop the redundant services.

ANSWER: B E 

QUESTION NO: 9

The ABC.com network consists of a single Active Directory domain named ABC.com. All computers on the ABC.com 
network are members of the ABC.com domain.

You install a new server named ABC-CA1 and configure it as a Certification Authority for the ABC.com domain.

How would you enable an Active Directory global group named CA-Admins to issue, revoke and approve certificates without 
assigning more permissions than necessary?

A. Make the CA-Admins group also members of the Domain Admins group in the domain.

B. Make the CA-Admins group also members of the local Administrators group on ABC-CA1.

C. Grant the CA-Admins group Full Control permission to the Certificated Template container in the Active Directory.

D. Make the CA-Admins group members of the Cert Publishers group in Active Directory.

E. Grant the Certificate Managers role to the CA-Admins group.

ANSWER: E 

QUESTION NO: 10

The ABC.com network consists of a single Active Directory domain named ABC.com. All the servers on the network run 
Windows Server servers.

The network contains a file server named ABC-SR24. ABC-SR24 hosts shared folders for users in the Sales department.

All shared folders are backed up using a Normal backup on a weekly basis over the weekend. An incremental backup of the 
shared folders is taken every night. 
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A Copy backup of the shared folders is taken every Thursday night after the incremental backup. On Friday morning, the 
Sales manager reports that he has accidentally deleted an important file. He asks you to restore the file as quickly as 
possible. He doesn’t know when the file was last modified. From which backup tape or tapes should you restore the file?

A. The last normal backup and the last incremental backup.

B. The last normal backup and the incremental backups from Monday, Tuesday, Wednesday and Thursday.

C. The last incremental backup.

D. The last normal backup.

E. The last Copy backup.

ANSWER: E 
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