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QUESTION NO: 1

Which two NetApp features encrypt the storage data? (Choose two.)
A. Trusted Platform Module (TPM)

B. Encrypted File System (EFS)

C. NetApp Volume Encryption

D. NetApp Storage Encryption

ANSWER: CD

Explanation:

NetApp Volume Encryption and NetApp Storage Encryption are the two ONTAP features designed to encrypt data at rest.
NetApp Volume Encryption provides software-based encryption at the volume level. ONTAP encrypts the data in an enabled
volume before it is written to storage, allowing encryption to be applied selectively on a per-volume basis. This is useful when
encryption requirements differ among workloads or tenants while retaining the operational flexibility of ONTAP volume
management.

NetApp Storage Encryption provides hardware-based encryption through self-encrypting drives. The drives encrypt data as it
is written and decrypt it when read, with encryption keys managed through ONTAP and an external key manager or the
onboard key manager. Because encryption is performed by the drive hardware, the protection applies to data written on the
supported self-encrypting disks. Both features protect stored data against unauthorized access if physical media is removed
or otherwise accessed outside authorized storage operations. They can also be used together where the platform, drive
configuration, and protection requirements support that design. NetApp documents these capabilities as its ONTAP
encryption-at-rest solutions: ONTAP encryption at rest overview and NetApp Volume Encryption documentation.

QUESTION NO: 2

What are two roles that you would run in a NetApp StorageGRID service appliance? (Choose two.)
A. Gateway Node

B. Storage Node

C. Storage VM

D. Primary Admin Node

ANSWER: AD

Explanation:

Gateway Node and Primary Admin Node are valid roles for a StorageGRID service appliance. A service appliance, such
as the SG100 or SG1000, is designed to provide Grid services rather than capacity-oriented object storage. When deployed
as a Gateway Node, it provides a highly available, load-balanced client access point for StorageGRID. S3-compatible client
requests can be received through the gateway service and routed to the appropriate StorageGRID services, allowing client-
facing traffic to be separated from the storage infrastructure.

When a suitably sized service appliance is deployed as the Primary Admin Node, it hosts the primary administrative services
for the grid. This includes the Grid Manager and Tenant Manager user interfaces, along with key configuration, monitoring,
audit, and management functions. The Primary Admin Node is the central administrative point for a StorageGRID
deployment; therefore, deploying it on an appliance can provide a dedicated, purpose-built platform for those management
workloads. NetApp documents the Gateway Node role at StorageGRID Gateway Nodes and the Primary Admin Node role at
StorageGRID Admin Nodes.

QUESTION NO: 3
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What are two capabilities provided by NetApp MetroCluster? (Choose two.)
A. synchronous replication of data and configuration

B. switchover during a site disaster

C. asynchronous replication to an object store

D. per-volume Quality of Service on Element clusters

ANSWER: AB

Explanation:

Synchronous replication of data and configuration is a MetroCluster capability. MetroCluster uses synchronous
replication between supported ONTAP clusters at separate sites, maintaining a consistent copy of critical data and
configuration information for site-level protection.

Switchover during a site disaster is also provided by MetroCluster. If a site becomes unavailable, administrators can
perform a switchover so that the surviving site assumes responsibility for serving the affected workloads. This supports
business continuity for failures that affect an entire site rather than only a single controller. NetApp documents these
capabilities in the ONTAP MetroCluster documentation.

QUESTION NO: 4

What provides dynamic storage orchestration services for Kubernetes workloads?
A. Ansible

B. SANtricity OS

C. Trident

D. ONTAP software

ANSWER: C

Explanation:

Trident is correct because it is NetApp’s storage orchestrator for Kubernetes. Now called Astra Trident, it integrates NetApp
storage platforms with Kubernetes through the Container Storage Interface (CSl). It enables Kubernetes administrators and
applications to dynamically provision and manage persistent volumes, rather than requiring storage resources to be created
manually before a workload is deployed. Trident uses configured storage backends and storage classes to select suitable
storage and to create persistent volumes in response to Kubernetes PersistentVolumeClaim requests. It also supports
common persistent-storage lifecycle operations, including attaching and mounting volumes for pods, resizing volumes when
supported by the backend, and creating snapshots or clones with compatible NetApp platforms. This dynamic orchestration
gives Kubernetes workloads self-service access to persistent storage while allowing storage administrators to retain policy
and backend control. NetApp documents Astra Trident as an open-source, fully supported storage orchestrator for
containers and Kubernetes distributions, designed to consume storage from ONTAP and other supported NetApp systems.
See the Astra Trident documentation and NetApp’s Astra Trident product overview.

QUESTION NO: 5

Your existing virtual environment is stored on a NetApp AFF array. You want to reduce the capacity utilization on this array
while taking advantage of highly scalable cloud storage.

Which ONTAP feature should you enable to satisfy these requirements?
A. FlexGroup
B. FabricPool
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C. FlexClone

D. FlexCache

ANSWER: B

Explanation:

FabricPool is the appropriate ONTAP feature because it provides automated data tiering between a local performance tier
and a cloud object-storage tier. With an AFF system, active data remains on the high-performance SSD tier for low-latency
access, while data blocks that become inactive can be tiered to supported object storage, including public cloud object
stores. This reduces the amount of capacity consumed on the AFF aggregate without requiring the virtual environment to be
manually moved or redesigned for a separate storage platform.

Tiering policies can be applied at the volume level to control which inactive data is moved and when it becomes eligible for
tiering. For virtual-machine workloads, FabricPool can therefore retain frequently accessed VM data locally while using
scalable cloud capacity for colder blocks. If tiered blocks are accessed again, ONTAP retrieves them transparently,
preserving normal access through the existing ONTAP storage presentation. NetApp documents FabricPool as a solution for
extending ONTAP aggregates with cloud tiers and reducing local storage consumption. See the ONTAP FabricPool
documentation and NetApp’s VMware workloads on ONTAP overview.

QUESTION NO: 6

What are two benefits of using the ONTAP Tools for VMware vSphere software? (Choose two.)
A. provisioning ONTAP storage from the vCenter Server

B. deploying ONTAP Select instances from the vCenter Server

C. optimizing ESXi hosts settings for ONTAP storage

D. connecting to AWS for virtual machine replication

ANSWER: AC

Explanation:

ONTAP Tools for VMware vSphere integrates ONTAP storage administration directly with the VMware vCenter environment.
Therefore, provisioning ONTAP storage from the vCenter Server is a core benefit: VMware administrators can create and
manage ONTAP-backed datastores through familiar vSphere workflows instead of switching between separate management
interfaces. The integration supports common VMware storage protocols and applies ONTAP-aware provisioning practices
when creating storage resources.

Optimizing ESXi hosts settings for ONTAP storage is also a key benefit. ONTAP Tools includes host configuration
functionality that helps apply recommended ESXi settings for NetApp storage connectivity. Aligning host multipathing,
timeout, and related storage settings with NetApp recommendations promotes reliable access to ONTAP LUNs and
consistent operational behavior across hosts in a cluster. This reduces manual configuration effort and helps administrators
maintain settings that are appropriate for the storage platform.

NetApp documents the vCenter-integrated storage provisioning and ESXi host-configuration capabilities in its ONTAP Tools
for VMware vSphere documentation and its VMware vSphere with ONTAP guidance.

QUESTION NO: 7

Your employer asks you to develop an off-site replication strategy that maintains NetApp ONTAP data efficiencies for the
home directory data.

Which solution would satisfy this requirement?

A. Cloud Volumes Service
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B. Cloud Volumes ONTAP
C. Global File Cache

D. Azure NetApp Files

ANSWER: B

Explanation:

Cloud Volumes ONTAP is the appropriate solution because it provides ONTAP storage running in a public-cloud
environment and can act as an off-site SnapMirror destination for an on-premises ONTAP system. SnapMirror is ONTAP’s
native replication technology, so it supports efficient baseline and incremental transfers while maintaining a replicated
ONTAP volume that can be used for disaster recovery or recovery of home-directory data. Because the destination is Cloud
Volumes ONTAP, the replicated data remains within the ONTAP data-management framework, including ONTAP storage-
efficiency capabilities such as deduplication and compression. This allows the organization to extend its existing ONTAP
operational model to an off-site cloud location rather than copying data into a non-ONTAP file service. Cloud Volumes
ONTARP is specifically designed to use ONTAP replication relationships with other ONTAP systems, and NetApp documents
creating SnapMirror relationships between working environments through BlueXP. For additional detail, see NetApp’s Cloud
Volumes ONTAP replication documentation and its overview of ONTAP storage efficiency.

QUESTION NO: 8

Which storage type provides access using Amazon S3 APIs?
A. object

B. NAS

C. inode

D. SAN

ANSWER: A

Explanation:

object is correct because Amazon Simple Storage Service (Amazon S3) is an object-storage service, and its APIs are
designed to store, retrieve, list, and manage data as objects in buckets. An object consists of the data itself, a unique object
key used to identify it within a bucket, and associated metadata. Applications interact with this object namespace through
REST-based S3 API operations such as PUT, GET, LIST, and DELETE rather than through a mounted file system or a
block-device connection. In NetApp environments, StorageGRID provides S3-compatible object storage, enabling
applications that use the Amazon S3 API to store and retrieve content while benefiting from policy-based data management
across nodes and sites. This makes object storage appropriate for unstructured data, cloud-native applications, backups,
archives, media repositories, and data lakes. NetApp ONTAP also supports an S3 object-storage service, allowing S3 clients
to access buckets hosted on an ONTAP cluster. Amazon’s documentation describes S3 as object storage that stores data as
objects within buckets, and NetApp documents StorageGRID as an S3-compatible object-storage platform. See Amazon S3
User Guide and NetApp StorageGRID S3 REST API documentation.

QUESTION NO: 9

You are currently performing all the important administrator and maintenance tasks for your system, and need to delegate
work to the staff so that you can attend to other Issues.

Which approach will you take to ensure that your systems are safe?
A. Employ mandatory integrity control.
B. Employ the principle of least privilege.

C. Provide all users with power user access.
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D. Provide all users with administrator access.

ANSWER: B

Explanation:

Employ the principle of least privilege. This security principle means assigning each staff member only the permissions
needed to perform their specific, delegated responsibilities, and no broader privileges. It enables work to be distributed while
limiting the potential impact of human error, compromised credentials, or inappropriate use of an account. For example, an
employee assigned to monitor storage capacity should receive permissions for the relevant monitoring commands and
objects, rather than unrestricted authority over system-wide configuration or data-management operations.

In ONTAP, role-based access control supports least privilege by allowing administrators to create or use roles that grant
access to defined command directories and command capabilities. Accounts can then be associated with the appropriate
role and application, providing controlled access for operational tasks. This makes delegation auditable and maintainable:
privileges can be reviewed periodically and adjusted when a person’s duties change. Using narrowly scoped roles is
therefore the appropriate way to preserve system safety while allowing staff to perform necessary administrative and
maintenance work. NetApp documents ONTAP RBAC and the creation of custom roles in its access-control roles
documentation; the broader least-privilege principle is also described by NIST.

QUESTION NO: 10

What are three types of data access? (Choose three.)
A. cloud
B. object
C.RAID
D. block

E. file

ANSWER: BD E

Explanation:

The three fundamental data-access types are object, block, and file. File access presents data through a hierarchical file
system, including directories and files, and is commonly delivered by ONTAP NAS protocols such as NFS and SMB. This
model enables users and applications to work with shared files by name and path. Block access presents raw storage
volumes to hosts as block devices, typically through SAN protocols such as iSCSI or Fibre Channel. The host operating
system or application then applies and manages its own file system or database structures on that storage. Object access
stores data as independently addressable objects that include data, metadata, and a unique identifier; applications use an
object-storage API, such as the S3 API, rather than mounting a conventional file system. NetApp ONTAP supports all three
access approaches, allowing storage to serve diverse application, database, user-share, and cloud-native workloads from a
unified platform. NetApp’s NAS documentation describes file-based access through NFS and SMB, while its SAN
documentation describes block-based host access; its S3 documentation covers object access. See ONTAP NFS
documentation and ONTAP S3 documentation.
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